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Abstract— This paper describesthe design and implementa-
tion of Optiprism, an agent-basednetwork managementsystem
(NMS) providing con guration and fault managementsewicesfor
all-optical networks. Optiprism is designedto support (1) a scal-
able architecture consistingof a distrib uted hierarchy of software
agents,or managers(2) the ability to alter the hierarchy as the
network evolvesby adding, remaving or upgrading managers(3)
reorganization of physical deployment for better responsieness
(4) an innovative browser agentproviding scalableend-userinter-
action with the distrib uted NMS.

I. Intr oduction

Traditionalnetwork managemensoftware implementations
have usedcentralizedparadigmsbasedon SNMPv1 or SN-
MPv2c,or weakly distributedhierarchicalparadigmsasedon
SNMPv2,RMON, CMIP, or CMIP derivativessuchas TMN
[15, p. 5]. While theseapproachesre feasiblein small net-
works, their communicatiorcostsgrow linearly with the num-
ber of devices[19, p. 4]. Wavelengthdivision multiplexing
(WDM) networks presentadditionaldif culties sincethe cen-
tral problemof routingandwavelengthassignmenfRWA) [18]
is NP-complete[20] and even heuristic approachedo it are
computationallyexpensve [4, p. 2]).

An effective optical NMS mustthusaddresghe core prob-
lem of scalability We contendthat a strongly distributed de-
ploymentof a hierarchyof coopeating intelligentagent15,
p. 9] or “managers’would yield signi cantly reducedorocess-
ing requirementsat the client-side. Thesemanagerswould
maintainaggreyatedinformationsuchasrouteavailability and
fault reportsaboutrecursvely smallersectionsof the network.
Moreover, if the network's statewashierarchicallydistributed,
thenmanagemenapplicationswould not needto establishdi-
rectconnectiongo every network element.Instead theadmin-
istrator would interactwith high-level supervisorymanagers.
Control operationge.g. lightpath provisioning andteardavn)
would be issuedto thesehigh-level managerswhich would
computeroutesanddelegatepartitionedconnectiorrequestso
their subordinatemanagers.Monitoring of alarmsand alerts
would operatein the reversedirection: subordinatemanagers
would reportfault conditionsto their supervisor A manage-
mentapplicationwould only needto communicatewith high-
level supervisorsn orderto manipulateandmonitortheoptical
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network. The next sectiongdescribethe designandimplemen-
tationof sucha network managemergystem.

I1. Design

In designingOptiprism,we adopteda distributedarchitecture
becausédt enabledus to meetfour importantobjectives. The
mostcritical is scalability. In large networks, the processing
of managementequestge.g. route selection)presentscom-
putationalburdensthat would ultimately choke a centralized
NMS. In contrast,a distributed architecturecan amortizethis
computationabverheadagainsta setof processeslistributed
throughoutthe computationakrnvironment[10, p. 1]. Second,
adistributedarchitecturds maintainablebecausét is easierto
augmentasthe network grows. Third, a distributed architec-
ture permitscomputationgo be closerto informationsources,
reducinglateng andtotal controltraf c [7] [12], therebyyield-
ing betterresponsivenessThis bene t is ampli ed if the ar-
chitecturesupportsdynamicre-distribution of managerssince
thenthe NMS canadaptto circumventcomputationandcom-
municationhot-spotsin its ervironment[11, p. 32]. Finally,
adoptinga distributedarchitecturenakesit possibleto develop
end-usemanagemenapplicationswhich exhibit scalablein-
teraction i.e. applicationsthat interactwith only a scalable
subsebf the NMS at a giventime. We now describehow the
designof Optiprismstrivesto meettheseobjecties.

A. Scalability

An effective optical NMS mustable to coordinatethe con-
trol planesof hundredsof optical switches. This objectve led
to the choiceof a hierarchicalarchitectureIn Optiprism,each
managercanbea supervisor composeaf severalsubodinate
managersCorversely eachmanagerwith the exceptionof a
unique“‘root”—is subordinatéo somesupervisorin asupervi-
soryrole, eachmanageprovidesaninterfaceto the servicest
canimplementusingthefunctionality of its subordinatesTwo
managersrecalledpeesif they have the samesupervisor

Complicationsarising from this designchoiceinclude: (i)
higherlevel managersnay experiencegreateioadand(ii) fail-
uresat higherlevels may have non-localnegative side-efects
ontheNMS. Presenththeseconcernsareaddressedy assign-
ing high-level managerdo more reliable machinesthat have
largermemoryandprocessingower. We areinvestigatinghe
possibility of addressingooth issuesthrough replicationand
clusteringof managers.



B. Maintainability

The NMS architectureshouldbe easyto alterasthe network
evolves. In a hierarchicaNMS, this would be achieved by ad-
dition and removal of managersand by restructuringof the
hierarchy Adding nenv hardwareto the NMS domainshould
requirelittle morethaninsertinga new specializedsubordinate
into the hierarchy Let usseehow Optiprismachievesthis.

In Optiprism,therearethreetypesof managers:

1. Elementmmanaers exist atthelowestlevel of themanager
hierarchy Eachmanagercontrolsandmonitorsa physical
device via specializeccommunicatiorprotocols.

2. Subnetmanayers deleggateto and aggreyate from lower
level managers.

Thesewo typesof managersxposeacommandnterfaceto the
next higherlevel anda noti cation interfaceto the next lower
level. All commandandnoti cation interfacesarefunctionally
identical,regardlesof themanagess level.

Making all subnetand elementmanagersndistinguishable
malesit possibleto add,remove and splicemanagersnto an
existing Optiprism hierarchyat run-time. It hasalsoyielded
bene ts of simplicity in theirimplementatiorandinteractions,
while providing encapsulatiorat the managerevel. Subnet
managersretruly “virtual opticalswitches”.

Oneissuewith this approachis that elementmanagerdor
new devices must adhereto a speci cation representinghe
leastcommondenominatoiof the functionality of all devices.
As vendorsadoptstandarddor optical network provisioning
and managementthis penaltywill be alleviated. An agent-
basedattemptat suchstandardizatios [8] by FIPA.

Physicalnetwork topologyis re ected by deploymentof:

3. Link manaers, eachof which represent physicalcon-
nectionbetweertwo elements/subnets.

Subnetmanagergdeterminetheir internal topology (i.e. the
connectvity among their subordinatesubnets/elementshy
consultingsubordinatdink managers.In addition, they dis-
cover connectity with peer subnets/elementsy consulting
their peerlink managers.In the terminology of [5], all Op-
tiprism managersanbe consideredhetletsbhecaus¢hey have a
persistenprocess-basdie-cycle model[11].

C. Responsiveness

Theperformancef anagent-baseNMS isin uencedby the
characteristicef boththe hardwareon which the agentseside
andthe network over which they communicate.Costfactors
male it impracticalto dedicateentire machinesand separate
networks solely for the NMS. On the other hand, permitting
managerdo mingle with external processe®n multi-purpose
machinegmeanshatthe systemneedso senseuctuationsin
performancecharacteristicandactto minimize impacton the
NMS. This requirementunderscoreshe needto supportpro-
cessmobility [11, pp. 26-33] as a core featureof the NMS.
Onedrawbackof allowing managerso be mobileis the added
compleity of inter-managercommunication:managerseed

to communicatevith eachotherreliably despitetheir ability to
move. Another compleity introducedis thatthe NMS must
collect and provide sufcient information, from which deci-
sionsaboutmanagemigrationcanbe made.Sectionlll-E de-
scribeshow Optiprismaddressesomeof theseconcerns.

D. Scalableinteraction

An NMS mustprovide an applicationfor network adminis-
tratorsto accessetwork managemenservices. This applica-
tion needso communicatewith the NMS's managerso asto
obtaininformationaboutthe stateof the network andtherange
of commandshat may be initiated. This informationwould
thenbe usedto populatethe applications userinterface. Scal-
ability dictatesthatthe applicationcannotexpectto communi-
catesimultaneouslyvith all runningmanagerstary time.

Optiprismprovidesa browseragentasa scalablesolutionto
userinteractionwith alarge hierarchicaNMS. This agentis a
leaf in the hierarchyof managers&ind may only communicate
with managershatarevisiblefrom it. This setis de ned to be
the browser's peers,its supervisors peers,its supervisors su-
pervisorspeersandsoonupto acon gurablenumberof levels
thatwe call its horizon Visibility ensures “graceful degrada-
tion of resolution”which providesthe administratorwith full
accesdo partsof the network “near” the task at hand, while
still maintaininga perspectie onthe “bigger picture”.

An administratorcan changethe browser agents location
within the hierarchyin oneof two ways: (i) promotioncauses
it to becomea peerof its supervisor{ii) demotioncausest to
becomethe subordinateof oneof its peers.This logical navi-
gationof thebrowseragentcausedts setof visible managerso
changedn amannetthatcorrespond$o (i) zoomingoutand(ii)
zoomingin on particularregionsof thenetwork. Many browser
agentscanbe instantiatedsimultaneouslyto provide manage-
mentfrom variousvantagepointsin the hierarchy

Optiprism is implementedusing a Java-basedmulti-agent
frameawork called CHIME (Cellular HierarchicalInformation
Modeling Environment[14]), developedat the Naval Research
Laboratory Lik e otheragentframeavorks([6], [16], [21], it pro-
vides an executionernvironmentfor mobile agentcode. This
executionervironmentis calleda depot Every machinethatis
partof CHIME runsa depot. CHIME alsoprovidesa compo-
nentAPI for agentdevelopmensimilarto the Java AgentSpec-
i cation [1]. NotabledifferencesbetweenCHIME and prior
framaworksinclude(i) intrinsic supportfor agenthierarchy (ii)
supportfor logical navigation,and(iii) enforcemenbf thevis-
ibility constraints(as presentedn sectionll-D). A CHIME
agentmay interactwith the depotin which it residesandre-
quest(i) migration to a differentdepot,(ii) logical navigation
via promotionor demotionor (iii) astructureddirectoryof vis-
ible agents Optiprismmanagerandbrowsersarederivedfrom
CHIME's agentclassesandthusinherit the samecapabilities.

Implementation
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Fig.1. Device-basedetwork partitioning.

A. Installing Optiprism

Optiprism has been deplojed and tested on the Multi-
wavelength Optical Network (MONET) switches [2] of
the AdvancedTechnologyDemonstratiorNetwork (ATDnet).
ATDnet presentlyconsistsof six sitesconnectedn the dual-
homed multi-ring topology [17] (seetop left of gure 1).
Two of the sites (NRL and NSA) have Wavelength Selec-
tive Cross-ConnedWSXC) switcheswhile theremainingfour
have WavelengthAdd/Drop Multiplexer (WADM) units. Each
WSXC supportsfour transportinterfaces(Tl). Each Tl car
ries eightwavelengthsusingwavelengthdivision multiplexing
(WDM). The WADM units supporttwo similar Tls. Eachnet-
work elementhas several single-wavelengthclient interfaces
(CClI) wheretheopticalsignalentersandexits the WDM layer.

In generalto installanOptiprismsystemthenetwork topol-
ogy is determinedby a network administrator who partitions
it hierarchicallyby assigninganOptiprismaddresdo eachnet-
work elementandindicatinglink endpoints.Eachaddresss a
dottedsequencef uniquenamesAn installerutility takesthis
descriptionand instantiatesa correspondindhierarchyof ele-
ment,link, andsubnetmanagersdistributing thesein available
depots.Eachelementmanageimmediatelyinitiatesa session
with its correspondingphysicaldevice. Themanagethenuses
this sessiorfor transmittingcommandsndreceving noti ca-
tionsfromthedevice. Figurel shavsthehierarchyfor ATDnet.

B. ManagementSubsystems

The OSI managemeninodel cateyorizesnetwork manage-
mentinto several functional areas. Optiprism presentlyad-
dresseswo areameededn the ATDnetresearctervironment:
(i) Con gurationmanagemer(CM), whichaddressetheprob-
lemof lightpathprovisioning,and(ii) Faultmanagemeni~M),
which enablesnonitoringof hardwarealarmsandalerts.Each

MONET is sponsoredy the DefenseAdvancedResearctProjectAgencgy
(DARPA)

functionalareais embodiedin a managjementsubsystemand
amanageis thencomposedf a setof subsystemsPresently
Optiprism subnetand elementmanagersontainCM and FM
subsystemsin the future, performanceand securitymanage-
mentsubsystemwill be supported.

Communicationbetweenmanagergakes placevia delega-
tion agentspr deglets(seg[5]). A degletis alightweightagent
with atransientask-basetife-cycle model[11]. Optiprismde-

nes two classe®f deglets: downward o wing control deglets
andupward o wing monitoringdeglets.

When a subnetmanagerrecevesa request,t formulatesa
setof subtaskgor its subordinatesEachsubtasks transported
to a subordinateby a control deglet Upon reachingits target
managereachcontrol dgglet attemptso performthe intended
subtask.Thedegletthenencapsulatesreportof thesideeffects
and carriesthis backto the initiating manager Whenall the
degletshave returnedthe manageaggreyateshereportsfrom
below into areportfor theoriginalrequestCollectively, control
degletsarereferredto ascontrol ow.

A managemaysendasynchronousoti cationsto its super
visor by usingmonitoringdeglets Monitoring degletsencapsu-
lateinformationaboutchangesn thebeliefs[9] of their sender
Uponreachingits targetsupervisoreachmonitoringdeglet at-
temptsto notify the supervisorof the changein the subordi-
nates beliefs. The deglet then carriesan acknavledgmentof
this noti cation backto the originatingmanager Collectively,
monitoringdegletsarereferredto asmonitoring ow .

C. Con guration Management

To illustratethe operationof controlandmonitoringdeglets,
we describehow the connectiormanagemengubsysten{CM)
providessupportfor lightpathprovisioning. The procedurdor
handlingteardavn requestss similar but simpler

1) CM Monitoring Flow : CM monitoring o w takesthe
form of CAT-Statusdeglets. Thesecontaina ConnectiorAvail-
ability Table (CAT) which describeghe availability of routes
acrossa subnet/elementAt the elementlevel, the CAT is the
complemenbf the fabrictablemodulothe wavelengthcorver
sion capabilitiesof the device. At higherlevels, eachsubnet
managegeneratests own CAT by aggreatingtheinformation
from the CATSs of its subordinategsfollows.

EachCM periodically obtainsa CAT from eachof its sub-
ordinates. The CM maintainstwo graphs: (i) a compessed
graph that hasone vertex for eachof its subnet/elemensub-
ordinatesand one edgefor eachof its link subordinatesand
(ii) anexplodedgraph derived from the compressegraphby
replacingeachlink with a setof paralleledgeqoneperwave-
length)andreplacingeachvertex with the CAT obtainedfrom
the correspondingubordinate.Figure 2 depictsthe relation-
ship betweenthe compressednd explodedgraphs. A vertex
in the explodedgraphcorrespondso a particular wavelength
on aninterfaceadwertisedby somesubordinate The CM con-
siderseachpair of wavelengths whereeither(i) isa
wavelengthonaborderinputtransporinterface(Tl) and isa
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Fig.2. CM graphs.

wavelengthon aborderoutputTl, or (i)  is awavelengthon
aninputcompliantclientinterface(CCl)and isawavelength
onaborderoutputTl, or (i)  isawavelengthonaborderin-

putTl and is awavelengthonanoutputCCI. For eachsuch
pair, the CM usesits explodedgraphto computea route be-
tweenthe correspondingertices. If arouteis found, the CM

malkesanentryin its own CAT. Oncethe CM hasconsideredll

suchpairs , it sendsthe constructedCAT upwardsto its

supervisorThis procedurgecursesipwards.

Severalschemesreusedto speedup CAT aggraation. To
reducethe numberof computationgequiredin CAT aggreya-
tion, accesgoints (CCls) are groupedbasedon their connec-
tivity within that subnet. The precisecriteria for determining
“similar connectvity” is tunable,in orderto obtainanaccept-
able trade-of betweenaccurag and computationalcost. To
reducethe frequeng of CAT computationarandomsampling
of CAT entriesis recomputegeriodicallyandusedto estimate
thelik elihoodthatanew CAT wouldbe“signi cantly different”
from the one previously adwertised. Wheneer this likelihood
exceedsathresholdtheentireCAT is recomputedWe alsouse
techniquesimilarto thoseproposedor reducingroutingtraf ¢
in optical OSPH3].

2) CM Contrwol Flow : Lightpathprovisioning is achieved
by CM control o w. Requestaredeliveredvia degletsto the
highestsubnetmanagercontainingboth endpointsof the de-
siredtrail. Fromthere,requestproceedecursvely in parallel
down thetreeuntil they reachelementmanagerswhich create
individual fabric connectionsn hardware. Thetrail partition-
ing processfollows the guidelinesof ITU-T G.805[13]. To
performrouting, eachmanageusesits explodedgraphto de-
terminea suitablepathacrosshe subnet.The pathdetermines
asetof lightpathprovisioningsubtaskshatarethensentto ap-
propriatesubordinatewia control deglets. Returningdeglets
indicatethe succesr failure of eachsubtask. A failure can
resultin a fail-fast responsgi.e. rollback of any completed

subtasksandimmediatelyreportfailure to the supervisor)or
arerouteresponsdi.e. attemptto routearounduncooperatie
subordinates).

D. Fault Management

The purposeof the Fault ManagemensubsystenfFM) is to
detectand diagnosenetwork faults. We describethe roles of
controlandmonitoringdegletsin the FM.

1) FM Monitoring Flow : Themonitoring o w for the FM
consistsof fault noti cations. Theseare encodedin Fault-
Indication (FI) and Fault-Clear (FC) deglets which corvey
severity, location,andtype of network failure. FI/FC messages
propagateipwardsin thetree.Intelligent ltering is performed
ateachlevel, customizedo theparticularmonitoringcharacter
isticsdesirede.g. severity, location,type,etc). EachFM lters
andaggregyatesfaultinformationrecevedfrom its subordinates
andpasseshis upwardto the next higherlevel.

2) FM Control Flow : Thecontrol o w of the FM enables
run-time con guration of the correspondingmonitoring o w
for an FM-enabledsubnetor elementmanager For example,
theparameterdetermininghefaultaggreyationpolicy of each
FM arecon gurablevia controldeglets. Similarly, control de-
gletsare usedto registerFault-Handlerdnsidean FM. When-
ever an FM recevesan FI/FC messagdrom a subordinateijt
reportsthis messageo eachregisteredFault-Handley which
canthendeterminehow to respondo the errorcondition.

E. Manager Communicatior& Mobility

Allowing manager$o bemobileintroducesomplicationgo
inter-managercommunication. Optiprism addressesheseis-
sueshy using CHIME's two-layerinteragentcommunication
protocolstack.Thelnter-Cell Transportiayer(ICTL) provides
FIFO delivery betweerpairsof agentsandbelow it, theInter-
DepotTransportayer(IDTL) providesFIFOdeliverybetween
pairs of depots. Managerscommunicatevia ICTL messages
which areencapsulatethto IDTL messageduringinter-depot
transit. The addresof the tarmget depotis obtainedby resolv-
ing the nameof the destinatioragentusinga distributedagent
look-upservice.lnboundmessageareunpacledanddelivered
to theirtargetonly if thetarget's nameis foundin thedirectory
of local agents.Otherwise the sendingagentis blocked from
further communicationwith the target, until its local look-up
servicehasobtaineda new binding.

OptiprismusesCHIME's Trafc Analyzer Module (TAM)
and MicrobenchmarkFacility (MBF) to give managersnfor-
mationneededo make decisionsaboutmigration. The TAM
maintainsstatisticson round-trip lateng/ and cumulative vol-
umeof traf ¢ from eachlocally residentmanageto thedepots
with which it communicates.The MBF takeslocal measure-
mentsof averageCPUandmemoryusage A managemayuse
this informationto determinewhento requestmigration, and
to where. CHIME follows the paradigmof “Agent proposes,
Depotdisposes”Eitherthe sourceor the destinatiordepotcan



rejectanagentsrequesto migrate.We arefurtherinvestigating
optimalcriteriafor (i) whenmanagershouldrequesto migrate
and(ii) whendepotsshouldallow managerso migrateinto or
out of them.

Browser
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Fig.3. Thebrowseragents window whenit is asubordinatef the Eastsubnet
manager

F. TheManagemenBrowser

The browsercommunicategachvisible manager by col-
lecting a modelof . This model is an active object
createddynamicallyby , with functionality specializedo the
capabilitiesof the browseragent. maintainsa bidirec-
tional channeto its backingmanager ; this channeloperates
transparentlyo physicalmobility of themanager

The browser displaysa window to the userand askseach
collectedmodelto renderitself asa userinterfacecomponent
within this window. The visual representationf eachmodel
depictsthe stateof its backingmanagefe.g. network elements
arerenderedasimagesre ecting their operationakcharacteris-
tics). Figure 3 shavs the window whenthe browseragentis a
subordinateof the Eastsubnetmanagelsee gure 1) andhas
obtainedmodelsof the West, NRL, NSA, and NASA subnet
managerplussix link managers.

The browseragentis “featureless”exceptfor its ability to
navigatewithin the hierarchy As the browseris madeto navi-
gate,it updateghesetof modelsit ownsbasednvisibility, and
refresheshewindow by requestinghe modelsto renderthem-
sehes. All otherfunctionalitycomesdirectly from the models.
This designmakesit possibleto performlive upgrade®f man-
agersoftwarewithout alteringthe browset

Theusercaninteractwith thevisualrepresentationsf mod-
elsto getmoreinformationor issuerequestsThe browserdis-
patchesnouseclicks andkey presseso the modelover which

Fig.4. Con gurationmanagemerdialog.

Fig.5. Faultmanagemendialog.

they occur Themodelcanperformimmediateactionor present
additionaldialogsfor extendedinput. For example,eachsub-
net manages model provides a dialog to selectpairs of in-
put/outputconnectionpointsfor trail provisioning (see gure
4). Thesemodelsalsooffer extended~M informationin a dia-
log thatlists the outstandingault conditions(see gure 5).

IV. Conclusion

Optiprism's scalableandmaintainablearchitectureelieson
the distributeddeploymentof a hierarchyof cooperatingntel-
ligent manageragents. By using CHIME services,managers
andbrowsershave accesgo physicalmobility andlogical nav-
igation. The Optiprismbrowserprovidesa managemenrappli-
cationwhich supportsscalableinteractionwith NMS services.
Optiprism hasbeensuccessfullydeployed within the ATDnet
opticalnetwork.

Enhancementto Optiprismwill include (i) designandim-
plementationof the performanceand security management
subsystems(ii) devising algorithmsfor fastCAT aggreyation
within the CM subsystemand(iii) determiningeffective poli-
ciesfor managemigration,to enablethe NMS to circumwent
computatiorandcommunicatiorhot-spotsn its ervironment.
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