
OPTIPRISM: A Hierar chical Distrib uted Network ManagementSystemfor All-Optical Networks

Bilal Khan
�

DardoD. Kleiner
�

David Talmage
�

Centerfor ComputationalScience,Naval ResearchLaboratory, WashingtonD.C.
http://www.nrl.navy.mil/ccs/project/public/DC/web/

�

bilal,dkleiner,talmage� @cmf.nrl.navy.mil

Index Terms— Network management,optical network, multi-
agentsystem.

Abstract— This paper describes the design and implementa-
tion of Optiprism, an agent-basednetwork managementsystem
(NMS) providing con�guration and fault managementservicesfor
all-optical networks. Optiprism is designedto support (1) a scal-
able architecture consistingof a distrib uted hierarchy of software
agents,or managers(2) the ability to alter the hierarchy as the
network evolvesby adding, removing or upgrading managers(3)
reorganization of physical deployment for better responsiveness
(4) an innovative browseragentproviding scalableend-userinter-
action with the distrib uted NMS.

I . Intr oduction
Traditionalnetwork managementsoftwareimplementations

have usedcentralizedparadigmsbasedon SNMPv1 or SN-
MPv2c,or weaklydistributedhierarchicalparadigmsbasedon
SNMPv2,RMON, CMIP, or CMIP derivativessuchas TMN
[15, p. 5]. While theseapproachesare feasiblein small net-
works,their communicationcostsgrow linearly with thenum-
ber of devices [19, p. 4]. Wavelengthdivision multiplexing
(WDM) networks presentadditionaldif�culties sincethecen-
tral problemof routingandwavelengthassignment(RWA) [18]
is NP-complete[20] and even heuristic approachesto it are
computationallyexpensive [4, p. 2]).

An effective optical NMS mustthusaddressthe coreprob-
lem of scalability. We contendthat a strongly distributedde-
ploymentof a hierarchyof cooperating intelligent agents[15,
p. 9] or “managers”would yield signi�cantly reducedprocess-
ing requirementsat the client-side. Thesemanagerswould
maintainaggregatedinformationsuchasrouteavailability and
fault reportsaboutrecursively smallersectionsof thenetwork.
Moreover, if thenetwork's statewashierarchicallydistributed,
thenmanagementapplicationswould not needto establishdi-
rectconnectionsto everynetwork element.Instead,theadmin-
istrator would interactwith high-level supervisorymanagers.
Control operations(e.g. lightpathprovisioningandteardown)
would be issuedto thesehigh-level managers,which would
computeroutesanddelegatepartitionedconnectionrequeststo
their subordinatemanagers.Monitoring of alarmsand alerts
would operatein the reversedirection: subordinatemanagers
would report fault conditionsto their supervisor. A manage-
mentapplicationwould only needto communicatewith high-
level supervisorsin orderto manipulateandmonitortheoptical
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network. Thenext sectionsdescribethedesignandimplemen-
tationof sucha network managementsystem.

I I . Design

In designingOptiprism,weadoptedadistributedarchitecture
becauseit enabledus to meetfour importantobjectives. The
mostcritical is scalability. In large networks, the processing
of managementrequests(e.g. route selection)presentscom-
putationalburdensthat would ultimately choke a centralized
NMS. In contrast,a distributedarchitecturecanamortizethis
computationaloverheadagainsta setof processesdistributed
throughoutthecomputationalenvironment[10, p. 1]. Second,
a distributedarchitectureis maintainablebecauseit is easierto
augmentas the network grows. Third, a distributedarchitec-
turepermitscomputationsto be closerto informationsources,
reducinglatency andtotalcontroltraf�c [7] [12], therebyyield-
ing betterresponsiveness. This bene�t is ampli�ed if the ar-
chitecturesupportsdynamicre-distribution of managers,since
thentheNMS canadaptto circumventcomputationandcom-
municationhot-spotsin its environment[11, p. 32]. Finally,
adoptinga distributedarchitecturemakesit possibleto develop
end-usermanagementapplicationswhich exhibit scalablein-
teraction, i.e. applicationsthat interactwith only a scalable
subsetof theNMS at a given time. We now describehow the
designof Optiprismstrivesto meettheseobjectives.

A. Scalability

An effective optical NMS mustable to coordinatethe con-
trol planesof hundredsof optical switches.This objective led
to thechoiceof a hierarchicalarchitecture.In Optiprism,each
managercanbea supervisor, composedof severalsubordinate
managers.Conversely, eachmanager—with theexceptionof a
unique“root”—is subordinateto somesupervisor. In asupervi-
soryrole,eachmanagerprovidesaninterfaceto theservicesit
canimplementusingthefunctionalityof its subordinates.Two
managersarecalledpeers if they havethesamesupervisor.

Complicationsarising from this designchoiceinclude: (i)
higherlevel managersmayexperiencegreaterloadand(ii) fail-
uresat higher levels may have non-localnegative side-effects
on theNMS. Presentlytheseconcernsareaddressedby assign-
ing high-level managersto more reliable machinesthat have
largermemoryandprocessingpower. We areinvestigatingthe
possibility of addressingboth issuesthrough replicationand
clusteringof managers.



B. Maintainability

TheNMS architectureshouldbeeasyto alterasthenetwork
evolves. In a hierarchicalNMS, this would beachievedby ad-
dition and removal of managers,and by restructuringof the
hierarchy. Adding new hardware to the NMS domainshould
requirelittle morethaninsertinga new specializedsubordinate
into thehierarchy. Let usseehow Optiprismachievesthis.

In Optiprism,therearethreetypesof managers:
1. Elementmanagersexist at thelowestlevel of themanager

hierarchy. Eachmanagercontrolsandmonitorsa physical
devicevia specializedcommunicationprotocols.

2. Subnetmanagers delegate to and aggregatefrom lower
level managers.

Thesetwo typesof managersexposeacommandinterfaceto the
next higherlevel anda noti�cation interfaceto thenext lower
level. All commandandnoti�cation interfacesarefunctionally
identical,regardlessof themanager's level.

Making all subnetandelementmanagersindistinguishable
makesit possibleto add,remove andsplicemanagersinto an
existing Optiprism hierarchyat run-time. It hasalso yielded
bene�ts of simplicity in their implementationandinteractions,
while providing encapsulationat the managerlevel. Subnet
managersaretruly “virtual opticalswitches”.

One issuewith this approachis that elementmanagersfor
new devices must adhereto a speci�cation representingthe
leastcommondenominatorof the functionality of all devices.
As vendorsadoptstandardsfor optical network provisioning
and management,this penaltywill be alleviated. An agent-
basedattemptatsuchstandardizationis [8] by FIPA.

Physicalnetwork topologyis re�ectedby deploymentof:
3. Link managers, eachof which representa physicalcon-

nectionbetweentwo elements/subnets.
Subnetmanagersdeterminetheir internal topology (i.e. the
connectivity among their subordinatesubnets/elements)by
consultingsubordinatelink managers. In addition, they dis-
cover connectivity with peer subnets/elementsby consulting
their peer link managers.In the terminologyof [5], all Op-
tiprismmanagerscanbeconsiderednetletsbecausethey havea
persistentprocess-basedlife-cyclemodel[11].

C. Responsiveness

Theperformanceof anagent-basedNMS is in�uencedby the
characteristicsof boththehardwareon which theagentsreside
and the network over which they communicate.Cost factors
make it impractical to dedicateentire machinesand separate
networks solely for the NMS. On the other hand,permitting
managersto mingle with externalprocesseson multi-purpose
machinesmeansthat thesystemneedsto sense�uctuations in
performancecharacteristicsandact to minimize impacton the
NMS. This requirementunderscoresthe needto supportpro-
cessmobility [11, pp. 26-33] as a core featureof the NMS.
Onedrawbackof allowing managersto bemobile is theadded
complexity of inter-managercommunication:managersneed

to communicatewith eachotherreliably despitetheir ability to
move. Another complexity introducedis that the NMS must
collect and provide suf�cient information, from which deci-
sionsaboutmanagermigrationcanbemade.SectionIII-E de-
scribeshow Optiprismaddressessomeof theseconcerns.

D. ScalableInteraction

An NMS mustprovide an applicationfor network adminis-
tratorsto accessnetwork managementservices.This applica-
tion needsto communicatewith theNMS's managerssoasto
obtaininformationaboutthestateof thenetwork andtherange
of commandsthat may be initiated. This information would
thenbeusedto populatetheapplication's user-interface.Scal-
ability dictatesthat theapplicationcannotexpectto communi-
catesimultaneouslywith all runningmanagersat any time.

Optiprismprovidesa browseragentasa scalablesolutionto
userinteractionwith a largehierarchicalNMS. This agentis a
leaf in the hierarchyof managersandmay only communicate
with managersthatarevisiblefrom it. This setis de�ned to be
the browser's peers,its supervisor's peers,its supervisor's su-
pervisor'speers,andsoonupto acon�gurablenumberof levels
thatwe call its horizon. Visibility ensuresa “gracefuldegrada-
tion of resolution”which providesthe administratorwith full
accessto partsof the network “near” the task at hand,while
still maintainingaperspectiveon the“biggerpicture”.

An administratorcan changethe browser agent's location
within thehierarchyin oneof two ways: (i) promotioncauses
it to becomea peerof its supervisor;(ii) demotioncausesit to
becomethesubordinateof oneof its peers.This logical navi-
gationof thebrowseragentcausesits setof visiblemanagersto
changein amannerthatcorrespondsto (i) zoomingoutand(ii)
zoomingin onparticularregionsof thenetwork. Many browser
agentscanbe instantiatedsimultaneously, to provide manage-
mentfrom variousvantagepointsin thehierarchy.

I I I . Implementation

Optiprism is implementedusing a Java-basedmulti-agent
framework called CHIME (Cellular HierarchicalInformation
ModelingEnvironment[14]), developedat theNaval Research
Laboratory. Likeotheragentframeworks[6], [16], [21], it pro-
vides an executionenvironmentfor mobile agentcode. This
executionenvironmentis calleda depot. Everymachinethat is
partof CHIME runsa depot. CHIME alsoprovidesa compo-
nentAPI for agentdevelopmentsimilar to theJavaAgentSpec-
i�cation [1]. NotabledifferencesbetweenCHIME and prior
frameworksinclude(i) intrinsicsupportfor agenthierarchy, (ii)
supportfor logical navigation,and(iii) enforcementof thevis-
ibility constraints(as presentedin sectionII-D). A CHIME
agentmay interactwith the depotin which it residesand re-
quest(i) migration to a differentdepot,(ii) logical navigation
via promotionor demotion,or (iii) astructureddirectoryof vis-
ible agents.Optiprismmanagersandbrowsersarederivedfrom
CHIME'sagentclassesandthusinherit thesamecapabilities.



Element Agent
Subnet Agent

Link Agent

and the corresponding 
Optiprism hierarchy

Partitioning ATDnet

ATDnet

EastWest

DISA

NSA

NRL
DIA

DARPA
NASA

NRL

NSA
DARPA

DISA

DIA

NASA

Fig. 1. Device-basednetwork partitioning.

A. InstallingOptiprism

Optiprism has been deployed and tested on the Multi-
wavelength Optical Network � (MONET) switches [2] of
the AdvancedTechnologyDemonstrationNetwork (ATDnet).
ATDnet presentlyconsistsof six sitesconnectedin the dual-
homed multi-ring topology [17] (see top left of �gure 1).
Two of the sites (NRL and NSA) have Wavelength Selec-
tiveCross-Connect(WSXC)switcheswhile theremainingfour
have WavelengthAdd/DropMultiplexer (WADM) units. Each
WSXC supportsfour transportinterfaces(TI). Each TI car-
rieseightwavelengthsusingwavelengthdivision multiplexing
(WDM). TheWADM unitssupporttwo similar TIs. Eachnet-
work elementhasseveral single-wavelengthclient interfaces
(CCI) wheretheopticalsignalentersandexits theWDM layer.

In general,to installanOptiprismsystem,thenetwork topol-
ogy is determinedby a network administrator, who partitions
it hierarchicallyby assigninganOptiprismaddressto eachnet-
work elementandindicatinglink endpoints.Eachaddressis a
dottedsequenceof uniquenames.An installerutility takesthis
descriptionand instantiatesa correspondinghierarchyof ele-
ment,link, andsubnetmanagers,distributing thesein available
depots.Eachelementmanagerimmediatelyinitiatesa session
with its correspondingphysicaldevice. Themanagerthenuses
this sessionfor transmittingcommandsandreceiving noti�ca-
tionsfrom thedevice. Figure1 showsthehierarchyfor ATDnet.

B. ManagementSubsystems

The OSI managementmodel categorizesnetwork manage-
ment into several functional areas. Optiprism presentlyad-
dressestwo areasneededin theATDnetresearchenvironment:
(i) Con�gurationmanagement(CM), whichaddressestheprob-
lemof lightpathprovisioning,and(ii) Faultmanagement(FM),
which enablesmonitoringof hardwarealarmsandalerts.Each

�
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functionalareais embodiedin a managementsubsystem, and
a manageris thencomposedof a setof subsystems.Presently
OptiprismsubnetandelementmanagerscontainCM andFM
subsystems.In the future, performanceandsecuritymanage-
mentsubsystemswill besupported.

Communicationbetweenmanagerstakes placevia delega-
tion agents,or deglets(see[5]). A deglet is a lightweightagent
with atransienttask-basedlife-cyclemodel[11]. Optiprismde-
�nes two classesof deglets:downward�o wing controldeglets
andupward�o wing monitoringdeglets.

Whena subnetmanagerreceivesa request,it formulatesa
setof subtasksfor its subordinates.Eachsubtaskis transported
to a subordinateby a control deglet. Upon reachingits target
manager, eachcontroldeglet attemptsto performthe intended
subtask.Thedegletthenencapsulatesareportof thesideeffects
andcarriesthis back to the initiating manager. Whenall the
degletshave returned,themanageraggregatesthereportsfrom
below into areportfor theoriginalrequest.Collectively, control
degletsarereferredto ascontrol �ow .

A managermaysendasynchronousnoti�cations to its super-
visorby usingmonitoringdeglets. Monitoringdegletsencapsu-
lateinformationaboutchangesin thebeliefs[9] of theirsender.
Uponreachingits targetsupervisor, eachmonitoringdeglet at-
temptsto notify the supervisorof the changein the subordi-
nate's beliefs. The deglet thencarriesan acknowledgmentof
this noti�cation backto theoriginatingmanager. Collectively,
monitoringdegletsarereferredto asmonitoring�ow .

C. Con�gurationManagement

To illustratetheoperationof controlandmonitoringdeglets,
we describehow theconnectionmanagementsubsystem(CM)
providessupportfor lightpathprovisioning. Theprocedurefor
handlingteardown requestsis similarbut simpler.

1) CM Monitoring Flow : CM monitoring �o w takes the
form of CAT-Statusdeglets.ThesecontainaConnectionAvail-
ability Table(CAT) which describesthe availability of routes
acrossa subnet/element.At the elementlevel, the CAT is the
complementof thefabrictablemodulothewavelengthconver-
sion capabilitiesof the device. At higher levels, eachsubnet
managergeneratesits own CAT by aggregatingtheinformation
from theCATs of its subordinatesasfollows.

EachCM periodicallyobtainsa CAT from eachof its sub-
ordinates. The CM maintainstwo graphs: (i) a compressed
graph that hasonevertex for eachof its subnet/elementsub-
ordinatesand oneedgefor eachof its link subordinates,and
(ii) an explodedgraph derived from the compressedgraphby
replacingeachlink with a setof paralleledges(oneperwave-
length)andreplacingeachvertex with theCAT obtainedfrom
the correspondingsubordinate.Figure2 depictsthe relation-
ship betweenthe compressedandexplodedgraphs. A vertex
in the explodedgraphcorrespondsto a particular wavelength
on aninterfaceadvertisedby somesubordinate.TheCM con-
siderseachpair of wavelengths

�������	�

whereeither(i)
�
�

is a
wavelengthonaborderinputtransportinterface(TI) and

���

is a
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wavelengthona borderoutputTI, or (ii)
���

is a wavelengthon
aninputcompliantclientinterface(CCI) and

���

is awavelength
onaborderoutputTI, or (iii)

�
�

is awavelengthonaborderin-
put TI and

�	�

is a wavelengthonanoutputCCI. For eachsuch
pair, the CM usesits explodedgraphto computea route be-
tweenthe correspondingvertices. If a routeis found, theCM
makesanentryin its ownCAT. OncetheCM hasconsideredall
suchpairs

�
�

���
�

, it sendstheconstructedCAT upwardsto its
supervisor. Thisprocedurerecursesupwards.

Severalschemesareusedto speedup CAT aggregation. To
reducethe numberof computationsrequiredin CAT aggrega-
tion, accesspoints(CCIs) aregroupedbasedon their connec-
tivity within that subnet. The precisecriteria for determining
“similar connectivity” is tunable,in orderto obtainanaccept-
able trade-off betweenaccuracy and computationalcost. To
reducethefrequency of CAT computation,a randomsampling
of CAT entriesis recomputedperiodicallyandusedto estimate
thelikelihoodthatanew CAT wouldbe“signi�cantly different”
from the onepreviously advertised. Whenever this likelihood
exceedsathreshold,theentireCAT is recomputed.Wealsouse
techniquessimilarto thoseproposedfor reducingroutingtraf�c
in opticalOSPF[3].

2) CM Control Flow : Lightpathprovisioning is achieved
by CM control �o w. Requestsaredeliveredvia degletsto the
highestsubnetmanagercontainingboth endpointsof the de-
siredtrail. Fromthere,requestsproceedrecursively in parallel
down thetreeuntil they reachelementmanagers,which create
individual fabric connectionsin hardware. The trail partition-
ing processfollows the guidelinesof ITU-T G.805 [13]. To
performrouting, eachmanagerusesits explodedgraphto de-
terminea suitablepathacrossthesubnet.Thepathdetermines
asetof lightpathprovisioningsubtasksthatarethensentto ap-
propriatesubordinatesvia control deglets. Returningdeglets
indicatethe successor failure of eachsubtask.A failure can
result in a fail-fast response(i.e. rollback of any completed

subtasks,andimmediatelyreport failure to the supervisor)or
a rerouteresponse(i.e. attemptto routearounduncooperative
subordinates).

D. Fault Management

Thepurposeof theFault Managementsubsystem(FM) is to
detectanddiagnosenetwork faults. We describethe rolesof
controlandmonitoringdegletsin theFM.

1) FM Monitoring Flow : Themonitoring�o w for theFM
consistsof fault noti�cations. Theseare encodedin Fault-
Indication (FI) and Fault-Clear (FC) deglets which convey
severity, location,andtypeof network failure. FI/FCmessages
propagateupwardsin thetree.Intelligent�ltering is performed
ateachlevel,customizedto theparticularmonitoringcharacter-
isticsdesired(e.g.severity, location,type,etc).EachFM �lters
andaggregatesfault informationreceivedfrom its subordinates
andpassesthis upwardto thenext higherlevel.

2) FM Control Flow : Thecontrol �o w of theFM enables
run-time con�guration of the correspondingmonitoring �o w
for an FM-enabledsubnetor elementmanager. For example,
theparametersdeterminingthefaultaggregationpolicy of each
FM arecon�gurablevia controldeglets. Similarly, controlde-
gletsareusedto registerFault-Handlersinsidean FM. When-
ever an FM receivesan FI/FC messagefrom a subordinate,it
reportsthis messageto eachregisteredFault-Handler, which
canthendeterminehow to respondto theerrorcondition.

E. Manager Communication& Mobility

Allowing managersto bemobileintroducescomplicationsto
inter-managercommunication. Optiprism addressestheseis-
suesby usingCHIME's two-layer inter-agentcommunication
protocolstack.TheInter-Cell TransportLayer(ICTL) provides
FIFO delivery betweenpairsof agents,andbelow it, theInter-
DepotTransportLayer(IDTL) providesFIFOdeliverybetween
pairs of depots. Managerscommunicatevia ICTL messages
whichareencapsulatedinto IDTL messagesduringinter-depot
transit. The addressof the targetdepotis obtainedby resolv-
ing thenameof thedestinationagentusinga distributedagent
look-upservice.Inboundmessagesareunpackedanddelivered
to their targetonly if thetarget'snameis foundin thedirectory
of local agents.Otherwise,thesendingagentis blocked from
further communicationwith the target, until its local look-up
servicehasobtainedanew binding.

Optiprism usesCHIME's Traf�c Analyzer Module (TAM)
andMicrobenchmarkFacility (MBF) to give managersinfor-
mationneededto make decisionsaboutmigration. The TAM
maintainsstatisticson round-trip latency andcumulative vol-
umeof traf�c from eachlocally residentmanagerto thedepots
with which it communicates.The MBF takes local measure-
mentsof averageCPUandmemoryusage.A managermayuse
this information to determinewhento requestmigration,and
to where. CHIME follows the paradigmof “Agent proposes,
Depotdisposes”.Eitherthesourceor thedestinationdepotcan



rejectanagent'srequestto migrate.Wearefurtherinvestigating
optimalcriteriafor (i) whenmanagersshouldrequestto migrate
and(ii) whendepotsshouldallow managersto migrateinto or
outof them.

Fig.3. Thebrowseragent's window whenit is asubordinateof theEastsubnet
manager.

F. TheManagementBrowser

Thebrowsercommunicateseachvisible manager� by col-
lecting a modelof � . This model ������� is an active object
createddynamicallyby � , with functionalityspecializedto the
capabilitiesof the browseragent. ������� maintainsa bidirec-
tional channelto its backingmanager� ; this channeloperates
transparentlyto physicalmobility of themanager.

The browser displaysa window to the userand askseach
collectedmodel to renderitself asa user-interfacecomponent
within this window. The visual representationof eachmodel
depictsthestateof its backingmanager(e.g.network elements
arerenderedasimagesre�ecting their operationalcharacteris-
tics). Figure3 shows thewindow whenthebrowseragentis a
subordinateof theEastsubnetmanager(see�gure 1) andhas
obtainedmodelsof the West, NRL, NSA, and NASA subnet
managersplussix link managers.

The browseragentis “featureless”except for its ability to
navigatewithin thehierarchy. As thebrowseris madeto navi-
gate,it updatesthesetof modelsit ownsbasedonvisibility, and
refreshesthewindow by requestingthemodelsto renderthem-
selves.All otherfunctionalitycomesdirectly from themodels.
Thisdesignmakesit possibleto performliveupgradesof man-
agersoftwarewithout alteringthebrowser.

Theusercaninteractwith thevisualrepresentationsof mod-
elsto getmoreinformationor issuerequests.Thebrowserdis-
patchesmouseclicks andkey pressesto themodelover which

Fig. 4. Con�gurationmanagementdialog.

Fig. 5. Faultmanagementdialog.

they occur. Themodelcanperformimmediateactionor present
additionaldialogsfor extendedinput. For example,eachsub-
net manager's model provides a dialog to selectpairs of in-
put/outputconnectionpoints for trail provisioning (see�gure
4). Thesemodelsalsooffer extendedFM informationin a dia-
log thatlists theoutstandingfault conditions(see�gure 5).

IV. Conclusion

Optiprism's scalableandmaintainablearchitecturerelieson
thedistributeddeploymentof a hierarchyof cooperatingintel-
ligent manageragents. By usingCHIME services,managers
andbrowsershaveaccessto physicalmobility andlogical nav-
igation. TheOptiprismbrowserprovidesa managementappli-
cationwhich supportsscalableinteractionwith NMS services.
Optiprismhasbeensuccessfullydeployed within the ATDnet
opticalnetwork.

Enhancementsto Optiprismwill include(i) designandim-
plementationof the performanceand security management
subsystems,(ii) devising algorithmsfor fastCAT aggregation
within theCM subsystem,and(iii) determiningeffective poli-
ciesfor managermigration,to enablethe NMS to circumvent
computationandcommunicationhot-spotsin its environment.
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