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Abstract—We investigate the stability properties of a novel information about paths that packets take. We define Flow
agent-based system for the detection of network bandwidth- Reconstruction as "Actions taken to find the true source
based distributed denial of service (DDoS) attacks. The pro and route of packets”. There have been different approaches

posed system provides a description of the structure of flows . . . . . . .
which comprise the DDoS attack. In doing so, it facilitates to this problem, including actively interacting with nettko

DDoS mitigation at or near attack traffic sources. The con- traffic [3], [4], probabilistic and packet marking technesu
stituent agents within the system operate at the inter au- [5], [6], and hash based logging [7].

tonomous system (AS) level, comprising a distributed coltgion

of IP-layer network taps which self-organize in response to Il. RELATED WORK

attack flows. We formalize the notion of stability for the Active Interaction is a strateav of interferin ith at-
proposed system, and show how we can use simulation to v : : ay ! Ing wi

identify regions of instability within the system's parameter ~ tack traffic in order to deduce information about attack
space. We then modify our system design to circumvent the sources based on the systemic reaction to the interference.

uncovered singularities, and demonstrate the efficacy and Backscatter is the prototypical example of this technique

tradeoffs implicit in our redesigned system. [4], operating at the level of BGP level routers. Backsaatte
Keywords-stability; simulation; agent-based; distributed de-  finds the point of entry of the attack packets into BGP-level
nial of service; flow reconstruction. Internet backbone. While innovative, Backscatter has many
drawbacks, most notably, a huge collateral effect by which
. INTRODUCTION legitimate traffic to the victim will also be blocked at the

Denial of service (DoS) occurs when legitimate users ard8GP level.
prevented from getting access to shared resources or ser-Packet Marking relies on routers adding identification
vices. If DoS is originated from a large number of distrililte information to the packets that they forward to that packets
attackers, the event is termed a Distributed Denial-ofiser reveal the path they have taken [5]. Marking every packet
(DDoS) attack. DDoS attacks have been identified as thés not feasible because of packet processing overhead in-
most urgent Internet security concern by Arbor Network'stroduced by checksum recalculation. Probabilistic packet
2008 survey [1]. marking (PPM) selects packets randomly and marks them

The roots of the DDoS problem lie in the design of thewith transit router address information (typically usiriget
Internet architecture [2] itself: (1) In order to gain thesho the IP identification field). The main limitation of packet
of the Internet, its network link resources are shared, buimarking is that the path convergence is slow. Park and Lee
there is no enforcement of fair sharing; (2) The network cord8] showed that PPM is effective at localizing the attack
processes high volumes of traffic so core components caorigin in single-source attacks but that as the number of
do very little processing per packet, thus all computationsnounted attack sources increases, the traceback is rehdere
(e.g. those ensuring security) must be performed at the;edgmore difficult.
(3) The Internet’s constituent networks are managed by dif- Hash-Based Tracebackwas introduced by Snoeren and
ferent authorities, and this heterogeneity makes widespre Alex [7]. In their system the packets are stored in a space-
deployment of DDoS defense mechanisms difficult. efficient data structure called a Bloom filter [9] as follows:

“Solving the DDoS problem” has many interpretations. Periodically, a2"-sized bit-array is initialized to all zeroes.
The one we focus on here is the problem of finding theWhenever a packet arrivek, distinct n-bit packet digest
true sources and mechanics of attacks. Finding the sourdanctions are computed from the packet's immutable header
of attack packets is difficult because the source addresk fiefields; the array is marked at indices corresponding to these
of IP header of packets is easy to forge or spoof. Moreoverk values. When an IP Traceback request arrives, it specifies
current standards do not require network devices to maintaithe time, and provides a copy of the packet to be traced. The



system then asks all the routers, starting from the last onalotation to define our performance measures.degk v :
whether they have any record of the given packet. Thes¥ xV - N [{do} be defined so thalg rv(X,y) equals
gueries are answered by consultation with the router’sllocahe number of hops that a packet takes to regcivhen
Bloom filter databases. The main drawback of hash-based is sent by x to v in graph G according to routing
IP traceback is that in order to perform traceback, a copy ofable R. Note thatdg rv iS not generally symmetric or
an attack packet must be presented to the system as soonteansitive, and hence does not define a metricvanrNow
the attack starts—since otherwise Bloom filter tables mighgiven anyY [\ and x [CM, we define the distance
be discarded and the records lost. from x to Y asdgrv(X Y) = minyey {dg rv(X Y)}
The set ofundiscovered attackersU [CD is taken as
Ill. OBJECTIVES {u CW |  derv(U,S) = o}. We now define
We shall develop scalable system for collecting informa-our performance measure: Thadiscovered attacker rate
tion about the structure and dynamics of DDoS attacks. Th11 = |U|/|D|.
system will (1) self-organize and require no centralizeoreo
dination, (2) effectively produce structural and tempaiatha
concerning DDoS attack flows, (3) be effective even when We give an informal description of the architecture. Each
system deployment levels are modest, (4) not significantlyagent lies on router link and (i) can passively listen to
increase router processing load, (5) not require modifioati ingress/egress traffic on a switch port, sampling packet
of router internals, and (6) be built using existing Intérne headers and aggregating statistics based on destination IP
protocols. The example of questions we seek to be able taddress; (i) can inject new ICMP control traffic into the
answer using the system are: What does the attack flowtream, and listens to all ICMP packets (header and payload)
(tree) structure look like during the attack? regardless of their destination. Whenever traffic volume to
We seek to instrument an agent-based system to be able éodestination IP triggers an alarm function (e.g. exceeds a
answer such a question. Because we do not wish to modifgystem threshold) the agent creates a Alert to Downstrean
router internals, agents must be viewed as devices whicfAD) message and sends it towards the victim. The purpose
reside on links. Before we design and describe how thesef this message is two-fold: (i) it informs downstream agent
agents operate, let us define the problem that they mustbout a hypothesized attack on the victim, and (ii) it iné&
collaborate to solve, and how we shall evaluate the solutionthe formation of a logical link in an agent overlay network
specifically instantiated in response to the attack. The AD
message is implemented as the payload of ICMP reply
An instance of thé-low Reconstruction Problem(FRP)  packet, whose destination address is the victims IP address
consists of a tupl€G, R, A,D,v) whereG = (V,E) is a itis sent by starting with a TTL of 1, and incrementing the
network on node¥ (andE [M1xV represents a set of TTL gradually until an acknowledgment is received from
undirected edges between nodeR),, V xV - V is a the next downstream agent in the direction of the victim.
routing table, whereR(u,d) = v represents the next hop Whenever an agent sees an AD message in an ICMP reply
v for u to go towardsd. D [V is a set of attackers, packet, it replies with an acknowledgment, revealing itsel
v [\ is the victim,A [Elis the set of agents. We define to be the next downstream agent in the direction of the
flow f(d,v,n) as f(d,v,0) = d, and for everyn [0l victim, and causing the upstream agent to terminate its TTL-
f(d,v,n+1) = R(f(d,v,n),v). The sequencé& (d,v) = increasing search process. The two agents can then share
(f(d,v,i);i=0,1,..) is called theflow from d towardsv. information concerning the attack on the victim over this
A valid solution to an instanc€G, R, A, D,v) of FRP  newly formed logical link. If we view each logical link
is a logical overlay network. = (S, Es) on a subset of as a directed edge from upstream agents to downstream
agentsS [CAlwhereEs [SIx S and (i) Every agent in agents, the resulting logical network yields a distributed
the solution setS lies on the flow from some attacker to representation of a tree that is a maximal solution of the
the victim; (ii) If two agents appear successively in the flowflow reconstruction problem corresponding to the scenario a
from some attacker to the victim, then these two agents arband. Information about the structure of this overlay nekwo
connected by a logical link ith.s. A solutionL = (S, Es) can be queried in real time by sending a broadcast message
is said to bemaximum valid if e CA CTHICD 11 in the overlay network. Agents store their incident logical
N C(fi(d,v,i)=¢) [elsSl adjacencies in a distributed database that can be queried to
determine the structure and dynamics of DDoS attacks.
We illustrate a DDoS attack whereis the victim, clouds
How do we know how “good” a particular solution to numbered 1, 2, 3, 4, 5, 6, 7, 8 represent ASs, circles
FRP is? We define performance measures to achieve thigpresent routers, happy faces represent agents, shirsght
which is to say real-valued functions of problem-solutionrepresent inter-AS link between autonomous systems, and
pairs: (G, R, A, D, V), (S,Es). We need some preliminary arrows represent the attack flow. Figure 1 shows the recon-

V. SYSTEM DESIGN

IV. MATHEMATICAL MODEL

A. Performance Measures



structed attack flow. The path to the attacker in AS-8 is fully Whenever an ager gets anAH (v) event it starts the
reconstructed in full detail. Although the attack traffiofn ~ process of self-organization by searching for other agents
AS-3 comes through non participating AS-2, the path to thedownstream towardg. The agent useAD messages to do
attacker is successfully reconstructed. The attacker &8m  this, sending a\D message using connectionless transport,
7 can be traced only up to AS-5. Although some attackerg.g. as the payload of ahCMP reply packet. Initially
are undiscovered, the system enables traceback to the exteh creates anAD message withTTL = 1,Source =
possible with agent deployment. The reconstructed flow#\, Destination = v, sends this and sets a timer to wait for
provide the victim with actionable information about both a response. If there is no response before the timer expires,
attack structure and dynamics. a local T imeout event is generated, causigto try again

with a higherTTL. This process continues until either a

& downstream agenB closer tov responds toA with an
g roen ADA, or the TTL value reaches 255. In the latter case,
O Router A knows that it is aproxy to the victim. Analogously,

........... el whenever the agera gets anBH (v) event it must tell its
downstream ager that it now no longer believes there is

an attack orv. The agentA does this by sending aN D

message concerningto its downstream neighbds.

Agents listen to traffic fod CMP reply messages car-
rying AD or ND messages as their payloeshardless of
the ICMP message’s destination. If an agentB sees arAD
message from\ to v it opens a network connection back to
A (the source) using a connection oriented transport prétoco
(e.g. TCP)and replies with aADA message. Th&ADA
message fronB is an acknowledgment message which tells
the agentA sendingAD message that there is an agent
further downstream on the attack pathvtan this case, we
Figure 1. Sample Flow Reconstruction say that (in the attack ow) A is aparent of B. Note that in
the case of DDoS, an agent will frequently have more than
one parent. Figure 2 shows the finite state machine (FSM)
of the protocol. An agent with no parents ipeoxy to the

Here we present the protocols operating within each agerdttacker.
in our architecture, which we present as a Mealy machine
[10] by describing transitions between states as a pair:
event/action. Events in our agent protocol may be generated We now define what we mean by stability of the afore-
locally or may occur due to the receipt of network messagesnentioned system. Leb = (V, E) be a network wher&
Local events include Above HigiAH ), Below High BH), s the set of network nodes, aiitis the set of bidirectional
and timer expiration Timeout). Message related events network links between nodes. Thraffic history is defined
occur when an agent sees B8MP echo reply message as a continuous functiom : V x Rt - RT, where
that was sent by another agent. All of our control messages(v, t) is the traffic seen by in time interval[t,t + W).
are carried inside the ICMP reply; these include the AlertThe traffic is eventually stable at vif g [CR* for
to Downstream AD), No-Alert to DownstreamN D), and  which 1> ty,c(v,t) = c(v, tp). If traffic is eventually
Alert to Downstream ACK ADA). In the protocol these stable atv, we can defindraffic convergence time at v
messages appear at times as events (when they are receivedy) = min{ty| 1> ty,c(v,t) = c(v,ty)}. The stable
and at times actions (when they are to be sent). traffic at v is taken to bec(v) =t(v) = c(v, te((v)).

Each agent counts the number of pack&tft) it sees Consider a set of agents [Vldistributed in the network
destined to each targetin a time window in the interval G = (V, E) each of which is running a FSM having a set
(t — W, t]. With periodicityW it updates a sliding window of statesS. We codify the state of the agents at any point
estimate of the traffic tg, asX, (iW) = C,(iW)+X,((i— in time as follows:

W) - r; herer is called thestatistical history coefficient The state history of a set of node#\, each running an
and reflects the extent to which traffic history lingers in theinstance of a protocol with states defines as a function:
assessment of traffic rates. In our initial system Adr (v) 0=V xRT - S. Avertex () at timet is in stateg(v, t).
event is generated locally by the agent wheneXg(t) We say thatstate is eventually stable atv if g CRT
exceeds some fixed threshdld Similarly, aBH(v) event  such thatlft, , o(v,t) = o(v,t,). If state is eventually
is generated when the traffic togoes below threshold . stable atv, we define: the state convergence timevaas

VI. AGENTDESIGN

VII. SYSTEM STABILITY
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Figure 2. Agent Finite State Machine (one instance permnaicti

code by a base abstract Java class called SImEnt. A SimEnt
o(v,tp)}. The stable state at vis denotedo(v) and is represents a unit of logic which responds to the arrival
defined aso(v) = a(v, ts((v)). of Events. The SimEnts response can involve: (i) sending
Given an instance of the attack flow reconstructionnew Events to other SimEnts, (ii) creating new SimEnts,
problem (G,R,D,v,A), where each of the agents is (iii) destroying existing SimEnts. The influence transett
running a protocol, we define theonvergence time between one (source SimEnt) and another (target SimEnt) is
(CT) to be the maximum difference between the trafficembodied in Java classes implementing the Event interface.
convergence time and state convergence time. FormallyiVe note that this one-to-one directed model does not cover
conv(P,G,R,D,Vv,A) = maxaea{ts(@) — tc(v)}. A pro- all types of influence. In particular, one-to-many and many-

tocol is stableif conv(P,G, R, D, v, A) is always finite. to-many influences are not covered directly. However, these
more complex forms of interaction can be simulated using

VHI. SIMULATION DESIGN higher-level constructs built over the elementary onette-
At the heart of any centralized discrete event simulator isconstructs. The timed delivery of Events between SimEnts is
a “Scheduler”, which acts as the centralized focal point formediated by the Scheduler, and drives the discrete forward
the passage of time. The scheduler contains a linearly ordgrassage of time.

set of events scheduled for the future, and is responsible
IX. EXPERIMENTAL SETUP

for executing them sequentially and chronologically. An
any given point in time, the event at the head of this For each experiment, we created a connected network

list is being delivered “now”. Events are defined to beby randomly placing nodes in a 2D plane and randomly
directed interactions between two entities at a particulaselecting links between nodes with respect their Waxman
time. The entities in our simulation are represented in ouprobabilities (where the likelihood of having a link betwee

ts(v), and define it to bés(v) = min{ty| 3 ty, o(v,t) =
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two nodes is inversely proportional to their Euclidean dis- T ‘
tance) and built the routing table for the network using the
Bellman-Ford algorithm. Afterwards, we create a problem
to solve by selecting a victim, attackers and agents rangloml|
where victim and attackers are members of routers and
agents are members of physical links. We implemented
routers and agents as SimEnts and network packets as
Events. We also created a report entity which serves as
information collector. b )
We use HTTP traffic models for the attack traffic in our Thveshold Cosfcent
experiment, because attackers would likely attempt to hide Figure 5. System convergence time at attack start
DDoS attack through mimicry of legitimate traffic to thward

IDS sensors [11]. Towards this end, we followed Sun et.al ) i i i
[12] and modeled traffic using constant size attack packet{créase showing different patterns. An increase in theeval

with inverse Gaussian distributip, A) inter-arrival times. ,Of M1 means the number of undlsfcovered attackers hgs
We setT [WW/p(l— r) since this is the expected value of increased. This is a normal behavior because depending
Xy(t) during an attack. The constant of proportionality we °" their locations, the agents may experience ”"?‘ﬁ'c fr(_)m
denoted asATC as theattack threshold coefficient An different number of attackers and this may result in seeing

AT C of 1 indicates settings in which the attack thresholddlfferent amount of attack traff.|c ' Consequgnt’ly, will
T is exactly the expected value &, during an attack. be greater than the attack traffic sent from single attacker

Once simulation starts, the agents start reporting thei?‘nd any agent seeing attack traffic from single attacker will

state changes to the experiment report entity. This repoHOt detect the attack anymore because the attack traffic it

entity is checked regularly for any changes during theS€es will be less thai. If there is no more agent down

experiment. If there is no change for significant amount ofP" the path of the attack, the corresponding attacker will

time, we decide that the agent system became stable and \Ngt be discovered, s11 W'"_ Increase. $|m|lar beh:_;twor
than use this to calculate the convergence t®E is repeated a3 passes the integer multiples of estimated

Through our experiments we seek the relationship begmack traffic (i.e. asAT C crosses integer boundaries). At

tweenM1 andATC, CTs andATC, andCTs andr. In these points, the value df is approximately equal to a
order to do the experiment faET versusr, we run the multiples of estimated attack traffic to The results show
experiment by keeping everything fixed except the value ofh%t/thr?ShOId slele(;tlo;: hasl a_d|rer(i_t eEeCthﬁ_ d

r; for the rest of the experiments everything exceptAffeC e also explored the relationship betwe€i and r.

values were fixed. We repeated the experiments for dil‘feren-[he figure 4 show that as the statistical history coefficient
seeds which results in different set of victim, attackerd an increases to the value of 0.3 tET decreases to a stable

agents. value. The smaller the value ofthe more we are affected
by the traffic fluctuations.
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A. Results and Analysis of Performance

Figure 3 shows the relationship betwelhl and AT C.
As the value of ATC increases curves show stepping

B. Results and Analysis of Stability
Figure 5 shows the relationship between convergence
time CT and ATC. Initially we will focus on just the

IHere 11 represents the mean frequency of sending attack packet and curve Ial_oelledepsnon = 0, which represents the system
represents the shape parameter. as described; the other curves are refinements to the system
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Figure 6. System convergence time at attack stop

and will be presented later.

The curve shows that the agent system gets stabilized i
constant time,but that for certain valuesArf C near integer
values, it never stabilizes. FOAT C sufficiently large,
convergence is instantaneous since no attack is detected
such high thresholds.

Although it is expected that there is a decrease as th

value ofT increases, the timers within the agent FSMs force [3]

them to wait for certain amount of time to decide whether
they are a parent (or not) before they change state to the
final converged state. This results in not seeing a notieeabl
decrease in the value &T during the attack.

Similarly, in Figure 6 we see the relationship between
the CT and ATC, once the attack ceases. Témsilon=0
curve shows a stepping decrease as the valleintreases.
This is because the number of agents involved in the attac
decreases as the value Bfincreases, as describe above.

X. CONCLUSION

We report on the use of simulation to characterize the
performance and stability of a novel distributed system for
DDoS flow reconstruction. Preliminary simulation results
showed that in certain settings the system state was uastabl
We were able to locate the parameter ranges with the help of
simulations, and determine the cause of instability, based
which we modified our system design. Finally, using simu-
lation once again, we verified that the augmented protocols
exhibit both good performance and systemic stability.
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