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Executive Summary

This report presents research findings of the IDU Network Topologies
and HIV Stabilization Dynamics Project—NIH/NIDA Challenge
Grant 1RC1DA028476-01/02 (2009-2011). This research represents
an exploration of well-known but until now unaccounted for HIV-1 infection
patterns among injecting populations. This research models the interaction
of actors within a risk network, an evolving approach in HIV research. Be-
cause IDU communities remain reservoirs of HIV, and present the potential
for infecting the larger communities in which they live and with whom they
continue to interact, understanding the short and long term dynamics of in-
fection transmission represents an important public health priority for both
the IDU community itself, and the general population that surrounds it.

The key findings and conclusions of the experiments undertaken here include:

1. Stabilization. Simulation trials modeled on the SFHR network re-
sulted in HIV rate sub-saturation stabilization at a level similar to
that observed for injecting drug user networks in New York City in the
early stages of the HIV epidemic (see p. 99).

2. Hypothesis 1. In a majority of cases, and for a range of parame-
ter settings, nodes with mature (i.e. low infectiousness) HIV+ status
demonstrated a “firewall effect”, dividing the network into clusters of
uninfected nodes which remained relatively stable over time. These
nodes play an important role in the non-spreading of HIV in the net-
work despite the presence of high numbers of uninfected nodes and the
ongoing reappearance of new, high infectiousness nodes (see p. 116 and
p. 135-180).

3. Hypothesis 2. Local level social network structures within the overall
risk network contribute to the non-spreading of HIV in injecting drug
user networks despite continuing turnover in network participants, high
turnover in network connections, and continuing very high numbers of
risk events (see p. 103).

4. Hypothesis 3. Injecting drug user networks with stable, sub-saturation
levels of HIV-1 infection continue to produce new infections over the

3
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course of time which, while they fail to propagate full throughout the
network, never the less represent reservoirs of high infectiousness that
can spread to surrounding populations (see p. 102).

5. Scale. While networks of size 5,000 through 25,000 behaved within
a narrow (and therefore predictable) range of overall characteristics,
networks of 1000 nodes showed high variability in their network wide
behavior. As a result, known outcomes of interventions in small scale
networks may not serve as good indicators of likely outcomes of the
same intervention in other small networks, nor in the same networks
at a different time. In each case, the effects of random events may
render the most successful interventions moot, or the most ill-adapted
interventions successful—this without a change in the underlying set
of network attributes or dynamics (see p. 103,116,129).

6. Risk. In simulations where the overall rate of actor risk was set inten-
tionally high, the firewall effect was pronounced, while in cases where
risk rates were low, stochastic variations from one trial to the next seem
to dominate an overall infection rates the firewall effect were difficult
to predict (see p. 138).

7. Virus Transmissibility. Varying rates of virus transmissibility showed
high variability in the spread of the virus, including ranges where over-
all infection rates failed to stabilize, even in very long simulation runs
of 40-50 years. From this, it would appear that for set levels of risk,
the sub-saturation stabilization phenomenon is specific to a level of
infectiousness. It remains possible that changes in the likelihood of
infection (for a given risk event) can have serious effects on overall
network infection levels unpredicted by historical data. On the other
hand, in simulations where stabilization was achieved, increased virus
transmissibility did not produce a greater proportion of new infections
through time, showing that topological effects preventing virus trans-
mission were, in mature networks, robust against large increases in
virus transmissibility (see p. 144).

8. Transient Members of the Network. Transient participants in
an IDU network can have a serious impact on the overall HIV rate.
While overall network stabilization remains, even low numbers of tran-
sient participants engaging in risk behaviors with long-term network

4
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members increases HIV to levels approaching saturation, enlarging the
“reservoir” of HIV infection within injecting drug user networks (see
150).

9. Network Participation Duration Stable networks, created by the
long-term participation of network members, yield highly stable rates
of infection, despite the fact that individuals within the network con-
tinue to “churn” their connections to one another. Conversely, high
turn over of network participants, even where new participants enter
the network in an uninfected state, necessarily produces both higher
and continuously rising HIV rates. These dynamics significantly affect
the emergence of network structures that mitigate HIV infection. In
particular, a high turn over rate of network participants significantly
diminishes the firewall effect, while stable networks show consistent
effective structural barriers to disease spreading (see 156).

10. Churn Variations in the rate at which network participants changed
risked partners seemed to have little effect on HIV rates within the net-
work, while increasing the firewall effect. This is caused by the breakup
of clusters of mature, low infectiousness nodes whose new connections
to uninfected parts of the network increases the isolation of uninfected
actors from periodic sweeps of new infection (see 163).

5
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Chapter 1

Introduction

This report presents research findings of the IDU Network Topologies
and HIV Stabilization Dynamics project1, an exploration of well-known
but until now unaccounted for HIV-1 infection patterns among injecting pop-
ulations.

This research models the interaction of actors within a risk network, an
evolving approach in HIV research (Bell, Montoya, Atkinson, & Yang, 2002;
Goodreau, 2006a). Because intravenous drug user (IDU) communities remain
reservoirs of potential HIV infection to the larger communities in which they
live and with whom they continue to interact, understanding the short and
long term dynamics of infection transmission represents an important public
health priority for both the IDU community itself, and the general population
that surrounds them.

For the purposes of this report, IDU networks of concern consist of “risk
networks”—social connections of varying duration that involve behaviors
commonly associated with a risk of infection (regardless of the infection
status of either party). For IDU communities, this includes mainly those
social relationships which result in drug or injection equipment sharing, or
sexual relationships in the course of drug use. Risk networks are now widely

1NIH/NIDA Challenge Grant 1RC1DA028476-01/02 (2009-2011).
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Ch. 1. Introduction

recognized as critical factors in understanding the infection patterns of IDU
communities (Friedman et al., 1997; Bachanas et al., 2002), forming the nat-
ural environment in which risk behaviors take place and through which the
propagation of infection proceeds.

Social Network research among IDU communities has by now produced con-
siderable data on HIV-1 infection profiles, and equally detailed data on the
broad demographic and behavioral profiles of these injecting communities
and their risk behaviors. However, prior research has not—and for reasons of
cost often cannot—produce long-term, dynamic data on these same popula-
tions. Instead, most prior research provides detailed and important snapshots
of social processes within risk networks that are otherwise known to be in
a state of flux. The simulation of these networks offers an opportunity to
understand the long-term behavior of IDU networks themselves—beyond the
behavior of individuals that comprise the networks—and to demonstrate (1)
how the specific patterns of risk-bearing relationships between injectors came
to be the way they are, (2) how infections move (and do not move) across
these topologies, (3) where IDU networks and the infections they contain are
going in the future, and (4) what the impacts of various interventions might
be.

This research presented here shifts our view of risk away from individual
risk behaviors to collective, social bodies as the carriers and transmitters
of infections. The value of this project is that it can make the dynamic
structures of risk networks visible, and help further a change in perspective
to one that sees collectivities (and their respective forms and dynamics) as
health actors with specific and identifiable structures of risk.

Practical considerations also argue for more simulation of these (and similar)
processes. For reasons of cost, most social network studies are relatively small
in scale compared to the size of the overall networks they study. Even large-
scale IDU network studies like the Social Factors for HIV Risk (SFHR—in
Brooklyn, New York, in the early 1990s—upon which significant portions of
our model are constructed, and which involved interviews with several hun-
dred people (Friedman, 1999), managed to interview only a small portion of
the larger Brooklyn IDU risk network, estimated at the time to be between
30,000 and 80,000 persons. Here too, simulation allows researchers to operate
at the scale of the phenomenon of interest. While simulation is necessarily
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far from perfect and no substitute for direct research, when based on de-
tailed data and constructed to conform closely to known, short-term social
dynamics, it can potentially provide suggestions and even tentative conclu-
sions about critical health phenomenon at a time depth and social scale not
possible in direct empirical research.

1.1 Challenges and Impact

The challenge taken up by this proposal is the ongoing public health risk
associated with well documented but, as yet, not well-understood HIV-1 dy-
namics in IDU communities. We have sought to understand the topological
principles that lead to stable rates of HIV-1 infection in IDU communities,
particularly where stabilization appears to takes place at levels below satura-
tion despite the ongoing presence of new infections and high levels of ongoing
risk behaviors. These dynamics have been documented for a large number
of IDU communities (Friedman et al., 2000). In the course of this research
report, we provide evidence of network structures that explain the occurrence
of this phenomenon within networks that are modeled as dynamic systems.

The reported network structures can potentially be influenced by policy seek-
ing to minimize the risk of spreading HIV-1 from seropositive IDUs both to
other injectors, as well as to the wider society. A data-driven sense of how
best to effect this change is possible only once we understand the dynamic
nature of the risk networks, and the spread of HIV-1 across them, over time.
A dynamic, agent-based model of IDU networks and their infection dynamics
has proven to be a critical and effective step in developing this understanding.

Our simulation draws on a wealth of data produced by synchronic and se-
quential studies of IDU communities and their infection profiles. Temporal
statistical profiles of HIV-1 infection among IDU communities are by now
well researched, as are many of the individual factors associated with risk
behaviors and HIV-1 transmission (Khan, Awan, Qureshi, Razaque, & Za-
far, 2009; Solomon et al., 2010; Kolari, Stajduhar, Gajnik, Rukavina, &
Wiessing, 2010; Des Jarlais, Arasteh, & Friedman, 2011; Frajzyngier, Neai-
gus, Gyarmathy, Miller, & Friedman, 2007; Friedman et al., 2003; Fernando,
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Schilling, Fontdevila, & El-Bassel, 2003) Information generated by the CDCs
National HIV-1 Behavioral Surveillance System (NHBS; see )10.1371/jour-
nal.pone.0017502 has tracked an 80% drop in overall infection rates in the US.
A recent retrospective analysis notes that HIV-1 rates among IDUs in New
York City stabilized at roughly 50% of the injecting population in the mid
1990s, and declined to roughly 20% among those sampled in a local detoxifica-
tion center by 2002, dropping further to 13% by 2004 (Des Jarlais, Arasteh,
et al., 2007). Detailed recent studies for sub-populations (women (Gore-
Felton et al., 2003), African Americans (Kellerman, Begley, Boyett, Clark,
& Schulden, 2004b) young people and new injectors (Fennema, Van Ameij-
den, Van Den Hoek, & Coutinho, 1997) are now available, as are more general
studies of IDU communities in Argentina (Weissenbacher et al., 2003), Russia
(Rhodes et al., 2002), Ireland (Smyth, O’Connor, Barry, & Keenan, 2003),
Spain (Muga, Sanvisens, Egea, Tor, & Rey-Joly, 2003), Brazil (Hacker et
al., 2005), Canada (Remis, 2002), China (Kretzschmar et al., 2008), and
India (Solomon et al., 2010), This data allows for the simulation to incorpo-
rate in-network dynamics like clustering, and more complex models of HIV
transmission within those networks Des Jarlais, Arasteh, McKnight, et al.
(2011), including sexual transmission, which has assumed increasing impor-
tance within drug using contexts.

In addition, many of the interactions between socio-behavioral and social
network factors of individual actors (as they affect HIV-1 transmission) have
been explored. Egocentric studies of injection partner networks from Bal-
timore, Maryland to Chennai, India, have considered the dissemination of
both high- and low-risk injection practices through social networks of IDUs
(Khan et al., 2009; Latkin, Kuramoto, Davey-Rothwell, & Tobin, 2010).
Other community-level studies of IDUs have postulated that the practice
of serosorting, or making decisions about equipment sharing based upon a
knowledge of ones own or anothers HIV status, may explain a stable preva-
lence of HIV within injector populations reporting high levels of equipment
sharing (Burt et al., 2007; Des Jarlais et al., 2004). Egocentric studies of sex
partner networks have also been undertaken with a number of different popu-
lations, finding regional and community-level variations in network topologies
of sexual mixing and concurrency (Adimora, Schoenbach, & Doherty, 2006;
Doherty, Padian, Marlow, & Aral, 2005; Morris & Kretzschmar, 1997). Addi-
tionally, recent discussion has centered on whether overall network topologies
favor the conservation of “disease reservoirs” despite intervention efforts and
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overall success (Liljeros, Edling, Amaral, Stanley, & Aberg, 2001; Newman,
2002; Liljeros, Edling, & Nunes Amaral, 2003; Schneeberger et al., 2004).
Much of this debate has hinged on the applicable time-scales involved, and
on the finer points of statistical model fitting (Jones & Handcock, 2003;
Handcock & Jones, 2004), but what remains clear is that improved data on
sexual mixing and HIV transmission has allowed network theorists to rethink
the social dynamics associated with epidemic thresholds.

Such improved data can be combined with an emerging understanding of the
course of HIV-1 infection (and thus individual infectiousness) in a single body.
Baeten and Overbaugh (2003) provides a recent summary of research on the
course of infectiousness, including potential importance of “virus burden” in
HIV-1 positive individuals—a factor which figures significantly in questions of
sub-saturation stabilization in IDU networks (Friedman et al., 2000). While
viral burden has been shown to play a critical role in infectiousness for sexual
contact and mother-infant transmission, equivalent data are mostly missing
for transmission among injecting drug users, and are likely to remain so
(though see contributors to Philipson, 1995). On the other hand, the impact
of high viral burden during the early/primary acute infection period of 4 to
8 weeks—in contrast to lower levels found during a chronic phase that can
last for many years (Cates, Chesney, & Cohen, 1997; Kahn & Walker, 1998;
Lyles et al., 2007)—has been well established, demonstrating that periods of
peak infectiousness appear within 1-2 weeks of initial infection and last for
2-3 months before diminishing significantly. This has led many to postulate
that the changing levels of individual infectiousness over the life course of
an individual infection is a critical feature of the virus, and a promoter of
primary infection epidemics. Previous models/simulations have estimated
the chances of seroconversion to be as much as 20 or even 50 times higher
in the first three months than compared to those for the chronic phase (for
sexual transmission), returning to early levels only at a very advanced stage
and the onset of AIDS. Mathematical models of the infectiousness curve
have seen this early infection period as a critical factor in epidemic spreading
of HIV-1 among IDUs in its early years (Ahlgren, Gorny, & Stein, 1990;
Jacquez, Koopman, Simon, & Longini, 1994; J. S. Koopman et al., 1997).
Similar infectiousness curves have figured significantly in past simulations
(Kretzschmar & Wiessing, 1998), and will also play an important role in our
simulations here.
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A number of studies have sought to bring these components together—
uniting topological studies of IDU communities with both risk behavioral
data and epidemiological data on HIV-1 infection/transmission. The goal
of these studies has been to understand the ways in which HIV-1 inhabits
and move through IDU networks (Brown & Needle, 1994). The Colorado
Springs study (Klovdahl et al., 1994) and SFHR (Friedman, 1999) estab-
lished both the breadth and depth necessary to understand the transmission
of sexually transmitted infections among IDUs. These studies provide the
foundation necessary for simulations at long timescales. The combination of
model-driven surveys, and long-term ethnographic observation in these same
communities (see Curtis et al., 1995) has helped focus our attention on a
range of factors, including: cohort risk behaviors (Neaigus et al., 1996), net-
work roles (Friedman et al., 1998), individual perceptions of risk (Amadora-
Nolasco, Alburo, Aguilar, & Trevathan, 2002), peer context (Hammett et al.,
2006), bridge populations (Morris, 1997), and core-user structures (Friedman
et al., 2007).

Still, important dynamics related to the ability of IDU networks to function as
reservoirs of HIV-1 infection are widely recognized but remain unexplained.
Among them is the fact that HIV-1 rates in injecting communities tend to
stabilize below saturation, and below what would be expected given the high
infectiousness during the primary or “acute” infection period. Moreover, this
remains true, in spite of the ongoing presence of risk behaviors, high levels
of risk concurrency, the near continuous presence of new infections in the
network, and the demonstrable presence of highly interconnected network
“cores” (Des Jarlais et al., 1998, 2005; Friedman et al., 2000). Epidemio-
logical models based on the “small world” nature of IDU networks and the
rapid spread of new HIV-1 infections would predict the opposite—namely,
that HIV-1 rates among highly concurrent injecting communities practic-
ing a high level of risk behaviors would rapidly achieve saturation (Cates
et al., 1997; Baeten & Overbaugh, 2003). Recent studies have attempted
to explain the paradox of declining HIV incidence in the face of continu-
ing risk behaviors by referencing social practices such as serosorting (Burt
et al., 2007), the ecology of HIV in low prevalence regions (Kretzschmar &
Wiessing, 2008; Nasir et al., 2011) high IDU mortality, in combination with
a dearth of young IDUs (Duan et al., 2010), and IDU mobility out of highly-
policed communities (Duan et al., 2010); the network-topological hypotheses
in the vein of Friedman et al. (2000) remain in need of further investigation.
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1.2 Research questions

In general, injecting drug users continue to be at high risk of becoming in-
fected with HIV and other blood borne pathogens through sharing injecting
equipment, or by engaging in unprotected sex with HIV+ persons. In 2006,
IDUs accounted for 13% of AIDS cases reported in the United States, with
an additional 3% of cases among the heterosexual sex partners of IDUs. The
IDU community thus represents a large proportion of the HIV/AIDS epi-
demic in the United States. Recent studies in New York City have also
shown that HIV prevalence levels among non-IDU risk partners of IDUs are
now nearly identical to prevalence levels among IDUs themselves, between
14-18% according to Des Jarlais, Hagan, et al. (2007). Through sexual con-
tact with others who do not use drugs, IDUs/non-IDUs provide a major
vector for HIV transmission to the general public. Studies of individuals
have repeatedly shown that network-level factors are important in under-
standing the dynamics of HIV transmission. Previous studies and methods
have struggled, however, in attempts to gather risk network data over more
than a single period, raising obstacles to our understanding of the dynamic
nature of disease transmission for HIV and related viruses. The research
presented here offers an innovative solution to this problem, and the promise
of a more full understanding of the role of social network structure in HIV
transmission, potentially leading to effective interventions that might end, or
at the very least control, the HIV epidemic.

Following Friedman et al. (2000), we suspect that factors related infectious-
ness rates over the life of individual infections, interact with local-level net-
work and global-level network structural dynamics to produce network “fire-
walls”. Key individuals are posited be HIV-1 seropositive risk network
members whose infection status (HIV-1 positive but low levels of infectious-
ness) and network position (those highly responsible for network connectivity
within a given topology), together, keeps them from transmitting the virus
between newly infected individuals and uninfected regions of the same net-
work. To date, the preence of structural configurations that would allow such
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“firewall” individuals—having the ability to prevent new infections from be-
ing transmitted to as yet un-infected portions of the network—are largely
unconfirmed. This brings us to:

Hypothesis 1: Firewall phenomenon will consist of individual
agents with mature infections which partition the overall risk net-
work into a series of clusters, in which uninfected clusters remain
relatively stable (over simulation time). Frequently, we shall refer
to this as the Firewall Hypothesis.

Hypotheses about network structures that might contribute to the firewall
phenomenon have remained largely conjectural, and the particular network
dynamics responsible for producing such configurations have not been dis-
covered. Indeed, given that empirical discovery would necessarily require a
constant monitoring of the infection status and risk interactions of all the
members of an IDU network over a period of many years, it is unlikely that
they could be confirmed by direct research. As such, we explore this question
through computer simulations that can act at the scale and time-depth that
such hypotheses require. This brings us to:

Hypothesis 2: Local (neighborhood-level) social network struc-
tures within IDU networks will combine with varying rates of in-
dividual HIV-1 infectiousness over the course of time to stabilize
infection rates—contributing to the proposed firewall effect that
allows IDU communities to remain at relatively stable infection
levels below saturation.

Should this hypothesis prove true, a clear understanding of the exact na-
ture and variety of these dynamics is critical for public health, since IDU
communities exist in many areas throughout the U.S. (and the world), and
members of all IDU communities continue to interact with non-IDU commu-
nity members in ways that promote the spread of infections. Given this, the
stabilization dynamics described above represent a critical concern. This is
because stabilization does not indicate a lack of new infections, but rather
a containment of new infections by, we hypothesize, particular aspects of
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network topology. As such, IDU communities serve as reservoirs of new in-
fection. We have arrived at:

Hypothesis 3: IDU networks with stable, sub-saturation levels
of HIV-1 infection, will continue to produce new infections over
the course of time that fail to propagate fully throughout the
network, but will instead function as reservoir of overall network
infectiousness.

Suggestions like this one have been the source of considerable debate in regard
to general sexual networks and non-IDU communities, as discussed above.
Given, however, that IDU risk interactions differ considerably from sexual
networks, a clear understanding of these networks apart from debates about
purely sexual transmission is critical. All three of these hypotheses are tested
in this research. All bear on important questions of public health, within and
beyond the IDU community.

1.3 Current Approaches

Recently, Kretzschmar and Wiessing have revisited their original work on
modeling IDU networks (Kretzschmar & Wiessing, 2008). Their review
begins with their own early models (Kretzschmar & Wiessing, 1998) and
that of Blower and colleagues (Blower, Hartel, Dowlatabadi, Anderson, &
May, 1991), and traces the evolution of mathematical modeling techniques
through their impact on our understanding of differentiated infection scenar-
ios (Hendriks et al., 1998; Brenner et al., 2007) and differential risk behaviors
(Mathei et al., 2006), to the design of interventions (Van Den Berg, Smit,
Van Brussel, Coutinho, & Prins, 2007) and beyond. When discussing the fu-
ture of these efforts, however, they point out the need for what Snijders et all
refer to as “stochastic actor-based models for network dynamics” (Snijders,
Bunt, & Steglich, 2010). As Snijders describes it, networks gain their dy-
namism as actors come and go from the network, and when they change
their mutual connections due to:
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the structural positions of the actors within the network e.g.,
when friends of friends become friends , characteristics of the ac-
tors (actor covariates), characteristics of pairs of actors (dyadic
covariates), and residual random influences representing unex-
plained influences. (Snijders et al., 2010, , p. 44).

Unfortunately, this sort of network dynamism has yet to impact mathemat-
ical modeling for IDU networks.

By way of contrast, the simulation of HIV and other transmitted infections
has grown remarkably in the past two decades, prompted in part by dissat-
isfaction with prior, overly static modeling approaches. As Goudreau has
recently pointed out, past approaches (mainly based on using ordinary dif-
ferential equations (ODE) to simulate population group dynamics through
time) failed to incorporate important features of both the populations they
were meant to model and of the dynamics of infection (Goodreau, 2011). Be-
ginning in 2000, however, network simulation of disease transmission began
to be seen as a viable alternative in the simulation of disease transmissions
by ODE methods, including especially the simulation of HIV and other sexu-
ally transmitted infections (Ghani & Garnett, 2000; Morris & Kretzschmar,
2000; J. Koopman, 2004; Danon et al., 2011). Where earlier percolation-type
models had focused on the dynamics of infection probabilities and mixing
probabilities to calculate the thresholding properties (Jacquez et al., 1994;
Iannelli, Milner, Pugliese, & Gonzo, 1997; Blower et al., 1991; Bell et al.,
2002), much of this work remained tied random mixing algorithms when
calculating transmission probabilities among sub-groups within the network
(Peterson, Willard, Altmann, Gatewood, & Davidson, 1990).

As discussed above, simulations of disease transmissions based on Exponen-
tial Random Graph Modeling (ERGM) took a different approach. Given that
their main concern is with isolating network factors related to some known
distribution (in this case, the mixing patterns of different classes of network
members, or the prevalence of particular network substructures), ERGM sim-
ulation approache proceed by producing logit-type regression analyses of both
topological and individual behavioral elements of network actors, which can
then be used as predictors of the “causes” discovered network distribution.
(Goodreau, 2006b; Snijders, Pattison, Robins, & Handcock, 2006a; Morris,
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Handcock, & Hunter, 2008; Morris, Kurth, Hamilton, Moody, & Wakefield,
2009; Goodreau, 2006b) As described by Goodreau, such studies use existing
network data to create dynamic networks (networks where the connections
between node actors are periodically reassigned according to a given dis-
tribution of pair-wise likelihoods) (Goodreau, 2011), which go well beyond
inferences drawn from static networks and other random mixing scenarios.

Yet where ERGM techniques have been used to simulate dynamic networks,
the method has shown flexibility in its ability to produce dynamic networks
which, while changing their overall number of nodes and specific edge dis-
tributions, never the less stay consistent with a known network topology.
In these applications, network dynamism provided by the random selection
of node pairs whose probability of attachment (or edge deletion if they are
already linked) is derived from the difference that the absence or presence
of this link would make in the overall likelihood of the graph (according the
guiding ERGM model) (Goodreau, 2006b). ERGM methods do have their
limits, however. Unlike agent based models, the nodes in an ERGM simu-
lation lack individual dynamism—such as the ability to decide individually
when and how often they ”‘churn”’ their links, or how long their participa-
tion in the simulation will last, or what their preferred number of connections
will be, Rather, in ERGM simulation, network dynamism is established at
the level of the entire network, rather than at the level of individual nodes.

A second, proposed platform for dynamic simulation has been put forward by
McCulloh, Lospinoso and Carley, referred to as the Link Probability Model
(LPM). Like the ERGM-based Sienna Platform, LPM takes as it starting
point two discreet observations of the same network to generate a model of
network change/consistency over time. Unlike ERGM, however, LPM uses
these two observations to establish a frequency of interaction matrix between
all pairs of nodes. Network dynamism is then produced by simply taking
”‘snapshots”’ of the network at sequential times, where at each time interaval
the existence of a connection between two nodes is determined by random
chance, which is weighted by the perviously known frequency of interaction
between that pair. Like ERGM, LPM has limits that make it unsuitable for
our purposes. For one, it works with a fixed set of nodes whose pair-wise
edge likelihood is known before hand, and which remains static throughout
the simulation. Further, network dynamism in LPM is indifferent to local
topology, the main strength of the ERGM methodology, and one which seems
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essential if we wish to simulate networks with large numbers of not perviously
known actors who will come and go from the network.

Taken together, all of these approaches offer important insights into aspects
of network dynamism which seem important to simulation design. The sim-
ulation model proposed here, while incoporating ERGM techniques for the
selection of weighting of relative link likelihoods, does not use the ERGM
platform for simulation.

Several features of the current simulation framework can be distinguished
from the various techniques discussed above:

• like agent-based models, we wanted to maintain an actor-based en-
vironment, where actions which determined network dynamism orig-
inated in characteristics of the nodes themselves. Such actor-based
dynamism should include risk behaviors, length of network participa-
tion, and when and how to establish new network connections or get
rid of prior ones.

• like ERGM-base simulations, we wanted link creation to obey the sorts
of node-specific properties (such as gender, age, ethnicity/race) and
local structural tendencies (such as network transitivity), so that our
dynamic network remained ”‘real-world”’ viable over long simulation
times, even while individual nodes/actors came and went from the net-
work.

• like agent-based models, we wanted our actors to draw their individ-
ual behaviors (beyond their node-specific characteristics such as age,
or gender) from a distribution of possibilities, and to allow for different
modalities of participation (such as one might see from two very dif-
ferent classes of network actors—otherwise indistinguishable by node
characteristics).

• like ERGM-based models, we wanted to be able to control for net-
work level factors affecting overall network dynamism, such as network
stability or adherance to a network-wide degree distribution.

And finally,
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• like agent based models, we wanted to be able to simulate large net-
works, to determine whether factors of scale affected network dynamics
and the dynamic HIV infection over simulation time, and to see simu-
lation results on a scale of the phenomena of interest.
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Chapter 2

Modeling risk networks

Our objective in this chapter is to develop and describe a mathematical
framework that is capable of producing stochastic actor-based models of
real-world risk networks. Generated models should capture heterogeneity,
in terms of types of individuals, types of linking relationships between them,
and types of pathogens flowing across the link fabric. In addition, they should
capture temporal dynamism, at the level of node arrivals and departures, re-
structuring of relationships, and changes to the pathogen over its lifetime.
Whenever possible, this dynamism should be modeled through constraint
and specification of local agency at the scale of individuals, relationships,
and infections, rather than by aggregate systemic constraints. We do not
require that the models generated be analytically solvable—indeed it is un-
likely that any framework that covers such a vast range of potential systems
would be. As much as possible, parameters in the model should map to
recognizable forces on local agency, and ideally ones that can be quantified
through systematic sampling of real-world networks.

To start, in Section 2.1, we begin be formalizing the notion of an m-property,
l-layer, p-pathogen model. Such a (m, l, p) model defines a distribution over
the space of all networks in which each node has m categorical attributes,
relationships between nodes fall into one of l types, and there are p dis-
tinct types of pathogens at large distributed throughout the network’s nodes.
Then, in Section 2.2.1, we extend the framework to support pathogen dynam-



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 2. Modeling risk networks

ics, enabling each of the p distinct infection types to flow between individuals,
with the l different types of risk relationships serving as conduits for transmis-
sion. Finally, in Section 2.2.2, we incorporate network dynamism—in terms
of arrivals and departures of individuals from the risk network, incremental
changes to risk relationship structures, and aging. Gradually widening the
scope of the framework in three discrete steps is a deliberate strategic choice
motivated by efficacy in exposition. The real modeling framework we intend
to use, is the one we shall arrive at by the end of this chapter, a qualitative
summary of which appears in Section 2.3, p. 67.

2.1 Structural models of static risk networks

In this section, we develop the mathematical edifice for the following process:

1. Building a risk network from a population survey; this is treated in
Subsection 2.1.1.

2. Determining which node attributes have the greatest influence on the
formation of risk partnerships; this is treated in Subsection 2.1.2.

3. Extracting a structural model from a risk network; this is treated in
Subsection 2.1.3.

4. Generating new (static) risk networks from a structural model; this is
treated in Subsection 2.1.4.

5. Validating generated risk networks against the original surveyed net-
work from which the structural model was extracted; this is treated in
Subsection 2.1.5.

Throughout, some recurring conventions will appear. Sets will be denoted
by capital letters, A, B, C, etc., and will be indexed by integer variables
i, j, k, etc. Elements within sets will be written in lower case Roman letters,
a, b, c, etc. Distributions will usually be expressed as α, β, γ, etc. Types
or proper names will be represented in script A ,B,C , etc. In an exposition
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where a set or function, (e.g. V , or I) must be considered time-dependent,
the temporal index will appear as a superscript, (causing us to write V t and
I t). In situations where a set or function (e.g. N or f) is being seen as
particular to a choice of layer, attribute, or pathogen type, this dependency
will be made clear in the subscript of the variable, i.e. Nj, or Ik. A function
f whose domain is D and range is R will be declared so by the statement
f : D → R. Set differences are indicated using the \ operator. Finally, as a
last resort, the reader might find the index at the end of this report useful;
it contains, among other things, a list of all mathematical symbols used in
this exposition.

2.1.1 Building a network from a population survey

We view a risk network as an l-layer combinatorial fabric, weaving together a
set of individuals, each of whom has m properties, and hosts up to p distinct
types of pathogens. Here we make this notion formally precise, and provide
an outline of how such a formal object is instantiated in the course of a
population survey.

In a complete survey of a population V , each of its constituent individuals
v is interrogated regarding a fixed set of m attributes X = {x1, . . . xm}. For
example, x1 could be gender, while x2 might be age, etc. We assume that
each variable xi (for i = 1, . . . , m) is categorical, taking values from a finite
set Ui that is known in advance. So, (continuing the example), U1 could
be {Male,Female}, while U2 might be {21AndUnder,Over21}. Each node
attribute xi (i = 1, . . . , m) is seen as a function xi : V → Ui.

Network surveys go beyond individual attributes, collecting data on the risk
relationships between them. The relationships of interest might be of several
concrete types T1,T2, . . . ,Tl. For example, T1 might be the relationship
of “sharing drugs with”, while T2 relationships could embody “sexual part-
nership”, etc. In practice, during the survey, each individual v from V is
questioned about their risk relationships for each type Tj (for j = 1, . . . , l),
and is asked to provide sufficient information with which to identify the in-
dividuals Nj(v) ⊆ V with whom v enjoys a type Tj relationship. The data
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Ch. 2. Modeling risk networks

thus collected is used to define a degree dj(v)
def
= |Nj(v)| for each individual

v; the value of this quantity is the number of type Tj relationships that v
has. The set of all relationships, at each of the j = 1, . . . , l network layers,
is then expressible as

Ej =
⋃

v∈V

Nj(v).

In mapping out risk networks, it is important that surveyed individuals be
asked about their relationships within a well-defined temporal frame. For
example, in a study designating relationship type T1 to be “social drug co-
use”, the survey instrument must be designed to ask subjects to identify
individuals with whom they engaged in social drug co-use behaviors over a
specific time period, e.g. “in the last 30 days”. The value |d1(v)| could then
be taken to represent the number of mutual drug use partners of v within
a one month period. For each risk network j, we shall denote the temporal
frame with respect to which relationships are defined as Θj (months).

Pathogens of interest manifest in several distinct forms P1,P2, . . . ,Pp.
Specifying the instantaneous state of a risk network thus requires a collection
of p concrete sets of individuals

A1, A2, . . . , Ap ⊆ V

where Ak is the set of individuals afflicted by pathogen Pk (k = 1, 2, . . . , p).
For example, if a study designated pathogen type P1 as HIV, then study
subjects could be administered an HIV test as part of the survey process.
The subset A1 ⊆ V would then represent the HIV positive individuals.

Our formal definition of an (m, l, p) risk network is the (m + 2l + p + 1)
tuple:

D
def
= (xi, V, Ej, Ak, dj)i=1,...,m;j=1,...,l;k=1,...,p.

There is typically a complex interplay between the structure of the network’s
l layers, the p pathogen types, and each individual’s k attributes. In most
real-world settings, each of the many types of pathogens can be transmitted
via many different types of risk activity, are sensitive to the properties of
host individuals, and affected by the presence of other pathogens.
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Structural models of static risk networks

2.1.2 Selecting influential node attributes

In modeling a risk network D, the question arises as to the contents of the
model, and particularly, which m attributes X = {x1, . . . xm} to consider. In
retrospect, patterns of social and risk bearing connectivity in injecting drug
user risk networks have been a consistent concern among researchers in their
attempts to understand disease transmission, both within IDU networks,
and between IDU networks and surrounding communities. Until recently,
however, statistical modeling of network connectivity has posed considerable
difficulty. The reasons for this are straightforward: ordinary statistical mod-
eling techniques involve linear regression and other forms of tests-against-
randomness to determine the relative importance of model factors as they
influence the likelihood of particular data samples, and such tests against
randomness are not feasible when considering patterns of connectivity in
networks, even with recent gains in computational power.

For this reason, past analyses of IDU and other social network data have had
to be content with insights derived from the cross-tabulation of connection
data (how many men, for example, connect to other men, versus how many
men connect to women). While insightful, and capable of answering questions
of the dependence and independence of network variables, such statistics
do not provide measures of certainty or error, nor the relative weights of
variables vis-a-vis one another; nor can they can they tell us how likely the
observed patterns of network connectivity are to be the product of random
assortment (rather than the result of actual connection preferences among
network members).

Questions of determinate variables (and their relative importance), are of
paramount importance to our modeling process. In particular, we needed
to determine which individual attributes were important to the formation of
the network, and to know how these attributes ranked, both relative to one
another, and relative to structural determinants produced by the network
itself–an example of the latter being network transitivity, which turned out
to be an important consideration in determining network dynamics which
had not been analyzed in the past.

The means for the discovery of these sorts of modeling parameters were not
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available to the authors of either of the network studies (SFHR and P90)
on which the current modeling and simulation research is based. Recently,
however, the statistical analysis of network data has been advanced consider-
ably by the introduction of Exponential Random Graph Modeling (ERGM).
ERGM provides an alternative to the simple cross-tabulation of network
link data. Described in more detail below, ERGM techniques can provide
likelihood-based estimates of how factors—e.g. gender, age, race/ethnicity,
injection history, or network position vis-a-vis the network configuration of
one’s neighbors—influence overall network connection tendencies. To begin
the process of parameterizing the models at the center of the simulation, we
applied ERGM analysis to the SFHR and P90 data sets, a step which had
never been undertaken previously.

The strategy for this consisted of three steps. In the first step, we isolated
each potential individual and structural variable of potential interest, tested
its influence on the formation of network connections exhibited in each of the
networks (given the total size and density of each network), and examined
the level of each categorical value possible for each variable. Drawing on
the conclusions of the studies’ original authors, the variables we tested were
homophily with regard to ethnicity, gender, age, and number of injection
partners. In addition, we tested for the influence of various disease cate-
gories, marital status, income, injection history, years injecting, education
level, work as a prostitute, transitive closure and cycle lengths of 4 and 5.
The analysis produced a table for each of the two studies, in which each
individual variable, and each of it’s possible categorical values, is assigned
an exponent, together with an error score and significance level. This table
provides the necessary data on the extent to which each variable, taken in
isolation, appears to influence the pattern of connectivity in each network
analyzed. Of the variables we tested, we found that ethnicity, gender, age,
number of injection partners and transitive closure were the most influential
(and statistically significant) in predicting the observed network topologies
of SFHR and P90.

The second stage of the analysis involved examining the effects of different
average personal network size on the results of step 1, to eliminate the pos-
sibility that what appeared as network homophily was actually a result of
network degree. And finally, the third stage of the analysis was to test a
general model for each network to determine the relative importance of the
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list of network variables, as a means to select the relevant set of m attributes
X = {x1, . . . xm}. to consider. In Chapter 3, prior to conducting simulation
experiments on HIV risk networks, the results of this three-step process are
described at length, and their influence on the modeling are discussed.

For completeness, the next section of this chapter provides a brief overview
of ERGM, it’s general assumptions, and the manner by which it determines
the relative importance of variables. It appears here because it played a
crucial role in the development of the static model, and in the transition from
static characteristics to network dynamics. Readers who are familiar with
ERGM may skip the exposition and proceed to Section 2.1.3 on p. 44 with
the knowledge that the influential m attributes X = {x1, . . . xm} have been
selected from the survey using the ERGM analysis. We again note that our
simulation does not conform directly to classical simulations based on ERGM
models. Rather, we used ERGM for the crucial step of filtering the attributes
collected during the survey, so that only those attributes which were seen to
exert sufficient influence on the formation of connections are retained. This
filtering process is recommended and assumed by the model framework we
present here, but it is not part of the framework’s basic functioning.

Exponential random graph modeling

ERGM is a statistical technique aimed at determining the extent to which
the likelihood of network linkages appears to be biased towards (or against)
the creation of specified network substructures, above and beyond what is
expected by chance occurrence. Such substructures can be a simple as the
tendency of “like” nodes to be connected (at a greater rate than expected by
a random distribution of connections), or as complex as specific structures of
connection between several individuals (Bearman, Moody, & Stovel, 2004).
The theoretical basis for ERGM analysis was laid down by Holland and
Leinhardt (1981) and Frank and Strauss (1986), with estimation questions
finally settled only recently (Snijders, Pattison, Robins, & Handcock, 2006b).

Like ordinary statistical regression analysis, ERGM modeling aims to deter-
mine the probability, as a linear function, of one or more predictors for the
distribution of a set of observations (in this case, the observed set of con-
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nections in the network under consideration). In this paper, we follow the
analytical lead of Goodreau, Kitts, and Morris (2009), in using ERGM to
ascertain the importance of both specific network substructures (triads) and
node-based homophily (the tendency of association between “like” nodes).
The same analysis is carried out over two separate and well-known IDU/-
sexual risk networks. The theoretical basis for this analysis is as follows:

According to Kolaczyk (2010, p.180-1), an exponential family random graph
takes the following form: given a random graph G = (V,E) with binary
random variable Y = [Yij] that expresses the presence or absence of an
network connection e ∈ E from i to j, the probability of a set of ties Y is
expressed as

Pθ(Y = y) =
1

κ
exp

{

∑

H

θHgH(y)

}

. (2.1)

where H is a possible set of edges in G. Here gH(y) is an indicator variable,
taken to be 1 if H actually occurs in y, and 0 if it does not; θH is non-zero
where Yij are dependent for all pairs {i, j} in H . The normalizing constant
κ = κ(θ) is defined as

κ(θ) =
∑

y

exp

{

∑

H

θHgH(y)

}

. (2.2)

As with ordinary statistical regression analysis, here gH(y) can stand for a
series of model covariates that may be deemed important to network forma-
tion, and which may be calculated with respect to y: g1, g2, g3, . . . , gh. The
coefficients of (θ1, θ2, θ3, . . . , θh) then stand for the weights of their respective
covariates, and are estimated by the ERGM process.

Following Goodreau (2007), equation (2.1) can be re-expressed in logit form,
as the conditional log odds of individual ties:

logit
(

P (Yij = 1 | n actors , Y c
ij)
)

=
H
∑

h=1

θhδzh(y) (2.3)
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where Y c
i,j are all dyads other than Yij and δzh(y) is the amount by which the

covariate gh(y) changes when Yij is changed from 0 → 1, or from 1 → 0. Here
Y c
ij ensures the mutual dependence of ties in the conditional, and obviously

a single tie may affect multiple covariates.

The interpretation of θ in the expression above is that, where the addition of
a tie i → j increases zh by 1, then the log odds of that tie forming increases
by θh. According to Goodreau et al. (2009), this interpretation requires three
assumptions.

The first assumption is that the ties in the network are homogeneous, such
that the change measured in the z statistic (say, when counting the number
of such connections in the network between “like nodes”, or the number of
ties which complete a triad) with the toggling of i → j would treat all other
examples of such ties present in the network as equally probable.

Second, when modeling the effect of node-based attributes (such as gender
or age) on the presence or absence of ties between nodes, the model assumes
that the importance of a given attribute on a dyad pair will be determined
based only on the presence or absence of that attribute, and not on the value
of other ties in the network. That is, where a node attribute is considered
for its importance in tie formation, the effects of this attribute are assumed
to function independent of the effects of other attributes.

And finally, as Goodreau et al Goodreau et al. (2009, p.109-110) point out,
the determination of θ which provides the maximum likelihood of the known
graph is problematic, given that the normalizing constant κ(θ) is incalculable
for all but the smallest networks. However, the estimation of κ(θ) can be un-
dertaken using Markov Chain Monte Carlo methods (Snijders et al., 2006a,
2006b; Hunter, Handcock, Butts, Goodreau, & Morris, 2008; Morris et al.,
2008; Robins, Snijders, Wang, Handcock, & Pattison, 2007). As Goodreau
et al (Goodreau et al., 2009, p.110-111) discuss, such procedures can be used
to simulate network dynamics (Goodreau, 2006b), and to test for model de-
generacy as well. Such a system can also make use of any number of ordinary
network measures as variables (e.g. “centrality measures” or “constraint”,
the number of ties incident to a specific attribute class, or network-structure-
based characteristics like the tendency to “transitive closure”), each of which
is then assigned a separate θ coefficient.
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2.1.3 Extracting a structural model from a network

Given a risk network D = (xi, V, Ej , Ak, dj)i=1,...,m;j=1,...,l;k=1,...,p, one may
extract from each of the network’s attributes xi (i = 1, . . . , m), a set of m
univariate distributions αi : Ui → [0, 1] for i = 1, 2, . . . , m, wherein for each
u ∈ Ui,

αi(u)
def
=

1

|V |
|x−1

i (u)|.

We call αi, the univariate distribution of property xi.

Additionally, each set of type Tj relationships Ej within the network (for
j = 1, 2, . . . , l) give rise to m bivariate frequency distributions βi,j : Ui×Ui →
[0, 1] for i = 1, 2, . . . , m, that can be extracted by taking

βi,j(u1, u2)
def
=

1

|Ej|
|(x−1

i (u1)× x−1
i (u2)) ∩ Ej |

for each u1, u2 ∈ Ui. We call βi,j , the bivariate distribution of property xi

across network layer j.

Each set of type Tj relationships Ej (for j = 1, 2, . . . , l) also yields a univari-
ate degree distribution χj . In practice, we will represent this distribution
by defining χj : Z× Z → R and taking for every pair of integers a, b

χj(a, b)
def
=

|{v ∈ V | a ! dj(v) < b}

|V |
.

In addition, we may obtain a bivariate degree distribution ¯̄χj. We will
define this distribution ¯̄χj : (Z × Z)2 → R by taking, for every 4-tuple of
integers a, b, a′, b′

¯̄χj(a, b, a
′, b′)

def
=

|{e ∈ Ej | e = (u, v); a ! dj(u) < b; a′ ! dj(v) < b′}

|Ej |
.

The network D provides us with a population size n
def
= |V |. In addition,

for each of the P pathogen types Pk (k = 1, 2, . . . , p), we can compute the
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pathogen prevalence within the population:

pk
def
= |Ak|/|V |.

The formal definition of a (m, l, p) structural model is (2m+ml+2l+ p)-
tuple

M(D)
def
= (αi, βi,j, χj , ¯̄χj, pk)i=1,...,m;j=1,...,l;k=1,...,p.

In what follows, we will assume that the univariate distributions (resp. bi-
variate distributions) are pairwise independent. In practice, if αi and αj

(resp. βi and βj) do not comply with this independence assumption for some
i &= j (e.g. as determined by the Pearson χ-squared test at a given signifi-
cance level), then one may choose to coalesce variable xi and xj into a single
variable x′ : V → Ui × Uj .

2.1.4 Generating networks from a structural model

Given a structural model M, the three-phase procedure MakeNetwork (see
Listing 1) instantiates a new network of size n using the provided model as a
statistical guideline. In the first phase (line 1), procedure MakePopulation
is called to create individuals, assign each of them their attributes xi using
the univariate distributions αi, as well as ideal ego network sizes dj within
each of the network layers j = 1, . . . , l using degree distributions χj . In the
second phase (line 2), procedure MakePathogens is called to distribute
each of k = 1, . . . , p types of pathogens among the population V , reflecting
the specified prevalence levels pk of each. In the third phase (line 3), a call
to procedure MakeRelations connects individuals via each of the l types of
pairwise relationships, reflecting each individual’s ideal ego network size dj in
layer j of the network. Relationships are chosen in a manner that takes into
consideration the specified bivariate attribute distributions βi,j and bivariate
degree distributions ¯̄χj . The network is constructed in the time interval [0, 1).

The MakePopulation procedure (see Listing 2) creates n individuals, as-
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Listing 1: Procedure MakeNetwork

Input: structural model (αi, βi,j, χj, ¯̄χj , pk)i=1,...,m;j=1,...,l;k=1,...,p; and
desired population size n.

Output: risk network (xi, V, Ej, Ak, dj)i=1,...,m;j=1,...,l;k=1,...,p.
1 ({xi}, {dj}, V ) ← MakePopulation(n, {αi}, {χj})i=1..m;j=1..l

2 {Ak} ← MakePathogens(V, {pk})k=1..p

3 E ← MakeRelations({βi,j}, { ¯̄χj}, {xi}, {dj}, V )i=1..m;j=1..l

4 return (xi, V, Ej, Ak, dj)i=1,...,m;j=1,...,l;k=1,...,p.

signing each of their m properties independently at random, using the uni-
variate distributions α1, . . . , αm (see lines 4,5). Then (see lines 7,8) we use
the degree distributions χj to assign each individual an idea ego network size,
or ideal degree, dj(v) within each of the layers j = 1, . . . , l.

Listing 2: Procedure MakePopulation

Input: pop. size n, attribute distributions {αi}i=1..m, degree
distributions {χj}j=1..l.

Output: ({xi}, {dj}, V )i=1..m;j=1..l.
1 V = {v1, v2, . . . , vn}.
2 foreach vk in V do
3 // Set the properties of individual vk.

4 foreach i in 1 . . .m do
5 xi(vk) := an element of Ui randomly selected via αi.

6 // Set individual vk’s ideal ego net size at each layer.

7 foreach j in 1 . . . l do
8 dj(vk) := an integer randomly chosen via pdf χj .

9 return ({xi}, {dj}, V )i=1..m;j=1..l.

Once the population has been instantiated, the MakePathogens procedure
(see Listing 3) distributes each of the p types of pathogens (line 2) to the
each of the individuals in V (line 3), in a manner that reflects the specified
prevalence levels for the particular pathogen type (lines 4,5).

46



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Structural models of static risk networks

Listing 3: Procedure MakePathogens

Input: population V , pathogen prevalences {pk}k=1..p

Output: {Ak}k=1..p

1 A1 = A2 = . . . = Ap = ∅
2 foreach k in 1 . . . p do
3 foreach vi in V do
4 if Random(0, 1) < pk then
5 Ak := Ak ∪ {vi}

6 return {Ak}k=1..p

Once population has been instantiated and initial pathogens distributed,
theMakeRelations procedure creates risk relationships between individuals
(see Listing 4). To do this, it initialized the layer j (line 3) neighbors of each
node vi (line 2) to be the empty set (line 4), and then schedules execution
of MakeEdge for each node vi and each layer j to take place at time 1/i
(line 5).

Listing 4: Procedure MakeRelations

Input: bivariate attribute distributions {βi,j}i=1..m;j=1..l, bivariate
degree distributions { ¯̄χj}j=1..l, individual attributes {xi}i=1..m

and ideal degrees {dj}j=1..l, the population V
Output: E

1 E = ∅.
2 foreach i in 1 . . . |V | do
3 foreach j = 1 . . . l do
4 Nj(vi) := ∅.
5 Schedule MakeEdge(vi) to take place at time 1/i.

6 Wait until time 1.

7 E :=
⋃|V |

i=1

⋃

w∈N(vi)
{(v, w)}

8 return E
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Each execution of MakeEdge takes place in the context of a given vertex v,
layer j and time T (see Listing 5). The procedure first computes the layer
j edge deficit for vertex v (line 2), that is the difference between v’s ideal
degree and actual degree (at time T ) in network layer j:

δj(v)
def
= dj(v)− |Nj(v)|.

If v has a positive deficit (line 3) we find a new neighbor w for v and add the
edge (v, w). The individual w is selected from among a set C of candidates
who also have a positive deficit, but are not already neighbors of v (line 5).
The likelihood of selecting a particular candidate c is biased by (i) the cur-
rent degrees of v and c (line 8)1, the joint attributes of v and c (line 9), and
the scaled magnitude of c’s edge deficit (line 10)2. These factors are used to
construct a probability distribution over the set of candidates C (lines 11,12),
using which one of the candidates w is selected from C (line 13). The edge
(v, w) is then added (lines 15,16) by augmenting the neighbor sets of v and
w. Finally, MakeEdge reschedules itself to be called for vertex v layer j, at
a time halfway between T (now) and time 1 (see line 17). Thus, in a man-
ner reminiscient of Zeno’s paradox, each individual v approaches fulfillment
of itsideal degree over time. Fortunately, since all ideal degrees are finite,
by time < 1 the edge building process of all nodes necessarily terminates.
The calling procedure MakeRelations need only wait until time 1 before
aggregating the set of all edges (see lines 6,7 of Listing 4).

1In practice, particularly when using models that are derived from surveyed risk net-
works, the influence of the degrees of v and c must be arrived at by “binning” the ap-
propriate xi attribute which captures the degree. Binning is necessary to avoid assigning
probability 0 to large regions in the space of joint degrees in which the survey did not
discover any edge. In this description of MakeEdge, a uniform bin width of 2ε is being
used. In general, the binning of degrees need not be uniform; it is part of the network
generation process, but will not be addressed in detail here.

2In practice, the influence of the candidate c’s edge deficit δj(c) is weighted by compos-
ing it with a C∞ monotonic function σ(x) which approaches 1 as x → ∞ and is identically
0 when x ! 0. We chose the function

σ(x) =

{

e
−1

x x " 0
0 x < 0.
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Listing 5: Procedure MakeEdge
Input: individual v, layer j, time T

1 // Compute the edge deficit of v in layer j

2 δj(v) := dj(v)− |Nj(v)|.
// Determine if v has not yet reached its ideal degree

3 if δj(v) > 0 then
4 // Determine candidate new neighbors for v.

5 C(v) := {u ∈ V | δj(u) > 0}\(Nj(v) ∪ {v}).
6 if |C(v)| > 0 then
7 foreach c in C(v) do
8 Compute the degree-based affinity of v and c using the

bivariate degree distribution ¯̄χj :

aχ(v, c) := ¯̄χj(|Nj(v)| − ε, |Nj(v)|+ ε,

|Nj(c)| − ε, |Nj(c)|+ ε).

9 Compute the attribute-based affinity of v and c using the
bivariate attribute distributions βi,j:

aα(c) :=
m
∏

i=1

βi,j(xi(v), xi(c)).

10 Compute the affinity due to c’s edge deficit:

aδ(c) := σ(δj(c)).

11 Use the 3 affinities to compute propensity of edge (v, c):

ω(c) := aδ(c) · aχ(c) · aα(c).

12 Normalize propensity to obtain a distribution over C(v):

p(c) :=
ω(c)

∑

c′∈C(v) ω(c
′)
.

13 w := choose from C(v) randomly according to distribution p.
14 // Add the edge connecting v to w.

15 N(v) := N(v) ∪ {(v, w)}
16 N(w) := N(w) ∪ {(w, v)}
17 Schedule MakeEdge(vi) to be called at time (1 + T )/2.
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Ch. 2. Modeling risk networks

2.1.5 A framework for validating generated networks

So we see that from a network survey, we can derive a risk network D (see
Section 2.1.1), and from a risk network we can derive a structural model M
(see Section 2.1.3), and from a structural model we can generate new risk
networks D′

1,D
′
2,D

′
3, etc. (see Section 2.1.4). In this section, we shall develop

techniques to quantify the difference between the original D and a particular
generated network D′. These techniques shall be particularly relevant to
assessing the possible degeneracy of a model M, by which me mean its
potential inability to generate networks that are “similar” to D.

We begin by considering the problem of quantifying the similarity or dif-
ference between two models. Clearly, not all (m, l, p) models are directly
comparable. Let us say that two (m, l, p) models

M1 = (αi, βi,j, χj , ¯̄χj, pk)i=1,...,m;j=1,...,l;k=1,...,p

M2 = (α′
i, β

′
i,j, χ

′
j , ¯̄χ

′
j, p

′
k)i=1,...,m;j=1,...,l;k=1,...,p

“belong to the same family of models” if the domains of corresponding
distributions agree

Domain(αi) = Domain(α′
i)

Domain(βi,j) = Domain(β ′
i,j)

for all i = 1, . . . , m; j = 1, . . . , l. Given two models belonging to the same
family, how might we quantify their similarity or difference?

Since models are tuples of distributions3, we begin by considering how one
may assess the similarity between two probability distributions f, f ′ over the
same set X . Many approaches exist, including histogram intersection (Barla,
Odone, & Verri, 2003), Chi-square statistic (Read, 1993), quadratic form

3The pathogen prevalence numbers pk (for k = 1, . . . p) can be seen as parameters in
in Bernoulli distribution on a random variable describing whether a randomly chosen v is
afflicted with pathogen Pk. The distribution of the random variable can be expressed as

ρk

{

true with prob. pk
false with prob. 1− pk
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Structural models of static risk networks

distance, match distance, Kolmogorov-Smirnov distance (Stephens, 1974),
earth mover’s distance, Kullback-Leibler divergence—sometimes now called
information divergence, information gain, relative entropy—see Kullback and
Leibler (1951), and Jensen-Shannon divergence—also known as information
radius, IRad, or total divergence to the average —see Lin (1991).

In this work, we choose to measure the difference between two probability
distributions as

∆(f, f ′)
def
=

√

IRad(f, f ′)

because this choice provides us with a true metric on the space of all probabil-
ity distributions on an underlying set (Endres & Schindelin, 2003; sterreicher
& Vajda, 2003). The IRad of two distributions is defined to be their mean
Kullback-Leibler divergence from the average (as distributions). Applying
this to the constituent distributions in the two models, we get

∆(αi, α
′
i) =

√

∑

x∈Ui

αi(x) log
αi(x)

ᾱi(x)
+ α′

i(x) log
α′
i(x)

ᾱi(x)

∆(βi,j, β
′
i,j) =

√

√

√

√

∑

(x,y)∈Ui×Ui

βi,j(x, y) log
βi,j(x, y)

β̄i,j(x, y)
+ β ′

i,j(x, y) log
β ′
i,j(x, y)

β̄i,j(x, y)

where ᾱi is the average of αi and α′
i (a distribution over Ui), and β̄i,j is

the average of βi,j and β ′
i,j (a distribution over Ui × Ui). Analogous distance

measures (omitted here) may be defined between the two models’ correspond-
ing univariate degree distributions χj, bivariate degree distributions ¯̄χj , and
pathogen prevalences pk (interpreted as Bernoulli distribution parameters).

Having defined the distance between corresponding distributions in the two
models, we use the L∞ norm to extend to a definition of distance ∆ between
two models:

∆(M1,M2) = max

(

m
max
i=1

∆(αi, α
′
i),

l
max
j=1

m
max
i=1

∆(βi,j, β
′
i,j),

l
max
j=1

∆(χj , χ
′
j),

l
max
j=1

∆(¯̄χj , ¯̄χ
′
j),

p
max
k=1

∆(ρk, ρ
′
k)
)
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Ch. 2. Modeling risk networks

Now the distance between two networks D and D′ may be taken to be the
distance between their respective structural models:

∆(D,D′)
def
= ∆(M(D),M(D′)).

We have thus endowed each family of networks (and the space of associated
structural models) with a metric structure based on the similarities of their
constituent distributions. The metric ∆ will be useful in two ways:

1. When we generate new networks from a structural model that was
extracted from a surveyed risk network (see the procedure described in
Section 2.1.4), the metric ∆ will enable us to detect outliers, i.e. it will
be able to detect when the generated networks D′ are very different
from the surveyed network D from which the generative model was
constructed.

While networks generated from a structural (see Section 2.1.4) can be cer-
tified to be compatible with the original surveyed network (by determining
that ∆ is small), because each network is generated independently, one can-
not justify considering a sequence of generated networks as having arisen
sequentially over time. To overcome this limitation, in the next section of
this chapter, we will extend the model framework to include a dynamism
model consisting of additional parameters that specify the mechanisms gov-
erning a network’s evolution over time. Where our original model presented
in Section 2.1.3 could be used only to generate isolated instances of networks,
the extended model which contains both structural and dynamism compo-
nents, will be used to generate trajectories, each of which will be a sequence
of networks over time. The extension will be carried out in two stages: First,
in Section 2.2.1, we shall extend the model to support pathogen dynamics
over time. Then, in Section 2.2.2, we shall extend the model still further to
support modeling the evolution of network topologies and size over time.

2. Upon extending the model framework to support dynamic evolution
of the network (as outlined above), the measure ∆ will enable us to
measure the drift in network’s structure across its trajectory in time.
Specifically, it will allow us to measure the divergence between the
initial network D and its evolute, D′.
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Structural models of static risk networks

In both the applications of ∆ described above, whenever we discover that
D and D′ are significantly different (i.e. ∆(D,D′) exceeds some prescribed
threshold), the recursive definition of ∆ will permit us to dissect the contri-
butions of the constituent distributions to determine which of them are the
most significant contributors to the divergence.

The question naturally arises as to what the threshold value should be. Put
another way, if D′ was generated by the model M(D), then what value must
∆(D,D′) exceed before the networks D′ is said to have diverged from D?

To provide the reader with a sense of the scale of suitable thresholds, below is
a table of Shannon-Jensen divergences between two distributions. The first
distribution F1 is the uniform distribution on a set of size k. The second dis-
tribution F2 is a small perturbation of this uniform distribution—one where
the probability of one of the k elements is increased ρ percent, i.e. from 1/k
to 1+ρ

k , and each the remaining k−1 elements reduces its probability equally
as required, i.e. from 1/k to 1

k(1 − ρ
k−1), so as to renormalize the proba-

bility mass to 1. The table on the next page renders the Shannon-Jensen
divergence between F1 and F1 for different settings of k and ρ.

   





   










Figure 2.1: (Left) A uniform distribution on a set of size k; (Right) a pointed
deviation of ρ percent.
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Ch. 2. Modeling risk networks

ρ=2.5% ρ=5.0% ρ=7.5% ρ=10.0% ρ=12.5%
k=2 7.81 · 10−5 3.12 · 10−4 7.04 · 10−4 1.25 · 10−3 1.96 · 10−3

k=4 2.58 · 10−5 1.02 · 10−4 2.28 · 10−4 4.03 · 10−4 6.26 · 10−4

k=6 1.54 · 10−5 6.12 · 10−5 1.36 · 10−4 2.40 · 10−4 3.72 · 10−4

k=8 1.10 · 10−5 4.37 · 10−5 9.73 · 10−5 1.71 · 10−4 2.65 · 10−4

Throughout our studies of HIV dynamics, at each point in time, the simula-
tion engine computes the values of the Shannon-Jensen divergence between
the initial risk network’s univariate/bivariate distributions, and the corre-
sponding distributions from the risk network at the present time. In theory,
if any of the Shannon-Jensen divergences was found to exceed our set thresh-
old 1.0 · 10−4, the software was to raise a warning, stop the simulation, and
“roll back” the trial all the way to the beginning, so it could try a different
(random) evolutionary trajectory. In practice, the Shannon-Jensen diver-
gences for the HIV status variable, the AgeBinned variable (and in some
cases, the DegreeBinned variable) were all excluded from the “roll back”
criteria, because the distributions of these variables was expected to diverge
from the initial distribution. As such, divergences in these distributions could
not be interpreted as a degeneracy of the model.

To get a sense of what a threshold of 1.0 · 10−4 implies, we consult the table
above. A uniform distribution over a 2-category variable can be perturbed
no more than 3% if it is to stay below the threshold. A uniform distribution
over a 4-category variable can be perturbed no more than 6% for it to stay
below the threshold. And finally, a uniform distribution over an 8-category
variable can be perturbed no more than 9% for it to stay below the threshold.

In practice, we found that roll back was never triggered for networks of
any significant size. Initially, when our simulations were of small networks
of fewer than 500 nodes, roll back triggers were occasionally observed. In
large networks of tens of thousands of nodes, deviations from the sample
distributions are small, and rollback criteria are never triggered.
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Dynamism models of evolving risk networks

2.2 Dynamism models of evolving risk net-
works

The model framework developed so far captures (and can be subsequently
used to generate) instantaneous snapshots of risk networks. However, in order
to support modeling pathogen transmission and evolution of the network
structure over continuous time, the framework must be extended.

2.2.1 Pathogen dynamics

An individual v’s infection status with respect to a pathogen Pk (for some k
in 1, . . . , p) may change because v engages in risk behaviors (via relationships
in some layer j of the network) with a risk partner w who is afflicted with Pk.
We refer to aspects of the framework which speak to such events occur as
the risk process for pathogen Pk. An exposition of the risk process follows.

The description that follows is from the vantage point of a fixed layer j and
time t, but applies to all layers j = 1, . . . , l at all times t > 1. At a given
time t, each individual is represented as a node v ∈ V t within a network

Dt def
= (xt

i, V
t, Et

j, A
t
k, , dj)i=1,...,m;j=1,...,l;k=1,...,p.

The set N t
j (v) ⊆ V t represents the potential layer j risk partners for v within

the a temporal frame of duration Θj , i.e. N t
j (v) are the potential layer j risk

partners of v during the time [t, t+Θj), as known to v at time t.

Each individual v has the propensity to engage in risk acts at layer j of their
network, with one of their partners from N t

j (v). In anticipation of this, when
a node v first enters the network, we assign it a propensity for risk activity
tRj (v). In the current model, this number is assumed to be time-invariant
for each individual, and is randomly chosen from the positive reals using a
truncated Gaussian (Robert, 1995) with (time-invariant) mean µR

j and (time-
invariant) standard deviation σR

j . This Gaussian distribution was adopted in
order to allow for controllable variation (across individuals) in the appetite
for risk acts (per network layer j). In the present model, the selection of
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Ch. 2. Modeling risk networks

tRj (v) occurs independently for all individuals v and layers j—however, this
need not be the case if data could be obtained on correlations between risk
act propensities in different layers of the network.

The quantity tRj (v)/|N
t
j(v)| represents the expected time between successive

layer j risk impulses experienced by v. Statistically speaking, one may say
that on average, every tRj (v) months, individual v is expected to have engaged
in roughly |N t

j (v)| risk events at layer j. The 2l parameters µR
j and σR

j (for
j = 1, . . . , l) are included in the dynamism model.

A risk impulse stream is generated by independent Poisson processes operat-
ing at each individual v. To achieve the above characteristics (regarding mean
times between impulses) in a memoryless fashion, the time between succes-
sive risk impulses follows an exponential distribution with rate |N t

j (v)|/t
R
j (v).

Upon experiencing a layer j risk impulse at time t, node v selects a partner
w uniformly at random from its layer j neighbors N t

j (v), and engages in a
mutual layer j risk act.

During a layer j risk act involving v and w, any of the pathogens Pk (for
k = 1, . . . , p) may propagate. The likelihood of this is taken to be 0 if
both individuals have the same infection status status, i.e. when v, w &∈ At

k

and when v, w ∈ At
k. If the individuals are serodiscordant with respect

to pathogen Pk, i.e. precisely one of the two individuals is infected then
the probability of transmission is modeled using an infectiousness curve Ij,k.
For concreteness of exposition, let’s assume v is the positive for pathogen
Pk. The infectiousness curve Ij,k then maps the age of v’s infection (with
pathogen Pk) to the probability of the pathogen’s transmission during a
layer j risk act. To support this within the model, it is necessary for the
risk network representation to be augmented so as to maintain information
about the time when individuals become positive for pathogen Pk. We
shall store this information using a set of l functions t+k : V → R for (k =
1, . . . , p). This entails an augmentation of the risk network representation
(not an augmentation of the structural model).

While it is easy to update t+k during the course of a trajectory, we must also
specify the infection times for individuals who are initially created infected,
i.e. in the MakePathogens procedure (see Listing 3). We do this for each
v in V 1 by initializing t+k (v) to a value selected uniformly at random from
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Dynamism models of evolving risk networks

the interval [1 − T+
k , 1] of T+

k months prior to time 1. The k parameters
T+
k are included in the dynamism model, as are the lp infectiousness curves

Ij,k (for j = 1, . . . , l and k = 1, . . . , p) that capture the time dependencies
of transmission risks of pathogen Pk via layer j risk acts. Typically, the
infectiousness curves are stored in parametric form.

The new parameters added to the dynamism model in support of the risk
process are summarized in the table below.

Param Description Units/Range

µR
j Mean time between inter layer j risk impulses Months
σR
j Inter layer j risk impulse std. dev. Months

T+
k Age interval for initial Pk infections. Months

I+j,k Infectiousness curve for Pk via layer j. Fcn. of age

Consider a p = 1 single pathogen scenario in which P1 is HIV. In the case
of HIV, it is well known that HIV infectiousness can be estimated by a
function of infection age, decreasing sharply at approximately three months,
and remaining at low levels until approximately eight years later (Cates et
al., 1997; Kahn & Walker, 1998; Lyles et al., 2007). We use this information
to construct a parameterized infectiousness function Ij,1.

Given that we know the infectiousness drop sharply (for all types Tj of risk
acts) approximately 3 months after the time of initial infection, we approx-
imate the infectiousness curve Ij,1 by a step function whose value is pHj for

the 3 month high infectiousness, or “acute” phase, and cL/Hj · pHj thereafter,

in the low infectiousness or “chronic” phase. We note here that cL/Hj , 1.
With such a model, if t − t+1 (v) ! 3 then with probability pHj individual
w acquires HIV from v during the layer j risk act. If, on the other hand,
t− t+1 (v) > 3, then the transmission occurs with a much smaller probability

cL/Hj · pHj . In either case, if w acquires HIV during the layer j risk act, then
w is added to At

1 and we set its infection time t+1 (w) := t. To support such

a model of HIV pathogen transmission, the 2l parameters pHj and cL/Hj (for
j = 1, . . . , l) are included in the dynamism model.

In practice, the likelihood of infection appears to depend not only on the

57



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 2. Modeling risk networks

age of v’s infection, but also on the structural properties of v and w, since
agents in the core tend to engage in high risk behaviors more frequently
than nodes at the periphery (Curtis et al., 1995; Friedman et al., 2000).
This dependency is modeled by the risk intensity parameter which controls
how frequently individuals engage in risk acts. The infectiousness curve Ij,1
captures the probability of transmission normalized per risk event.

The new parameters added to the dynamism model in order to capture the
various likelihoods of pathogen transmission during a single risk act are sum-
marized in the table below.

Param Description Units/Range

pHj Layer j trans. prob. in infectious period Between 0 and 1

cL/Hj Reduction in trans. prob. post 3 months Between 0 and 1

2.2.2 Network dynamics

Having developed a dynamism model which supports pathogen dynamics
over time, we now turn to the problem of modeling the evolution of network
structure over time. To determine how the dynamism model needs to be
extended, we must first decide on the types of network dynamism that is to
be supported. We have in mind an evolutionary process that is not based
purely on global statistical invariants, nor purely on local agency, but rather a
combination thereof. Changes in network structure shall be initiated through
individual agency, but shall be subject to pressures from global statistical
invariants. Below is an initial list of phenomena that we know produce
change in the structure of real-world risk networks; these inform our choices
subsequently.

1. An individual’s risk partnerships may change if and when they decide
to abandon an existing risk partner (or when the risk partner decides
to abandon them). Social instability due to a significant reduction in
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Figure 2.2: (Top) Infectiousness of HIV as a function of age of infection;
(Bottom) A two-parameter representation within the model.
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Ch. 2. Modeling risk networks

the number of risk partners may induce an individual to find new risk
partners. We refer to these two events, in conjunction, as comprising
the churn process; it is the subject of Section 2.2.2.

2. An individual may age over time, and this may alter their risk partner
preferences. We refer to this as the aging process; it is the subject of
Section 2.2.2.

3. The population may change because an individual enters or leaves the
risk network. We refer to this as the population process; it is the subject
of Section 2.2.2.

In what follows, each of the three processes are described. Throughout each
of the three sections the narrative is written from the vantage point of a single
layer j of the risk network, embodying risk acts of type Tj . However, the
reader should bear in mind that the processes described are replicated and
operate concurrently at each of the j = 1, . . . , l layers of the risk network.

The churn process

While the set N t
j (v) represents the potential layer j risk partners for v at time

t, it is possible for individuals to abandon (or be abandoned by) their risk
partners over time. Furthermore, social instability due to a loss of layer j risk
partners may induce individuals to seek new risk partners to compensate for
loss of social context. The central premise of our model concerning partner
“churn” is the idea that each individual v has an ideal degree (ego network
size in layer j) which remains stable over time.

This premise is reflected in the fact that the ideal degree at layer j is selected
using the degree distribution χj in line 8 of procedure MakePopulation
(see Listing 2). Although dj is permitted to vary over the population, it is
assumed to be fixed over time. In effect, we view dj(v) as the ideal size of
v’s ego network in layer j, and reflecting v’s stable personality. On the other
hand, while the ideal degree dj(v) is assumed fixed over time, the actual
membership (and cardinality) of v’s layer j risk partners N t

j (v) is permitted
to vary with time.
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Each individual v has the propensity to change the membership of N t
j (v),

in an act we refer to as “churn”. At creation time, each node v is assigned
propensity for churn tCj (v). In the current model, this number is assumed
to be time-invariant for each individual, and is randomly chosen from the
positive reals using a truncated Gaussian (Robert, 1995) with (time invari-
ant) mean µC

j and (time invariant) standard deviation σC
j . The Gaussian

distribution was chosen to model controlled variation (across individuals) in
their appetite for churn acts (per network layer j). In the present model, the
selection of tCj (v) occurs independently, for all individuals v and layers j—
however, this need not be the case if data could be obtained on correlations
between churn act propensities in different network layers.

The quantity tCj (v)/|N
t
j(v)| represents the mean time between successive

churn impulses experienced by v. Statistically speaking, on average every
tCj (v) months, individual v is expected to have engaged in |N t

j (v)| churn
events at layer j. The 2l parameters µC

j and σC
j are included in the dy-

namism model.

The churn impulse stream is generated by independent Poisson processes op-
erating at each individual. To achieve the desired characteristics (regarding
mean times between impulses) in a memoryless fashion, the time between
successive churn impulses in the Poisson process must follow an exponential
distribution with rate |N t

j (v)|/t
C
j (v). Upon experiencing a layer j churn im-

pulse at time t, node v engages in a Bernoulli trial, responding to the impulse
by adding a partner with probability

ptj+(v)
def
=

(

|Nt
j (v)|+1

dj(v)+1

)wS
j

(

|Nt
j (v)|+1

dj(v)+1

)wS
j

+ 1

or abandoning an existing partner with probability ptj−
def
= 1 − ptj+. The

function ptj+(v) enjoys the following properties:

• If |N t
j(v)| = dj(v), then ptj+(v) = ptj− = 1/2.

• If |N t
j (v)| < dj(v), then ptj+(v) > ptj−. As the edge deficit dj(v)−|N t

j(v)|
tends to infinity, ptj+(v) tends to 1 and ptj− tends to 0. The rate of this
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convergence increases when wS
j is increased.

• If |N t
j (v)| > dj(v), then ptj− > ptj+(v). As the surplus |N t

j (v)| − dj(v)|
tends to infinity, ptj+(v) tends to 0 and ptj− tends to 1. The rate of this
convergence increases when wS

j is increased.

The parameter wS
j is a new addition to the dynamism model. It governs the

extent to which individuals are willing to tolerate deviations from their ideal
degree at layer j, before feeling compelled to take compensatory action by
adding or abandoning partners. If the Bernoulli trial due to a churn impulse
at v triggers abandonment of a risk partner, the partner to be abandoned
is selected uniformly at random from N t

j (v). If the Bernoulli trial triggers
adding a partner, the new partner is selected by the procedure AddEdge
(see Listing 6), which is identical to procedure MakeEdge except for 3 key
differences:

1. The set of candidate new risk partners Ct
j(v) includes all individuals

who are not already partners of v;

2. The propensity of each candidate c in Ct
j(v) is biased by the deviation

between c’s ideal and actual degrees, as captured by ptj+(c), which is
precisely c’s probability of adding a new edge in response to its own
churn events.

3. The propensity of each candidate c in Ct
j(v) is also biased by the number

of triangles (at layer j) that would be created by the addition of edge
(v, c), weighted by a constant scalar factor w∆

j − 1. This introduces
a controlled mechanism for the influence of transitivity (i.e. triadic
closure).

4. Procedure AddEdge does not reschedule itself to be called again, the
way that MakeEdge does.

The 4l parameters added to the dynamism model in support of the churn
process are summarized in the table below.
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Dynamism models of evolving risk networks

Listing 6: procedure AddEdge; compare with Listing 5 p. 49.
Input: individual v, layer j, time t

1 // Determine candidate new neighbors for v.

2 Ct
j(v) := V t

j \(N
t
j (v) ∪ {v}).

3 if |Ct
j(v)| > 0 then

4 foreach c in Ct
j(v) do

5 Compute the degree-based affinity of v and c using the
bivariate degree distribution ¯̄χt

j:

atχ(v, c) := ¯̄χj(|N
t
j (v)| − ε, |N t

j (v)|+ ε,

|N t
j (c)| − ε, |N t

j (c)|+ ε).

6 Compute the attribute-based affinity of v and c using the
bivariate attribute distributions βi,j:

atα(c) :=
m
∏

i=1

βi,j(xi(v), xi(c)).

7 Compute ∆t
j(v, c), the number of layer j triangles which would

be formed if (v, c) was added as a layer j edge.
8 Compute propensity of edge (v, c) ;

ωt
j(c) := (w∆

j − 1)∆t
j(v, c) · p

t
j+(c) · a

t
χ(c) · a

t
α(c).

Normalize propensity to obtain a distribution over Ct
j(v):

ptj(c) :=
ωt
j(c)

∑

c′∈Ct
j(v)

ωt
j(c

′)
.

9 w := choose from Ct
j(v) randomly according to distribution ptj .

10 // Add the layer j edge connecting v to w.

11 N t
j (v) := N(tjv) ∪ {(v, w)}

12 N t
j (w) := N t

j (w) ∪ {(w, v)}

63



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 2. Modeling risk networks

Param Description Units/Range
µC
j Layer j churn interval mean Months
σC
j Layer j churn interval std. dev. Months

wS
j Layer j degree stability bias Positive real

w∆
j Layer j triangle bias Positive real

The population process

The population of the risk network is controlled at both aggregate-level and
individual-level processes. We refer to these respectively as macroscopic and
microscopic controls; each is treated separately below.

Macroscopic population controls To support population growth/de-
cline over time, we extend the dynamism model to include a new parameter
rp which captures the growth/decline of the population every 10 years (120
months). Taking rp = 100, for example, specifies that the population should
doubles every decade. Taking rp = −25, on the other hand, specifies that a
quarter of the population is lost every ten years. The parameter rp is a new
addition to the dynamism model.

Suppose the initial population is n1, and the population at time t is nt. If
rp > 0, the population process operates monthly (by acting at each integer
time t months). To cause the creation of

V + def
= (1 + rp)

1/120n1 − nt

new individuals in the one month interval (t, t + 1], the population process
schedules the creation of -V +. individuals at times uniformly randomly cho-
sen from (t, t + 1], and then with probability V + − -V +., it schedules the
creation of 1 addition individual randomly in that same time interval. In this
manner, the expected number of new individuals that are introduced during
the interval (t, t+ 1] is exactly V +.

If rp < 0, the population process operates monthly (by acting at each integer
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Dynamism models of evolving risk networks

time t months). To cause the removal of

V − def
= nt − (1− rp)

1/120n1

existing individuals in the one month interval (t, t + 1], the population pro-
cess schedules the removal of -V −. individuals at times uniformly randomly
chosen from (t, t + 1], and then with probability V − − -V −., it schedules
the removal of 1 addition individual in that same time interval. In this man-
ner, the expected number of existing individuals that are removed during the
interval (t, t + 1] is exactly V −.

Microscopic population controls In addition to the macroscopic trends
in population represented by the rp parameter, we have individual agency
of nodes that drives them to leave the network. Each node v has an asso-
ciated “lifetime” within the risk network, which we denote by L(v) months.
The value of L(v) is set when node v is created (enters the risk network).
The value is selected by randomly drawing a positive real from a truncated
distribution (Robert, 1995) that is the weighted sum of two Gaussians:

pdf(L(v) = x) = ftre
−σtr(x−µtr)2 + (1− ftr)e

−σst(x−µst)2

In effect, this bimodal distribution is used to model a population consisting
of two types of nodes: transient nodes, which occur with relative frequency
ftr, and steady nodes, which occur with relative frequency 1 − ftr. Tran-
sient nodes have lifetimes which are derived from a Gaussian distribution
with mean µtr and standard deviation σtr, while steady nodes have lifetimes
which are derived from a Gaussian distribution with mean µst and standard
deviation σst. Typically, µst / µtr. Each individual v removes themselves
from all layers of the network at time b(v) + L(v); they will be replaced if
mandated by the macroscopic population process described previously. The
parameters µtr, σtr, µst, σst are assumed to be time-invariant, and are new
additions to the dynamism model .

The 6 parameters added to the dynamism model in support of the macro-
scopic and microscopic aspects of the population process are summarized in
the table that follows.
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Ch. 2. Modeling risk networks

Param Description Units/Range
rp Population growth rate every 10 years Percentage (real)
ftr Fraction that are “transient” Between 0 and 1
µtr Mean duration of transients’ lifetimes Months
σtr Std. dev. of transients’ lifetimes Months
µst Mean duration of steadies’ lifetimes Months
σst Std. dev. of steadies’ lifetimes Months

The aging process

Each individual, when created, is assigned values for attributes xi (for i =
1, . . . , m) by random sampling from the corresponding distribution αi. Of
these attributes, some may be time dependent. In particular, if one of the
xi variables represents categorical age, then it would be incorrect for the
model to assume that an individual remains the same age over the course of
the network trajectory. The resulting inaccuracy is of potential consequence,
since age plays a role in edge formation when the corresponding bivariate
distributions βi,j contribute to the propensities of layer j edges being created
in the course of a network’s evolution. It is therefore important to update
age-related xi attributes over time, so that they accurately change as time
passes. A subtle consequence of needing to support the aging process is that
the birth time b(v) needs to be maintained for all individuals v. Let us see
how this will be achieved.

We explain how aging would be implemented via a concrete example. Sup-
pose x3 is a time-dependent variable, e.g. AgeBinned, which identifies the
5-year interval in which the individual’s age lies. Clearly, each individual’s
x3 values must transition into higher bins once roughly every 60 months for
the network to remain a faithful to the physical system it purports to repre-
sent. How might we achieve this? Recall that when a node was first created,
its x3 attribute (AgeBinned) was selected with reference to model attribute
distribution α3; suppose for instance x3(v) = [A,A + 5) for some integer A
representing age in years. We augment the node creation process so that once
x3 is selected, we select the precise birth time b(v), by choosing uniformly at

66



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

The general framework

random from the interval

[t− 12A, t− 12(A+ 5)].

We must store this information on birth times using a function bt : V →
R. This entails an augmentation of the risk network representation (not an
augmentation of the structural model).

During the simulation trajectory, we implement the aging process by the
procedure Aging (see Listing 7). This procedure is first scheduled for time
T = 1, and is then reschedules itself to be executed successively at each in-
teger times T > 1. Note that the procedure in Listing 7 is written with the
assumption that x3 is time dependent, and is quantized in 5-year intervals.
Of course, if other attributes are time dependent or have different quanti-
zation, then analogous update procedures must be instantiated for them as
appropriate.

Listing 7: Procedure Aging.
Input: current time T

1 foreach v in V do
2 if (t− b(v))/12 &∈ x3(v) then
3 Increment the value of x3(v) to be the next higher age bin.

4 Schedule Aging(vi) to take place again at time T + 1.

2.3 The general framework

The result of this chapter is a general framework for network modeling. It
takes as inputs a list of important node attributes which are determined
externally to the model to have significant effect on the interaction of model
actors. It also allows for the specification of intra-node transaction, in this
case in the form of the passing of pathogens. With this framework, large
numbers of network actors can be produced according distributions of actor
attributes drawn from the analysis of real world networks—indeed many
more actors can be produced than were actually involved in the the study

67



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 2. Modeling risk networks

upon which the model is built, allowing the simulation to proceed at scales
unreachable by direct research.

In the general form of the framework, a variety of “actor types” can be
included, whose behavioral profile (like their attribute profile) can be varied
from other actor types. Network actors may also draw from a range of
behavior distributions to determine their own interaction profile. From this
profile they gather and change partners, engage in risk events, and recover
their own pattern of connectivity after perturbations caused by the actions
of other actors.

Additionally, attributes (like age, or pathogen dynamics) can be made time
dependent. The framework supports growing and shrinking networks, and
include actor-specific participation regimes/distributions, such that networks
are not simply dynamic, but can also feature participants entering and leav-
ing the realm of network participation. This feature is a key element in
moving beyond “closed network” assumptions that too often impede net-
work modeling.

All of these features aim to take advantage of the actor-based nature of the
framework—allowing maximum agency at the level of network actors while
leaving the possible overall network topology to emerge from the aggregate
of these behaviors. As discussed above, such a strategy necessarily raises
questions of model degeneracy. In maximizing node-level agency, the risk of
network-wide variation is inevitable—it can be monitored but not prevented.
The framework presented takes step to do just that, by quantifying the extent
of risk network variation over time. Within simulations, this permits us to
monitor network divergence across their histories, and if needed “roll back”
highly divergent networks (to a prior simulation stage) before allowing them
to proceed once more. Such conditions are the outcome of choices that favor
local-scale constraints over network-scale constraints.
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Chapter 3

Models of real HIV risk
networks

3.1 The SFHR and P90 surveys

Having developed a general framework for dynamic network modeling, our
next step is to implement a particular set of simulation parameters within
the framework. Our main concern in this chapter is to specify how the
SFHR data was fit to the general framework, including distributions of both
actor attributes (the “structural model”) and inter-actor dynamics (the “dy-
namism model”). Secondarily, we discuss the distributions used to model the
P90 data as well. We note here, however, that our main concern in the bulk of
this report is with producing a dynamic model that fits best with the SFHR
data. The reasons for this are several. The first is that the regional-basis of
the SFHR data—the greater New York area—contained a well-documented
example HIV-rate sub-saturation stabilization, as well as the necessary topo-
logical data from which to produce a dynamic network model. Second, and
perhaps most importantly, project co-PI Ric Curtis served as lead ethnog-
rapher on the SFHR project, allowing us to draw on a wealth of personal
experience and professional expertise that was not available for other data
sets.
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Ch. 3. Models of real HIV risk networks

3.1.1 The Social Factors and HIV Risk (SFHR) study

The SFHR study produced a wealth of landmark data on network substruc-
tures, and their relationship to HIV/infection transmission (Friedman, Cur-
tis, Neaigus, Jose, & Jarlais, 2010). Conducted between 1990 and 1993,
SFHR was a cross-sectional, mixed methods project that asked 767 out-of-
treatment IDUs about their risk networks and HIV risk behaviors in the
prior 30 days. Interested in both individuals’ network composition (namely,
the presence of high-risk partners) and sociometric risk position, the SFHR
study produced several major findings relevant to risk populations with high
HIV prevalence and low secondary incidence (Friedman et al., 1998, 2007;
Goldstein et al., 1995; Des Jarlais et al., 1998; Jose et al., 1993; Kottiri,
Friedman, Neaigus, Curtis, & Des Jarlais, 2002; Neaigus et al., 1994, 1995).
SFHR documented 92 connected components among 767 subjects, including
a 105-member 2-core within a large connected component of 230 individuals.
With subjects located within the 2-core more likely to be infected with HIV
(Friedman et al., 1997), the study emphasized the importance of HIV pre-
vention within densely-connected network components (a point illustrated in
the opposite manner by Project 90).

SFHR also characterized the salience of personal network composition with
regards to ethnicity. While membership in the 2-core was roughly the same
across ethnic groups, SFHR documented significantly higher rates of HIV in-
fection among African-American and Hispanic subjects. Authors ultimately
tied elevated HIV prevalence in these groups to homophily in edge formation
by ethnicity (Friedman et al., 1997). Writing that HIV spread more rapidly
among African American and Hispanic individuals in the earliest stages of the
epidemic, SFHR reasoned that the tendency among study subjects to form
ethnically homogeneous networks accelerated HIV infection within existing
high prevalence groups (Kottiri et al., 2002).

The SFHR study collected baseline information on the demographic traits,
risk behaviors, and risk network of 767 subjects, additionally documenting
662 edges within the network. All SFHR subjects and their mutual con-
nections were included in this re-analysis, and the original coding of subject
attributes was retained for use as partition data in the ERGM analysis.
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The SFHR and P90 surveys

3.1.2 The Project 90 study

Conducted between 1988 and 1992 in Colorado Springs, Project 90 was a
prospective study of heterosexual subjects who were defined as being at
“high-risk” for STI/HIV infection (Potterat et al., 2002, 1994). Eligible sub-
jects reported at least one of the following behaviors in the past 12 months:
exchanging sex for money or drugs, sex (paying or non-paying) with a pros-
titute, injection of illicit drugs, or sex with an injection drug user. Unlike
the cross-sectional SFHR, the Project 90 study followed its subjects for up to
5 years, with no requirement for year-to-year continuity; new subjects were
additionally recruited each year. 595 enrolled individuals produced 1091 in-
terviews, which named 8,164 network contacts overall. The multitude of
papers arising from the Project 90 study linked the low prevalence and in-
cidence of HIV in Colorado Springs to the relative dearth of HIV positive
individuals in the densely-connected network core (Klovdahl et al., 1994;
Potterat et al., 2002; Potterat, Rothenberg, & Muth, 1999; Potterat et al.,
1993; Rothenberg, Potterat, & Woodhouse, 1996; Woodhouse et al., 1995,
1994). While 36 subjects in the cumulative study population (including re-
ported contacts) were HIV positive, only 16 were located within the large
connected component of the network linking 7,151 individuals, and they oc-
cupied peripheral positions therein; no HIV-positive individuals were found
within the 3-core of the largest connected component— the ”heart of the
risk network” (Potterat et al., 2002, p.103). Although Project 90 revealed
a densely-connected network of individuals involved in high-risk behaviors,
it simultaneously spoke to the importance of network centrality for infected
individuals in predicting the epidemic spread of HIV.

While Project 90 collected similar demographic data to SFHR, we note that
all P90 variables were recoded for concordance with SFHR. In addition, not
all subjects in the Project 90 data set were included in this analysis. P90
subjects eligible for inclusion in our analysis included those who satisfied
the following four conditions: (1) received an HIV test during the original
study, (2) completed at least one survey during the study period, (3) reported
IDU activity in the past 6 months at the time of the interview, and (4) were
linked to at least one other study subject who also met criteria 1-3. Applying
these criteria allowed us to extract the “IDU core” from the P90 network.
By doing this, we would be comparing the epidemiological properties of two
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Ch. 3. Models of real HIV risk networks

functionally equivalent risk networks that differed only in the social context
in which they were found. In the end, this re-analysis included 569 vertices
and 272 edges from the original Project 90 data set. All future references to
the “P90 network” should be read as references to this restricted data set.

3.2 Selecting influential node attributes

In the analysis used to determine the relative importance of attribute and
structural data to the dynamic model, special attention is paid to homophily
and transitive closure. Homophily is the tendency of “like” nodes to con-
nect with one another—in this case as variable that measure the extent to
which racial/ethnic, age, or gender “sameness” (or “differentness”) affects the
likelihood of there being a connection among two randomly chosen nodes (in-
dividuals) in the network (above a level expected by simple random mixing).
In addition, we also investigate the extent to which network importance—in
this case as indicated by self-estimated total number of injection partners-
displays homophilous tendencies as well.

Beyond homophily in gender, age, race/ethnicity and number of needle part-
ners, another significant variable traced here is transitive closure, also known
as network transitivity (Goodreau et al., 2009). Transitive closure in this
sense is the tendency of two nodes (or people) to share a connection with
one another given their simultaneous mutual connection to a third node,
independent of other considerations (such as homophily of degree or some
other attribute). Transitive closure is defined as the tendency for A to form
a connection with C, given their mutual connection with B (over and above
the likelihood of that connection existing via random mixing).

We begin by using ERGM analysis to determine influential node attributes.
The process is carried out in 3 stages. First, we isolate each variable and
test its influence on the formation of connections, given the total size and
density of the network. Then, we determine the extent to which the various
homophilies discovered in step 1 may be due to differences in the average
level of connectedness of any one of the subgroups within each attribute
class. Finally, a set of composite models are tested to determine the relative
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Selecting influential node attributes

importance of each attribute versus transitive closure, and a full model of
all variables is produced to indicate the relative importance of all variables
relative to one another.

3.2.1 Isolating variables

In the tables below, a number of models are presented. In the first set of
analyses (Table 3.1 & 3.2), ERGM analysis was used to obtain an initial
“edges” measure. The value of the “edges” measure represents the log odds
that a randomly chose pair of nodes in the network will have a connection
between them based only on the total number of connections in the network.
Such a statistic provides a base-line measure against which the influence of
the other “tested” variables can be determined. In each subsequent model,
the edges measure is tested in bi-variate mode with another single variable
(age, gender, race/ethnicity, number of partners, and transitive closure) to
determine the extent to which homophily variables (for age, race/ethnicity,
gender and number of needle partners) and network considerations (transitive
closure) influence edge formation over and above that expected when only the
density of the graph is considered. In these bivariate cases, the edges variable
is expected to diminish in those cases where the additional variable exerts
significant influence on the pattern of connectivity. Thus, in each model,
one first examines the base line, “edges” value and compares the subsequent
variable value θ to determine the relative influence of the identified variable.

Several observations can be made from the above data.

• Both Table 3.1 & 3.2 show transitive closure to be the most significant
factor, when taken in isolation, in determining the given patterns of
edge formation. Put another way, in comparison with the other vari-
ables considered individually, structural features trumped attribute fea-
tures in determining the patterns of connection seen in both the SFHR
and P90 networks.

• For P90, homophily across self-identified number of needle partners
proved more important than other forms of homophily. Homophily
among self-proclaimed number of injection partners was also significant
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
    

    
    
    
    
    

    

    
    

    

    

    

    

    
    
    

    

    

    

    

    

    

    

    

    

    
    

    

    

    

    

    

    






Table 3.1: ERGM Analysis Step 1 for P90
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Selecting influential node attributes













    
    
    
    
    
    
    
    
    

    

    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    
    

    

    
    
    
    
    









Table 3.2: ERGM Analysis Step 1 for P90
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Ch. 3. Models of real HIV risk networks

among network members in the SFHR network, though it was of less
importance there than race/ethnicity. In both cases, the highest level
of homophily in number of needle partners was seen among particular
subcategories, i.e. those with higher numbers of partners—3 or more
partners in the SFHR network; 4 or more partners in the P90 network.
Homophily levels among those with lower numbers of self-identified
partners were much lower.

• Gender homophily was not significant in the P90 data, though the
overall nature of the measure in the aggregate may have masked an
important feature of the network. In the Colorado Springs data, men
and women showed robust but opposite trends. Men showed signif-
icant (p < 0.001) negative homophily (sometimes called heterophily)
in their risk relationships—perhaps indicating that, as far as gender
is concerned, heterosexual sex was the main risk relationship govern-
ing connectivity trends. Women in the same data set, on the other
hand, showed a lower but equally robust trend to homophily (also
p < 0.001). The same was not true in the SFHR network where
both genders showed positive trends toward homophily, though here
too women showed a stronger trend to mutual association in their risk
relationships than men.

• Age homophily was significant in both networks, though in both cases
it applied only narrowly across age subcategories. The overall effect,
though, was a significant if somewhat less important source of connec-
tivity dynamics than either race or structural considerations.

3.2.2 Adjusting for connectedness

To determine whether the homophily results shown in Tables 3.1 & 3.2 were
the result of attribute homophily rather than degree homophily, a further
set of analyses were conducted (Tables 3.3 & 3.4). Such tests are necessary
where potential differences in average degree across attribute subcategories
can appear as tendencies to mutual affiliation. For example, in a network
where the average number of network connections of women was twice that
of men, a random distribution of edges that followed the degree patterns
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Selecting influential node attributes

would result in many more connections between women than between men,
even where the number of men and women were the same, and even where
no actual preference for same-gender affiliation was present.

So for purposes of determining whether differences in average degree by sub-
category figured importantly in the distribution of connections, ERGM anal-
ysis was used to determine the probability of an edge appearing between two
randomly selected nodes where either one of the nodes was a member of the
sub-category in question. Thus Table 3.3, line 1 shows that the likelihood
of a randomly chosen connection will have a node identified as male as one
of its end points. In this case the value of e−3.16 in line 1 can be compared
with the value for women, e−3.20 in line 2, to see that gender sub-category
has little effect on the likelihood of being incident to a connection. In such
a case, the gender homophily for the SFHR network (in the corresponding
Table 3.1) can be seen as largely the result of gender assortment preferences,
and not the result of markedly different levels of connection between men
and women.

Put more generally, similar values for exponents across those same categories
do not play a significant role in explaining the homophily scores identified in
Tables 3.1 & 3.2. Table 3.3 & 3.4 list the result of such tests for all attributes
tested for homophily above, with the exception of self-proclaimed number of
needle partners, which is already associated with network degree in both
networks.

• The results of these analyses indicate that for the SFHR network (Ta-
ble 3.3), degree considerations do not play a major role in any of the
attribute homophily trends seen in Table 3.1. Large differences in the
θ value for attribute subcategories in Table 3.3 are rare, appearing
mainly at the lowest and highest age brackets, and accompanied there
by relatively large error scores.

• In the P90 network, noticeable differences appear between genders
(θ = −3.08 for men; θ = −2.52 for women). Such a score indicates
that women are e−2.52−(−3.08)e0.56 = 1.75 more likely to be part of a
dyad because of differences in average degree than are men. Given
that this exponent is roughly equivalent to the homophily exponent for
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Ch. 3. Models of real HIV risk networks








   

   

   
   
   

   

   

   

   

   

   

   

   

   
   
   

   

   

   










Table 3.3: ERGM Analysis Step 2 for SFHR
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Selecting influential node attributes






   
   
   
   

   

   
   
   
   
   
   
   
   
   
   
   
   
   
   







Table 3.4: ERGM Analysis Step 2 for P90
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Ch. 3. Models of real HIV risk networks

women in the P90 network in Table 3.2, it is likely that a considerable
amount of the homophily between women may be due to differences in
average degree rather than tendencies for women to engage in risk rela-
tionships with one another (at a higher rate than predicted by random
assortment, and at a higher rate than their male network counterparts).

• Similar differences exist among a small number of age categories in the
P90 data as well. Such differences are difficult to quantify across a large
number of subcategories, but a comparison of these subcategories with
their exponents given in Table 3.2 indicates that all of the divergent
values (Age 45-49, Age 55-59) appear in subcategories whose internal
connectedness was too low to compute meaningful homophily scores
(as indicated in Table 3.2 by the −inf value of θ).

3.2.3 Composite models

Given the results above, several larger multivariate models were tested to
determine the effect of various model parameters on one another, and to
get a better understanding of the relative importance of network (transitive
closure) versus node-based (homophily across personal attributes) factors in
both networks. These results are available in Table 3.5 & 3.6. In both cases,
four models were tested. In the first three, transitive closure was tested
against the influence of age-based, gender-based, and race/ethnicity-based
homophily. In the final model (4), a composite of transitive closure, self-
estimated number of needle partners, and the three attributes from models
1-3 was tested.

• As in Tables 3.1 & b, Transitive closure continues to show far greater
exponent values than any other variable. This is true for both the
SFHR and P90 data sets, with the greater differences seen in the SFHR
network. Given that the values given in Tables 3.5 & 3.6 represent log
odds, they can be interpreted to indicate that, for example, model 4 in
Table 3.5 shows that transitive closure is:

– e3.592−0.367 = e3.225 ≈ 25 times more important than age,
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Selecting influential node attributes






     
     
     
     
     
     
     
     

 
    

     
     
     
     

 
    

 
    









Table 3.5: ERGM Analysis Step 3 for SFHR
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Ch. 3. Models of real HIV risk networks






     
     
     
     
     
     
     
     

 
    

     
     
     
     

 
    

 
    



Table 3.6: ERGM Analysis Step 3 for P90
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Selecting influential node attributes

– e3.592−1.205 = e2.387 ≈ 11 times more important than race/ethnic-
ity, and

– e3.592−0.460 = e3.132 ≈ 23 times more important than the number of
recent needle partners, in determining the likelihood of individual
connection choices.

• Similar, though smaller differences can be seen in Table 3.6, model 4.
There, structural features (i.e. transitive closure) are:

– e1.375−0.458 = e0.917 ≈ 2.5 times more important than age,

– e1.375−0.360 = e2.387 ≈ 2.8 times more important than gender,

– e1.375−0.614 = e0.761 ≈ 2.1 times more important than race/ethnic-
ity, and

– e1.375−0.574 = e0.801 ≈ 2.2 times more important than the number of
recent needle partners, in determining the likelihood of individual
connection choices.

• In the SFHR network, race/ethnicity remained the second most im-
portant factor in determining node connection patterns. This was true
for the P90 network as well, though here the differences with other
attributes were less.

• Interestingly, gender dropped out of significance in the SFHR network
(Table 3.5, model 4), indicating that its significance in Table 3.1 was
likely masked a more significant co-variation relationship with one of
the other attributes. The opposite was true for the P90 network. Here
gender was not statistically significant in Table 3.2, but is (at the p <
0.001 level) in Table 3.6. As discussed above, this is perhaps due to
the greater number of men in the network than women, and possibly
due to the fact that the positive homophily shown for women in Table
3.1 was a mask for degree considerations (as indicated in Table 3.4)—a
covariation relationship (with needle partners) that was uncovered in
the multivariate analysis.
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Ch. 3. Models of real HIV risk networks

3.3 Structural model of the SFHR network

The data from the SFHR study (Friedman et al., 2010) yielded were n =
|V | = 767 individuals, with |E| = 662 links connecting them. Of the ques-
tions asked of each individual ERGM analysis (see Section 3.2, p. 72) showed
that only k = 4 properties were found to significantly influence edge forma-
tion. These were:

xi : Name Possible values (Ui)

x1 : Gender {Male, Female}
x2 : Ethnicity {White, Hispanic, African-American, Other}
x3 : AgeBinned {[15-20), [20-25), [25-30), [30-35),[35-40), [40-45),

[45-50), [50-55)}
x4 : DegreeBinned {[0-2), [2-4), [4-10), [10-20)}

HIV prevalence p1 was found to be 39%.

3.3.1 Univariate distributions

The tables below provide the univariate distributions of the above four vari-
ables derived from the sample (N = 767).

The univariate distribution of the Gender variable for the SFHR node set:

Male Female

α1 540/767 227/767

The univariate distribution of the Ethnicity variable for the SFHR node set:

White Hispanic African-American Other

α2 243/767 206/767 311/767 7/767
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Structural model of the SFHR network

The univariate distribution of the AgeBinned variable for the SFHR node
set:

[15-20) [20-25) [25-30) [30-35) [35-40) [40-45) [45-50) [50-55)

α3 6/767 32/767 158/767 172/767 198/767 159/767 23/767 19/767

The univariate degree distribution χ is already treated separately in the
model (see p.45), so it does not need to be considered as one of the univariate
node attributes xi. The univariate distribution of the DegreeBinned variable
for the SFHR node set was:

[0-2) [2-4) [4-10) [10-20)

χ 322/767 221/767 161/767 63/767

3.3.2 Bivariate distributions

The tables below provide the univariate distributions of the above four vari-
ables derived from the sample (N = 662).

The bivariate distribution of the Gender variable for the SFHR edge set:

β1 Male Female

Male 94/145 51/145
Female 76/127 51/127

The bivariate distribution of the Ethnicity variable for the SFHR edge set:

β2 White Hispanic African-
American

Other

White 115/178 18/178 43/178 2/178
Black 11/157 112/157 31/157 3/157
Hispanic 32/175 25/175 117/175 1/175
Other 2/7 4/7 1/7 0
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Ch. 3. Models of real HIV risk networks

The bivariate distribution of the AgeBinned variable for the SFHR edge set:

β3 [15-20) [20-25) [25-30) [30-35) [35-40) [40-45) [45-50) [50-55)

[15-20) 1/4 1/4 2/4 0 0 0 0 0
[20-25) 1/26 1/26 7/26 6/26 7/26 3/26 1/26 0
[25-30) 1/147 8/147 41/147 45/147 38/147 12/147 2/147 0
[30-35) 0 5/153 33/153 50/153 43/153 16/153 5/153 1/153
[35-40) 0 4/161 20/161 41/161 56/161 29/161 6/161 5/161
[40-45) 0 2/137 14/137 27/137 44/137 40/137 3/137 7/137
[45-50) 0 0 2/20 6/20 6/20 4/20 2/20 0
[50-55) 0 0 0 2/14 6/14 4/14 0 2/14

The bivariate degree distribution ¯̄χ is already treated separately in the model
(see p.45), so it does not need to be considered as one of the bivariate node
attributes βi. The bivariate distribution of the DegreeBinned variable for the
SFHR edge set:

¯̄χ [0-2) [2-4) [4-10) [10-20)

[0-2) 77/158 37/158 29/158 15/158
[2-4) 57/203 77/203 40/203 29/203
[4-10) 42/195 50/195 64/195 39/195
[10-20) 15/100 23/100 31/100 31/100
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Structural model of the P90 network

3.4 Structural model of the P90 network

The data from the P90 study (Potterat et al., 2002, 1994) yielded were
n = |V | = 569 individuals, with |E| = 272 links connecting them. Of the
questions asked of each individual ERGM analysis (see Section 3.2, p. 72)
showed that only k = 4 properties were found to significantly influence edge
formation. These were:

xi : Name Possible values (Ui)

x1 : Gender {Male, Female}
x2 : Ethnicity {White, Hispanic, African-American, Other}
x3 : AgeBinned {[15-20), [20-25), [25-30), [30-35),[35-40), [40-45),

[45-50), [50-55)}
x4 : DegreeBinned {[0-2), [2-4), [4-10), [10-20)}

HIV prevalence p1 was found to be 3.5%.

3.4.1 Univariate distributions

The tables below provide the univariate distributions of the above four vari-
ables derived from the sample (N = 569).

Male Female

α1 257/569 312/569

White Hispanic African-American Other

α2 385/569 56/569 107/569 21/569

[15-20) [20-25) [25-30) [30-35) [35-40) [40-45) [45-50) [50-55)

α3 26/569 103/569 137/569 151/569 93/569 48/569 4/569 7/569
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Ch. 3. Models of real HIV risk networks

The univariate degree distribution χ is already treated separately in the
model (see p.45), so it does not need to be considered as one of the univariate
node attributes xi.

[0-2) [2-4) [4-10) [10-20)

χ 382/569 82/569 69/569 26/569

3.4.2 Bivariate distributions

The tables below provide the univariate distributions of the above four vari-
ables derived from the sample (N = 272).

β1 Male Female

Male 94/145 51/145
Female 76/127 51/127

β2 White Hispanic African-
American

Other

White 159/196 10/196 24/196 3/196
Black 12/21 6/21 2/21 1/21
Hispanic 22/49 2/49 24/49 1/29
Other 3/6 1/6 2/6 0/6

β3 [15-20) [20-25) [25-30) [30-35) [35-40) [40-45) [45-50) [50-55)

[15-20) 2/12 2/12 4/12 3/12 1/12 0 0 0
[20-25) 5/42 11/42 9/42 14/42 1/42 0 0 2/42
[25-30) 1/52 6/52 15/52 21/52 2/52 3/52 1/52 3/52
[30-35) 2/70 5/70 19/70 30/70 10/70 2/70 0 2/70
[35-40) 2/51 6/51 5/51 19/51 12/51 6/51 0 1/51
[40-45) 1/39 3/39 5/39 8/39 10/39 10/39 1/39 1/39
[45-50) 0 0 2/4 1/4 1/4 0 0 0
[50-55) 0 0 1/2 0 0 0 0 1/2
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Structural model of the P90 network

The bivariate degree distribution ¯̄χ is already treated separately in the model
(see p.45), so it does not need to be considered as one of the bivariate node
attributes βi.

¯̄χ [0-2) [2-4) [4-10) [10-20)

[0-2) 81/131 26/131 20/131 4/131
[2-4) 14 77/43 40/203 29/203
[4-10) 42/195 50/195 64/195 39/195
[10-20) 15/100 23/100 31/100 31/100
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Ch. 3. Models of real HIV risk networks

3.5 Dynamism model parameters

Param Description Values used

µR Inter risk impulse interval mean 1.00 Months
σR Inter risk impulse interval std. dev. 1.00 Months
pH Infection probability in infectious

period
0.05

cL/H Reduction in infectiousness post 3
months

0.01

T+ Infection interval for individuals
initially HIV+

3 Months

µC Churn interval mean 60 Months
σC Churn interval std. dev. 48 Months
wS Degree stability bias 2.9
w∆ Triangle bias 3.0

rP Population growth rate every 10
years

0.0, +0.20, -0.20

ftr Fraction of individuals that are
“transient”

0.0, 0.001, 0.01, 0.05, 0.10

µtr Mean in-network lifetime of
transients

0.10 Months

σtr Std. dev. of in-network transients
lifetime

0.01 Months

µst Mean in-network lifetime of steadies 60 Months
σst Std. dev. of in-network steadies

lifetime
48 Months

µR , σR Inter risk impulse interval mean; Inter risk impulse interval
std. dev. These parameter were set in accordance with the SFHR
data set. Given that the criteria for connection in the SFHR survey
was, primarily, a risk event in the last 30 days (Friedman, 1999) p.
115, the risk parameter µR was set such that nodes would draw from
a distribution of risk profiles centered at one risk event per month
per risk partner. With a mean degree of 3.4, this means, in effect,
that the average actor will engage 3-4 risk events in a 30 day period.
Further justification for this comes from a description of the 30 day risk
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Dynamism model parameters

event rate analyses (Friedman, 1999) p. 136-7. There the authors note
that the mean number of network injection partners in the previous
30 days varied by years injecting from 1.78 to 2.3, while the mean
number of shared syringe uses with a network partner varied from 0.70
to 0.98, and finally the number of network partners who had been sex
partners (ever) ranged from 0.76 to 0.99. One notes that the majority
of those interviewed fell in the long term user category (9 years or more,
n=496/767), where the number of injection partners (2.3) and syringe
sharing partners (0.86) were among the highest rates. In addition, 32
% of respondents reported sex with an injector in the last 32 days
(Friedman, 1999) p. 123.

Further description points to a wide range of risk behavior rates. SFHR
interview subjects reported an average of 112 monthly injections (not
all of which, obviously, involved a risk event), with a standard deviation
of 139 (Friedman, 1999) p. 120. Taking the latter as our guide, we set
the standard deviation for the risk distribution σR equal to the mean.
This produced a truncated distribution with a near flat distribution
between 0 and 2, and long but diminishing tail for rates greater than
2 risk events per number of risk partners per month.

pH Infection probability in infectious period: This parameter was set
differently from the others. Where the other settings have real world
equivalents that can draw on direct research, this parameter refers to a
fictitious entity, the “risk event” which is a composite of very different
events, each with very different transmission likelihoods. Further, dis-
aggregation of this phenomenon was not possible, as the various forms
of risk had been aggregated at the level of data collection in the studies
that formed the basis of the simulations. As a result, this parameter
was used to “tune” the simulation, meaning that—once the other pa-
rameters had been set according to the SFHR data, a series of trials
were done on the simulated data, and the transmission parameter was
set such that the simulated HIV rates for the SFHR settings regularly
matched those of the SFHR sample (i.e. 40%).

cL/H , T+ Reduction in infectiousness post 3 months; Infection interval
for individuals initially HIV+: A full discussion of the dynamics
of HIV infectiousness is given in Section 2.2.1 above. A factor of 1.0%
the max transmission rate was use as an estimate for a wide range of
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Ch. 3. Models of real HIV risk networks

published measures, from 1/20th to 1/1000th, based on comparisons
between periods of high and low infectiousness. Similarly, a period of
three weeks was chosen as an approximation for published a range of
estimates from 9 to 14 weeks (Daar, Moudgil, Meyer, & Ho, 1991; Kahn
& Walker, 1998).

µC , σC Churn interval mean; Churn interval std. dev.: The rate at
which network actors changed their current list of risk partners reflects
a stable network where risk partners are held as such for an average
of 5 years. Justification for this (Friedman, 1999), p. 130 includes the
fact that, 53 percent of the network noted that they had known all
of their network for at least a year, and 43 percent of the network felt
“very close” to some or all of their network. Ethnographic reports from
the SFHR network (Curtis et al., 1995) note considerable longevity to
risk partnerships (see also (Friedman, 1999) chapter 3). Here again,
where wide variation in individual characteristics obtained, we chose
a standard deviation that ensured that actors chose their individual
churn behavior from a distribution that allowed for rapid turn overs
of less than 2 years (for their entire personal network) to long-term
partnerships (of 8 years or more). As discussed in Chapter 7, wide
variations in the churn parameter actually had little overall effect on
HIV rate stabilization over the course of many simulations. We note
here, however, that adequate diachronic data was not available from
the SFHR data set to determine this variable more precisely, and as a
resulted we depended on our estimates based on long-term ethnographic
experience in the SFHR network (via co-authors Curtis and Wendel).

wS Degree stability bias: As above, this parameter determined how
closely individual nodes maintained their degree over the course of their
participation in the network. On the whole, the justification for a fixed
degree comes from prior work on drug scene “roles” (Friedman et al.,
1998; Curtis et al., 1995). While, obviously, no direct parameter set-
tings can be drawn from the data described by Friedman et al and
Curtis et al, the function used to determine the effects of the param-
eter, and the original parameter setting of 2.9 was designed such that
variations from initial degree by roughly 30 % were very likely to be
corrected. As with network churn, it was later discovered that the over-
all effects of variation in the degree stability parameter had little effect
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Dynamism model parameters

on the simulation outcomes as regards HIV rate stabilization and the
firewall effect.

w∆ Triangle bias: The derivation of the triangle bias is covered in Chap-
ter 3. While the results there could have argued with a higher setting
than the value of 3 chosen here, this would have served to so signifi-
cantly diminish the value of actor attributes as to render them mean-
ingless. While there is good reason to expect an important role for
triadic closure in the SFHR network, a setting that rendered actor at-
tributes meaningless would have flown in the face of well established
results from the SFHR study, where actor attributes were found to be
a crucial factor in both local and researcher explanations of network
dynamics. Tests of higher ranges of triangle bias are discussed in Chap-
ter 7, where the model derived from the ERGM analysis of the next
chapter are examined.

rP Population growth rate every 10 years: Given that little is known
about the effects of growth or shrinkage on network-level behavior, we
decided to simulate the effects of growth and shrinkage at rates of 20%
per decade.

ftr Fraction of individuals that are “transient”: While a number of
individuals in the SFHR study had few partners, or would be considered
marginal members of the network itself, there is also a wealth of ethno-
graphic reports on very short-term visitors to the network (Friedman
et al., 1998; Curtis et al., 1995). As far as we know, no solid estimates
of the proportion of these transient participants is given, nor would
we expect the number to be uniform across sub-networks in New York
City. A “drug market” zone like that studied by the SFHR project is
likely to have a greater proportion of transient members than a smaller,
let public network. The original setting of 0 transients was meant to
serve as a base-line against which (among other things) the effects of
variations in the transient participation rate could be measured.

µtr , σtr Mean duration of transients’ lifetimes; Std. dev. of transients’
lifetimes: The transient participation rate was set at 0.1 months (with
a standard deviation rate of 0.01 months) to ensure rapid entry and exit
from the network. More strict control (i.e. a lower standard deviation
in proportion to the variable itself, when compared with other model

93



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 3. Models of real HIV risk networks

settings discussed here) was used to effect tighter control over the length
of transient participation.

µst , σst Mean duration of steadies’ lifetimes; Std. dev. of steadies’
lifetimes: Hear, as with network churn, a dearth of diachronic data
meant that we relied heavily for these parameter settings on ethno-
graphic observation and the experience of project co-authors in the
SFHR network. While many of the SFHR network members had been
injectors for longer than 9 years, this does not mean that their they par-
ticipated in the same IDU network for that entire time. For this reason,
the settings were made identical to the churn settings above, such that
participation varied widely from 2-8 years for “steady” participants.
Here again, there was wide variation in individual participation times
reported by SFHR researchers. We chose a standard deviation that
ensured that actors chose their individual duration in network from a
distribution that allowed for rapid node turnover of less than 2 years
to long-term network participation (of 8 years or more). As discussed
in Chapter 7, wide variations in the steady duration parameter actu-
ally had significant effect on HIV rate stabilization over the course of
many simulations. Because this parameter had to be set by estimation,
special attention to the effects of variation deserve attention.
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Chapter 4

HIV stabilization dynamics

Having fit the SFHR model to the general simulation framework described
above, new artificial networks which follow the SFHR topology can be gener-
ated, and these networks then be simulated over long periods of time. Of par-
ticular interest in this Chapter is determining the extent to which networks
generated by the SFHR model (parameterized as described in the previous
chapter) would achieve stabilization that remained “real world viable” when
compared with HIV rates in the greater New York City area.

In what follows, we will present the results of a number of such experiments,
each performed on random networks generated from the SFHR model (see
Section 3.3, p. 84). In each case the model was used to instantiate 10 in-
dependently generated networks at each of 4 different sizes: 1k nodes, 5k
nodes, 10k nodes, and 25k nodes.

We note that since the mean in-network lifetimes of individuals was taken to
be µst = 60 months (standard deviation σst = 48 months), the total number
individuals which participated in these network over the in 15 years was closer
to 1, 000 × 180/60 = 3, 000, 5, 000 × 180/60 = 15, 000, 10, 000 × 180/60 =
30, 000, and 25, 000× 180/60 = 75, 000.

In each of the resulting 40 simulation experiments, the following time varying
metrics were computed continuously throughout the simulation’s execution.
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Ch. 4. HIV stabilization dynamics

1. Number of nodes. This metric in non-constant in simulations where
the population process growth parameter rp &= 0 (see Section 2.2.2,
p. 64).

2. Mean age of individuals. This metric increases if individuals are
always replaced according to the same distribution that the network
nodes were created using—the aging process (see Section 2.2.2, p. 66)
pushes the age variable up continuously until they are removed because
their in-network lifetime expires.

3. Number of edges. This metric is non-constant in simulations if there
is any churn µC

1 < ∞ (see Section 2.2.2, p. 60), or if in-network lifetimes
are bounded µst, µtr < ∞, or the population growth parameter rp &= 0
(see Section 2.2.2, p. 64).

4. Average degree. The quotient of the above two metrics—it is non-
constant, if either of them are non-constant.

5. Average deviation from ideal degree. Each vertex v has a constant
ideal degree d1(v) and time varying actual actual degree |N t

1(v)| at time
t. This metric’s value is the average deviation of the two values

1

|V |

∑

v∈V

|N t
1(v)| − d1(v).

This metric is non-constant if the number of edges is non-constant, or
there is any churn µC

1 < ∞ (see Section 2.2.2, p. 60).

6. Average magnitude of deviation from ideal degree. This met-
ric’s value is the unsigned average deviation of the actual and ideal
degrees

1

|V |

∑

v∈V

∣

∣ |N t
1(v)| − d1(v)

∣

∣ .

This metric is non-constant if the number of edges is non-constant, or
there is any churn µC

1 < ∞ (see Section 2.2.2, p. 60).

7. HIV prevalence (among steady nodes) in the population. This
metric takes a value equal to the number of HIV positive individuals
expressed as a fraction of the total population, i.e. pt1, which is |At

1|/|V
t|

(see p. 45 for details).
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8. Number of recent infections (HIV+ individuals in the highly
infectious “acute” phase). This metric takes a value equal to the
integer number of HIV positive individuals v for which

t− t+1 (v) ! 3

(see Section 2.2.1, p. 45 for details).

9. Number of components. This metric takes a value equal to the
number of disconnected components in the graph obtained upon delet-
ing all the “old” chronic stage HIV+ individuals, i.e. individuals for
which t− t+1 (v) > 3.

10. Average component size. This metric takes a value equal to the
average size of the components so obtained (see the metric Number
of Components).

11. Size of the largest component. This metric takes a value equal to
the size of the largest component so obtained (see the metric Number
of Components).

Not all the metrics above appear in the remainder of this chapter. As our fo-
cus here is limited to understanding evolving HIV prevalence levels over time
in network trajectories generated by the SFHR model, only those metrics
which help to explain the observed phenomena shall appear. Other metrics,
however, will be used in later chapters which are devoted to parallel inves-
tigations of firewalling, and to assessing the robustness of our conclusions
against variations from the base SFHR model parameters.
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Ch. 4. HIV stabilization dynamics

4.1 Simulations based on the SFHR model

The graphs that follow depict the 15-year trajectories of ten independently
generated 10,000 node networks based on the SFHR model, depicting various
metrics over the simulation interval. Each of the 10 trajectories is referred
to as a trial.

Before considering the simulations, we present a few subtleties that bear
mentioning in considering what we mean by a “10,000 node network”. Note
that the mean in-network lifetimes of individuals was µst = 60 months
(standard deviation σst = 48 months). As such, the number of individ-
uals which participated in the network over the in 15 years was closer to
10, 000× 180/60 = 30, 000. When an individual’s lifetime expired, they were
remove and replaced by the population process, in order to keep the number
of individuals in the network at 10,000.

Similarly, given that 30,000 individual nodes participated in the network,
each with an average degree of 3.4 and an average churn rate set to their life
expectancy (such that each node would on average churn through his/her
entire set of connections completely over the course of their participation
in the network), we can estimate that (30, 000 × 3.4 initial connections) +
(30, 000 × 3.4 churned connections)=204, 000 total edge changes took place
over the course of the 15 year simulation. Given that, with a risk rate of
1, each of these edges was (on average) subject to a risk event monthly, we
can estimate that each simulation trial entailed approximately 37 million risk
events across which HIV infection could have taken place.
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Simulations based on the SFHR model
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Figure 4.1: Number of edges (left) and mean degree (right) in a SFHR-based
risk network.

We see from the left graph in Figure 4.1 that the number of edges remains
relatively stable over the course of the simulation, as well as across simulation
trials. Fluctuations in edge numbers were due to the fact that new individuals
entering the network were assigned new ideal degrees based on the degree
distribution χ of the SFHR model. The right graph depicts the average
number of risk partnerships over time, which fluctuated in a narrow range
slightly below 3.4.

Figure 4.2 shows the HIV prevalence (over time) in 15 year simulations of
ten independently generated 1k, 5k, 10k, and 25k node networks based on
the SFHR model. These graphs show that from an initial infection rate
of 0.5%, HIV spreads throughout the network in 12-18 months (in all but
the 1,000 node network), to a prevalence level of roughly 40%. From here,
it remains relatively stable, rising to 50% over the next 15 years. These
figures are commensurate with HIV levels measured in New York City’s IDU
networks during the early stages of the HIV epidemic (Des Jarlais, Arasteh,
& Friedman, 2011; Des Jarlais et al., 2005, 1998, 1989). We note here as
well the effects of scale, whereby the 1,000 node network exhibits higher
variance across simulations and different stabilization characteristics than
the larger networks. These effects of scale for networks below 1000 nodes
remains consistent in the simulation experiments that follow.
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Figure 4.2: HIV prevalence in a SFHR-based risk network of size 1,000 (top left);
5,000 (top right); 10,000 (bottom left); and 25,000 (bottom right).
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Simulations based on the SFHR model
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Figure 4.3: Count of highly infectious nodes in a SFHR-based risk network
of size 1,000 (top left); 5,000 (top right); 10,000 (bottom left); and 25,000
(bottom right).

Figure 4.3 shows the number of highly infectious nodes (over time) in 15 year
simulations of ten independently generated 1k, 5k, 10k, and 25k node net-
works based on the SFHR model. These graphs show that in the three larger
networks, a surge of acute infections appears roughly 10 months into the sim-
ulation, encompassing roughly 20% of all individuals. In the 10 months after
the spike, the acute infections dissipate, and the network returns to having
relatively few acute infections (approximately 3%). This low but steady rate
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Ch. 4. HIV stabilization dynamics

of new infections over time, together with the stabilization of HIV shown
in Figure 4.2 demonstrate that while the network continues to produce new
infections over the course of time, they fail to propagate fully throughout the
network (Hypothesis 3). At the smallest scale of 1,000 nodes, no such “hot
spike” appears. From this we can conclude that the validity of Hypothesis 3
is dependent on factors of scale.
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Figure 4.4: Number of components post deletion of old infections (and their
incident edges), in a SFHR-based risk network of size 1,000 (top left); 5,000
(top right); 10,000 (bottom left); and 25,000 (bottom right).
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Simulations based on the SFHR model

Figures 4.4 and 4.5, together, show that for sufficiently large networks (of size
greater than 1,000), once we remove the HIV positive nodes whose infections
have reached the chronic stage of low infectiousness, the overall network
shatters into a large number of components, with each component having on
average fewer than 2 members. Thus, even though the network continues to
produce new infections, the bridging effect of old infections limits the spread
of HIV from highly infectious individuals in the acute phase. These small
components are neighborhood-level social network structures; old infections
lie at the boundaries of these structures, and serve to limit the potential
spread of HIV within the network as a whole. The two together account
for a firewalling effect that allows IDU communities to remain at relatively
stable infection levels below saturation. This resolves Hypothesis 2.

We note from Figure 4.3, that upward spike in the number of components
coincides with the rapid decline in the “hot spike” of acute infections. The
rise in the number of components limits the topological transmission range
of acute HIV+ individuals, while the rise in the number of acute infections
produces a rise in the number of components—albeit delayed by 3 months.
We speculate that infections burn quickly through the core of the network,
leaving only sparsely connected margins.

At the smallest scale, a network with 1,000 nodes exhibits much higher vari-
ance across simulations and has different stabilization characteristics than
the larger networks. From this we can conclude that like Hypothesis 3, the
validity of Hypothesis 2 is dependent on factors of scale.
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Figure 4.5: Component size post deletion of old infections (and their incident edges),
in a SFHR-based risk network of size 1,000 (top left); 5,000 (top right); 10,000 (bottom
left); and 25,000 (bottom right).
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Non-constant population size scenarios

4.2 Non-constant population size scenarios

Next we consider scenarios in which the population size is not kept con-
stant over time. Figure 4.6 (resp. Figure 4.7) depicts the HIV prevalence in
populations that are growing (resp. shrinking) at a rate of 20% per decade.
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Figure 4.6: HIV prevalence in a growing SFHR-based risk network of size
1,000 (top left); 5,000 (top right); 10,000 (bottom left); and 25,000 (bottom
right).
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Figure 4.7: HIV prevalence in a shrinking SFHR-based risk network of size
1,000 (top left); 5,000 (top right); 10,000 (bottom left); and 25,000 (bottom
right).

As can be seen in Figures 4.6 and 4.7, changes in network size over the
course of the simulation had little impact on the stabilization rates, nor for
that matter on the overall rates of HIV in the network as a whole. The
simulation results demonstrate that HIV prevalence stabilizes in both grow-
ing and shrinking populations in much the same way as it does in settings
of constant population size (compare Figure 4.2, p. 100). In addition, we
note here that the effects of small scale carried over in both growing and
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Remarks concerning the simulations

shrinking networks, with the greatest variability between runs shown in the
shrinking network. Indeed, the small scale growing network (Figure 4.6, top
left) appears to narrow in variability between runs after 10 years, where the
network would have achieved a population size of approximately 1200 nodes.
In contrast, the shrinking networks of small scale (Figure 4.7, top left) neither
stabilizes nor narrows its run-to-run variability.

4.3 Remarks concerning the simulations

Given this first set of experiments, some initial remarks concerning the results
of these simulations can be enumerated:

• Stabilization. In general, the parameter settings discussed in Chap-
ter 3 resulted in all networks above 1000 nodes to show HIV rate sub-
saturation stabilization at a level similar to that observed for IDU
networks in New York City in the early stages of the HIV epidemic
(Des Jarlais, Arasteh, & Friedman, 2011; Des Jarlais et al., 2005, 1998,
1989).

• Hypothesis 3. Evidence for the establishment of Hypothesis 3—that
IDU networks with stable, sub-saturation levels of HIV-1 infection will
continue to produce new infections over the course of time which fail
to propagate full throughout the network—was given in Figure 4.3. As
originally proposed by Friedman (Friedman et al., 2000), the presence of
highly infectious individuals engaging in risk activities does not, alone,
ensure that HIV infection will spread throughout a risk network.

• Hypothesis 2. As evidenced in Figure 4.5, there is good reason to
suspect that local-level social network structures within the risk net-
work contribute to the non-spreading of HIV (Hypothesis 2), despite
the presence of highly infectious individuals engaging in risk activities.
We verify that the reduced component size of pockets of uninfected
nodes coincides with periods of HIV rate stabilization, and that such
configurations are maintained over long periods of simulation time. As
above, this phenomenon exists despite continuing turnover in network

107



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 4. HIV stabilization dynamics

participants, high levels of network edge churn, and very high numbers
of network risk events.

• Growing and Shrinking Networks. All of the above apply to net-
works whose overall size is changing as well, whether these networks are
growing or shrinking. Indeed, changes in overall network size showed
little or no effect on the dynamics described here (nor on evidence used
to evaluate Hypotheses 2 and 3).

• Scale. All of the above is conditioned on factors of scale. Consistently
throughout the various simulations and the metrics used to evaluate
them, we found that while networks of size 5,000 through 25,000 fol-
lowed a narrow (and therefore predictable) range of trajectories, smaller
networks of 1000 nodes showed high variability in their network wide
behavior.

The last of these remarks bears serious consideration for those concerned
with interventions aimed at influencing the overall rate of HIV among in-
jecting drug user networks. If smaller networks show high variability in their
dynamics—leading to the idea that they are more subject to stochastic events
than networks of large size—then understanding where and how particular
interventions will succeed or fail becomes very difficult. What such variabil-
ity indicates is that stochastic factors may outweigh node level dynamics
in determining network-wide outcomes through time. Put another way, the
outcome of interventions in small scale networks may not serve as good in-
dicators of likely outcomes of the same intervention in large networks, other
small networks, nor in the same networks at a different time. In each case,
the effects of random events may render the most successful interventions
moot, or the most ill-adapted interventions successful—all this without a
change in the underlying set of network attributes or dynamics.
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Chapter 5

HIV firewalling effects

In this Chapter, we evaluate the extent to which the Firewall Hypothesis
holds in networks generated by the SFHR model. Recall, as originally stated
on p. 28:

Firewall Hypothesis. Firewall phenomenon will consist of indi-
vidual agents with mature infections which partition the overall
risk network into a series of clusters, in which uninfected clusters
remain relatively stable (over simulation time). Originally

To evaluate the validity of this hypothesis, we shall require a mathematical
formulation, or more precisely, a computable expression which, when applied
to a specific risk network (at a particular instant in time), will produce a value
of 1 if the network absolutely satisfies the Firewall Hypothesis, and a value
of 0 if the hypothesis absolutely fails therein. In addition, the mathematical
formulation should be designed to produce intermediate values between 0
and 1, with magnitude reflecting the “extent” to which the hypothesis holds
for the specific network at the particular time.

To better understand the circumstances which leading to firewalling (and
by duality, which cause it to fail), we shall consider the structure of the
risk network at a resolution that is pertinent to viral propagation dynamics.
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Ch. 5. HIV firewalling effects

Because of the nature of the infectiousness curve for HIV-1, nodes for whom
the time since infection exceeds 3 months enter a chronic stage in which they
present much lower transmission potential for the virus (see Figure 2.2 on
p. 59). In view of this, we will be particularly interested in analyzing the
structure of the risk network minus the old infections. This is justified by
the observation that individuals in the chronic phase play a much smaller
role in viral propagation compared to acute infections and HIV- individuals,
which represent sources and sinks of HIV, respectively.

The top image in Figure 5.1 below shows a 26 node risk network with three
connected pieces comprising 2, 3, and 21 individuals respectively The bottom
image shows the risk network once individuals with old chronic-stage infec-
tions (and their incident edges) have been deleted. The resulting graph (post
deletion process) is seen to have six components. In effect, the top figure is
a human-centric rendering of the risk network, while the combinatorial
object at the bottom of the figure is a virus-centric rendering of the same
risk network. We note that the virus propagates on the human-centric net-
work, because that is where risk events are transacted. The virus-centric
view merely represents an analytic strategy, algorithmically derivable from
the human-centric view.

At each instant in time, the virus-centric rendering of risk network may be
decomposed into a collection of “connected components”. The fates of
individuals in each connected component are seemingly intertwined by se-
quences of risk relationships, while individuals lying in different components
have more independent destinies with respect to infection outcomes (assum-
ing a static network structure). Each connected component can be assigned
a risk status, wherein it is deemed to be “at-risk” (resp. a “firewalled”
component), if acute HIV infection(s) are present (resp. absent) from it. In
the virus-centric rendering of the risk network shown at the bottom of Figure
5.1, 4 of the 6 components are “at-risk”; the remaining 2 are “firewalled”.

In this analysis, the HIV- individuals within each component in the virus-
centric view, inherit the risk status of the component in which they lie. Since
the 4 components that are “at-risk” have 4, 2, 3, and 1 HIV- individuals in
them (respectively), the total number of individuals said to be “at-risk” is
4+2+3+1=10. On the other hand, since the 2 components that are “fire-
walled” both have 3 HIV- individuals in them, the total number of individu-
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als said to be “firewalled” is 3+3=6. From this, we conclude that out of the
total 10+6=16 HIV- individuals, a 6/16=0.375 fraction may attribute their
present safety and good fortune, to the fact that the virus cannot reach them
because of local structures that “partition the overall risk network into a se-
ries of clusters”. In the example, the validity of the firewall hypothesis would
be taken to be 0.375. This is a relatively low value, within the range 0 to 1 of
possible values. If simulations of networks generated by some model (e.g. the
SFHR model) were to consistently produces risk networks whose trajectories
exhibited such low firewall hypothesis validity measures (across the entire
duration of the simulation), we might justifiably conclude that the Firewall
Hypothesis is largely untrue in the networks that the model generates.

As it turns out, however, the opposite occurs. That is, our simulations of
networks generated by the SFHR model are seen to produce risk networks
whose trajectories exhibit high values (nearer to 1) for the Firewall Hypoth-
esis validity measure. To illustrate the subtleties underlying this assertion,
consider the human-centric view of a risk network shown at the top of Fig-
ure 5.2. This 26-node risk network has precisely the same HIV prevalence,
and the same number of acute and chronic (old) infections. When viewed
purely as combinatorial graphs, the two networks at the top of Figures 5.2
and Figure 5.1 are isomorphic. Furthermore, chronic infections are situated
identically in the two networks, and hence the virus-centric views are also
isomorphic (as combinatorial graphs). What is different between the two
networks, is the placement (but not the number) of acute infections, relative
to the constant locations of chronic infections. The virus-centric view of the
network in Figure 5.2 has 2 “at-risk” components and 4 “firewalled” compo-
nents. Of the 16 HIV- individuals, the number of “at-risk” HIV- individuals
is 1, while the number of “firewalled” individuals is 15. Thus, sheerly by of
the relative placements of the acute and chronic (old) infections, the validity
of the firewall hypothesis in this network is 15/16=0.938. This is a relatively
high value, in the range of possible value from 0 to 1.
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

























Figure 5.1: (Top) A human-centric view of a 26 node risk network with HIV
rate 10/26, 4 of 10 HIV+ individuals have acute infections; (Bottom) The
virus-centric view of the same network. The measure of Firewall Hypothesis
Validity is 6/16=0.375.
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



















Figure 5.2: (Top) A human-centric view of a 26 node risk network with HIV
rate 10/26, and 4 of 10 HIV+ individuals have acute infections; (Bottom) The
virus-centric view of the same network. The measure of Firewall Hypothesis
Validity is 15/16=0.9375

113



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 5. HIV firewalling effects

What these two artificial examples illustrate is that the Firewall Hypothesis
validity measure is defined in terms of local structures in the network, as
relevant to the virus propagation dynamics. The measure requires computa-
tions on the combinatorial structure of the risk network. It is sensitive to the
relative placement of acute and chronic infections, and cannot be predicted
purely from HIV prevalence, network topology, or the numbers of acute and
chronic infections.

In Section 5.2, we shall report on experiments which compute the Firewall
Hypothesis measure over long term simulations of networks generated by the
SFHR model. Before that, however, it is incumbent on us to carry out our
mathematical responsibilities, in providing the reader with a rigorous, graph-
theoretic exposition of the measure that has been presented informally above.

5.1 Network obstructions to saturation

In this section, we provide a formal mathematical treatment of the Firewall
Hypothesis validity measure. We begin by noting that at each fixed instant
in time t, we have a population V t, of which a subset At

1 ⊆ V t are HIV
positive1. The HIV prevalence at time t is given by the expression

p1(t)
def
= |At

1|/|V
t
1 |

The HIV positive individuals can be partitioned At
1 = N t

1 1 Ot
1. The set N t

1

consists of new infections, that is, highly infectious individuals who acquired
HIV within the past three months and are presently in the acute phase (Cates
et al., 1997; Kahn & Walker, 1998; Lyles et al., 2007). The complement of
N t

1 (within the set of HIV+ individuals) is Ot
1 = At

1\N
t
1, the set of older

infections. These individuals were infected with HIV at time prior to (t −
3 months), and are now in the chronic significantly less infectious phase.

The individuals V t
1 are inter-connected by a set of pairwise risk relationships2

Et
1 ⊆ V t × V t, allowing the topology of the risk network to be modeled as

1In framework formalisms, we have p = 1 pathogens, with HIV being type P1.
2In framework formalisms, we have l = 1 layers, of which needle-sharing is type T1.
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Network obstructions to saturation

an undirected graph Gt
1 = (V t, Et

1) having vertex set V t
1 and edge set Et

1. In
general, Gt

1 need not be a “connected” graph, i.e. every pair of individuals
might not be related through a chain of risk relationships. The partitioning of
Gt

1 into disjoint components is one network obstruction to viral propagation.
Another, more subtle network obstruction exists because individuals with
older infections have low infectiousness, and so serve to limit the extent of
viral outbreaks. We seek to formally define a measure which captures the
extent to which these two network obstruction phenomena are manifested at
any given time.

Towards this, let us take Gt
1
′ to be the graph obtained by deleting from Gt

1 all
old HIV infected individuals Ot

1 (along with all their incident edges). While
Gt

1
′ need not be a connected graph, it can be described as a collection of ,t

disjoint components,

Gt
1
′
= Ct

1 1 Ct
2 1 . . . 1 Ct

't .

We introduce a function I t : V t\Ot → {1, . . . , ,t} that identifies the com-
ponent in which each individual v from V t

1 \O
t
1 is to be found, i.e. I t is

defined such that v ∈ Ct
It(v) for all v in V t

1 \O
t
1. An HIV negative individual

v ∈ V t
1 \A

t
1 is said to be “at high risk” if the v is connected to a highly infec-

tious individual by a chain of risk relationships involving uninfected nodes,
i.e. if Ct

It(v) ∩ N t
1 &= ∅; otherwise, the individual is said to be “at low risk”.

We define a Boolean-valued function βt : V t\At
1 → {0, 1} by putting

βt(v) =

{

1 Ct
It(v) ∩N t

1 = ∅
0 otherwise.

Note that βt(v) = 1 if and only if v lies in a component of Gt
1
′ that has no

highly infectious HIV+ individuals. This can occur in one of two ways:

• v is in a component of Gt
1 with no highly infectious HIV+ individuals,

• v is in a component of Gt
1 that contains highly infectious HIV+ indi-

vidual(s), but v is protected by interceding nodes from Ot
1.

It follows that βt(v) = 1 precisely when individual v enjoys one of the two
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Ch. 5. HIV firewalling effects

network obstruction phenomena discussed above. Given this fact, we intro-
duce the quantitative measure

hyp(t)
def
=

∑

v∈V t\At
1

βt(v)

|V t\At
1|

.

If hyp(t) ≈ 1, then it may be asserted that at time t almost all HIV negative
individuals experience one of the two network obstruction phenomena.

5.2 Looking for firewall effects

Figure 5.3 depicts the value of hyp(t), plotted as a function of time for
15 year trajectories of ten networks generated by the SFHR model. Four
network sizes are considered: 5k, 10k, and 25k nodes. In all but the smallest
network scenario, the Firewall Hypothesis validity rises rapidly from 0 to
0.8 during the first 18 months, rebounding briefly to 0.75 in the next 5
years, and then re-stabilizing again back at the 0.8 level. Figure 5.4 shows
the results of analogous simulation experiments on growing and shrinking
networks whose initial size is 25k nodes. In all cases, the Firewall Validity
Hypothesis measure follows a similar arc over the course of the simulation.
Given that the Firewall Hypothesis validity measure remains above 0.85 for
all but the initial 18 months, we take this as validation of Hypothesis 1 (see
p. 28), that being that individual agents with mature infections partition
the overall risk network into a series of clusters, in which uninfected clusters
remain relatively stable over simulation time. Accordingly, we shall hereafter
refer to the Firewall Hypothesis as the firewall effect. In smaller networks of
1000 nodes, the extent of the firewall effect varied considerably between trials,
showing that stochastic factors outweigh structural/node-based behaviors in
the determination of simulation outcomes.
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Figure 5.3: Firewall Hypothesis Validity in stable risk networks of 10,000
(top) and 25,000 (bottom) nodes over 10 years.

We now provide a local level structural explication of the phenomena underly-
ing the Firewall Effect. To facilitate the exposition, we divide the simulation
period into two stages, which we will refer to as the emergent period, and the
steady period. The emergent period spans roughly the first 18 months, while
the steady period will be taken to be remaining 13+ years in the simulation.
In what follows, we shall seek to explain the mechanisms underlying the tra-
jectory followed by the Firewall Hypothesis Validity measure. Each of the
two periods, emergent and steady, shall be treated in a separate section.
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Figure 5.4: Firewall Hypothesis Validity in growing (left) and shrinking
(right) risk networks having an initial size of 25k nodes.

5.2.1 Emergent period

To understand why the Firewall Validity Hypothesis measure follows the
particular trajectory that it does, we return to the definition of the measure
as a quotient of two quantities: the number of firewalled individuals divided
by the number of HIV- individuals.

The number of firewalled individuals, which appears in the numerator of the
hypothesis validity measure, is depicted over the 18 month emergent period
in the left graph in Figure 5.5. We can see from the graph that at the outset,
approximately 25% of all individuals are firewalled, but that this number
which doubles and plateaus over the 18 months duration of the emergent
period.

The number of HIV- individuals, on the other hand—which appears in the
denominator of the hypothesis validity measure—can be readily determined
from HIV prevalence levels, since the number of HIV- individuals is simply
the population size multiplied by 1 minus the HIV prevalence. Recall that
in these simulations, the population size is held constant. The right graph of
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Figure 5.5 shows that over 18 months, the number of HIV negative individuals
falls from its initial value of 99.5% of all individuals, plateauing at a mere
57%, just one year into the simulation.
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Figure 5.5: The emergent period: firewalled nodes (left); HIV prevalence,
number of HIV- individuals (right) in a risk network of 25k nodes

The two quantities discussed above, namely, (a) the number of firewalled
nodes (left graph in Figure 5.5), and (b) the number of HIV negative indi-
viduals (right graph in Figure 5.5) are the two ingredients which, together,
explain the behavior of the Firewall Hypothesis validity measure (see Figure
5.3). To obtain a clearer understanding, however, we must get a sense of
“why” these two ingredient quantities behave as they do during the emer-
gent period. Each quantity will be considered in turn. To assist with the
exposition, we shall make use of the four graphs in Figure 5.6. Each graph
illustrates the dynamic relationship between just two variables, though the
reader is advised to bear in mind that all four relationships coexist and op-
erate concurrently.
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Figure 5.6: The firewall effect during the emergent period.

(a) The number of HIV- individuals. We begin by considering the
top left graph in Figure 5.6, which reveals that the number of acute HIV
infections (i.e. the “HotCount”) rises exponentially from close to 0 to around
5,000 over a brief 6 month initial segment of the emergent period. After rising
sharply for 6 months, the number of acute infections begins to decline. To
understand why this occurs, we contemplate the second curve in the top left
graph, which indicates that the average size of at-risk components decreases
sharply from over 3,000 to nearly 1 by month 7 of the emergent period. But
to say that the average at-risk component size is small (near 1), is precisely to
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Looking for firewall effects

say that each acute infection can impact very few HIV negative individuals
through transmission. When the ability of acute infections to spread has been
mitigated in this way, as it clearly has by month 7, acute infections cease to be
able to increase exponentially, and instead begin to decay in number as they
transition naturally from acute to chronic phase over time. This explanation
is confirmed in the top left graph of Figure 5.6, which indeed shows the
decay in the number of acute infections begins at month 7 of the simulation.
Note that the number of acute infections does not drop to 0, because even
chronic infections have a non-zero probability (cL/H ·pH > 0) of transmitting
HIV and thereby generating new infections. Thus, we see that the large
numbers of chronic infections act as a reservoir of infectiousness, and are
responsible for continuing to produce new infections that fail to propagate
fully throughout the network (see Hypothesis 3, p. 29). The decline in the
number of acute infections immediately explains the trajectory of the number
of HIV- individuals (right graph in Figure 5.5).

(b) The number of firewalled nodes. Having described the mechanisms
underlying the trajectory of the number of HIV- individuals during the emer-
gent period, we turn our attention to the number of firewalled nodes (left
graph in Figure 5.5). To understand the trajectory of this quantity, we begin
by considering the top right graph in Figure 5.6. Here we see that three
months after the rise in acute HIV infections begins, the number of com-
ponents (in the virus-centric view of the risk network) begins to rise. The
cause for this delayed response is clear: the rise in the number of components
begins as acute infections start to transition into the chronic phase, causing
individuals to be removed from the virus-centric view and splitting the risk
network into components in the process. The increase in number of com-
ponents (from 5,700 to 9,000) takes longer than the increase in the number
acute infections, because not every transition of an HIV+ individual from
acute to chronic phase induces a component split in the virus-centric risk
network. Indeed, some components succeed in splitting off only when several
such transitions have taken place (see e.g. the component containing vertices
1,2,3 in Figures 5.2 and 5.2, which requires two acute infections to transition
to chronic before it detaches from the larger component). Regardless, we
see that 3,300 new components have arisen, and since each component can
always be classified as “firewalled” or “at-risk”, it is natural to ask which
classification dominates these newly created components. To resolve this,
note that since each at-risk component must, by definition, contain at least
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one acute HIV infection, a rise and fall in the number of acute HIV infections
necessarily precipitates (with a lag of 3 months), a corresponding rise and fall
in the number of at-risk components. This reasoned conclusion is confirmed
in the bottom left graph of Figure 5.6. Indeed, we see that the number of
at-risk components rises and falls, and stabilizes by time 18 months. If the
number of at-risk components rises and then falls3 (bottom left graph), but
the total number of components rises (top right graph), then it follows by
reasoning alone, that the number of firewalled components must rise. This
conclusion is verified by the bottom right graph of Figure 5.6. There we see
that the number of firewalled components rises from near 5,700 to near 9,000.
In the same time period, the average size of firewalled components stays rel-
atively constant, increasing only slightly from 1.2 to 1.4. Taken together,
these last two observations complete the explanation of the trajectory of the
number of firewalled nodes (see right graph in Figure 5.5).

5.2.2 Steady period

Next we turn to an exposition of the dynamics of the Firewall Hypothesis
validity measure during the steady period, a term we designate for the simu-
lation period post the “hot spike”. As before, the hypothesis validity measure
is defined as the quotient of (a) the number of firewalled individuals over (b)
the number of HIV- individuals. The number of firewalled individuals, which
appears in the numerator of the hypothesis validity measure, is seen to de-
cline from 12,000 to 10,000 over the 13+ years of the simulation (see the left
graph in Figure 5.7). The number of HIV- individuals, on the other hand,
which appears in the denominator of the hypothesis validity measure, is seen
to slowly decrease from just under 15,000 to just under 12,000 over the same
time period (see the right graph in Figure 5.7).

3The fact that the number of at-risk components stabilizes at a higher level than its
initial value at time 0 is explained by the fact that there are many more chronic infections
at time 18 months than at the outset, and these continue to produce new infections, which
while failing to propagate fully throughout the network, do greater numbers of components
to be classified as at-risk.
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Figure 5.7: The steady period: firewalled nodes (left); HIV prevalence, num-
ber of HIV- individuals (right) in a risk network of 25k nodes

To render transparent the mechanisms underlying the trajectories of the
number of firewalled individuals and the number of HIV- individuals, we shall
make use of the two auxiliary graphs of Figure 5.8, each of which illustrate
the dynamic relationship between two variables.
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Figure 5.8: The firewall effect in the steady period.
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Ch. 5. HIV firewalling effects

(a) The number of HIV- individuals. The top left graph in Figure 5.8
depicts both the number of acute infections, and the average risk component
size over time. The right y-axis of the graph has been made identical to
the right y-axis of top left graph in Figure 5.5, so as to provide a sense
of the relative scale of number of acute infections across the two periods.
As noted earlier, even once the “hot spike” has ended, the the number of
acute infections does not drop to 0, because chronic infections have a non-
zero probability (cL/H · pH > 0) of transmitting the virus to their HIV-
neighbors. In our base SFHR model cL/H · pH = 0.05×0.01 = 5 · 10−4, which
while being small is still nonzero, providing a “slow burn” that produces new
infections. This slow burn is unable to explode into a “hot spike” precisely
because the average risk component size is small (thanks to the previously
demonstrated structural side effects of the emergent phase). The slow burn
proceeds, driving the mean size of at-risk components lower, which in turn,
limits the rate at which acute infections can be generated. The two quantities
(number of acute infections and average risk component size) equilibrate
over the steady period. Given an understanding of the trajectory of acute
infections, we implicitly arrived at an explanation of the trajectory of the
number of HIV- individuals, since these two quantities are trivially related
(right graph in Figure 5.7): if the number of acute infections stabilizes to
a constant non-zero number, then HIV prevalence will increase at a rate
proportional to this number.

(b) The number of firewalled nodes. Having described the mechanisms
underlying the trajectory of the number of HIV- individuals during the steady
period, we turn our attention to the number of firewalled nodes (left graph
in Figure 5.7). To understand the trajectory of this quantity, we begin by
considering the right graph in Figure 5.8. Here we see that in the first 5 years
of the steady period, the total number of components (in the virus-centric
view of the risk network) declines from 9,000 components to 7,200, a mere
80% of its starting value. This implies that 1,800 components seemingly
vanished, and since each component can always be classified as “firewalled”
or “at-risk”, it is natural to ask which classification dominates the compo-
nents which disappeared. The graph shows us that the number of firewalled
components experiences a commensurate decline—and hence the components
that are destroyed in the first 5 years are in fact almost exclusively firewalled
components. How might this happen? The third curve in the graph shows
the average size of firewalled components over time. We see that this number
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Remarks concerning the firewall effect

stays fairly steady in the neighborhood of 1.4, implying that a significant of
the firewalled components are islets. It is now apparent what is occurring:
when firewalled islets become infected by the “slow burn” of adjacent old
infections, firewalled components disappear from the virus-centric network.

5.3 Remarks concerning the firewall effect

Given the results of these experiments, some remarks concerning the results
of the simulations and the validity of Hypothesis 1 can be enumerated:

• Hypothesis 1. The main concern of this project was to determine,
in a simulation environment that matched HIV dynamics described
for injecting drug user networks in New York City in the early 1980s,
whether nodes with mature (i.e. low infectiousness) HIV+ status would
divide the network into clusters of uninfected nodes which remained
relatively stable over time. As described in this chapter, this appears
to be the case for a high percentage of uninfected individuals given
the simulation settings derived from the SFHR network. While never
100 percent the case, the “firewall effect” manifests significantly in
these cases, and presents an important barrier to HIV infection in risk
networks.

• Scale. As observed in Chapter 4, small networks (in this case those
below 1000 nodes) showed very different network-wide characteristics
than what is seen by networks whose size exceeds 1000, where the
results appear very uniform across trials. In small networks, the extent
of the firewall effect varied considerably between trials, showing again
that stochastic factors outweigh structural/node-based behaviors in the
determination of simulation outcomes.

• Time frame. In considering the mechanics of the firewall effect, we
find it helpful to examine the network during two phases of HIV infec-
tion: an initial, “emergent” phase of rapid spreading, and a later period
of stable HIV rates. Where Chapter 4 noted the enduring presence of
new infections that failed to propagate during the stable phase of the
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Ch. 5. HIV firewalling effects

network, we can now see that this is because the structural impact of
the emergent phase, during which a significant number of uninfected
nodes cluster into small components in the virus-centric view of the net-
work. These small clusters represent margins of the network, and are
frequently composed of a few (or even single) individuals. The ability
for new infections to spread across the network via such an individual
is near nil.
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Chapter 6

Resilience to variations in the
structural model

While the main focus of our analysis concerns the SFHR data set, and models
derived thereof, we were concerned that the phenomena of interest—HIV
stabilization and the firewall effect—may have been an artifact of the specific
network topology of the SFHR data. To test this, we sought out a related
but alternative topology, the P90 data produced by the Colorado Springs
STI project, also from the early 1990s, and which also centered on the effects
of risk events across a network of sex and drug use. Thus, to test the effects
of local topology, the experiments of Chapters 4 and 5 were repeated using
the demographic and link distribution of the P90 data sets. Those results
are presented in this Chapter.

Some important conditions apply to these results however. Because one of
the directors of this project served as the ethnographer of the SFHR project
(Curtis), we had privileged access and wealth of personal knowledge of the
dynamics of the SFHR data set, information that was not as readily available
to us for the P90 data. In addition, because one of our concerns was whether
an alternative network topology would render similar simulation results (in
effect, serving as a test of the resilience of the Firewall and Stabilization
conclusions reach for SFHR), we chose to simulate the P90 data using the
same network dynamism model that was used in SFHR simulations. This, of
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Ch. 6. Resilience to variations in the structural model

course, renders the results of the P90 simulations discussed here invalid in any
direct historical sense. Because the P90 project was more concerned with the
risk results of commercial prostitution, and only secondarily with injection
use and its risks, the distribution and logic of risk interactions were likely
very different from the SFHR data. For this reason, the results presented
below should be read as a test of the robustness of the conclusions reached in
Chapters 4 and 5 across a related but distinct topology—a topology that none
the less is drawn from actual interactions across a risk network—rather than
as a representation of the long term trajectory of HIV infection in Colorado
Springs. If the latter had been the goal of the P90 simulations, the dynamism
parameters would have had to have been completely recalibrated.

The P90 simulations were designed, therefore, to overlap in scale with the
SFHR simulations. Simulation runs of 1000, 5k, and 10k nodes were com-
pleted in stable, growing, and shrinking environments. In addition, we also
ran a series of small network simulations of 500 nodes with the P90 topology,
to examine whether the scale-effects shown by the SFHR networks carried
over to the P90 network. Scaling effects like these raise serious concerns
for the planning of HIV interventions. If small networks exhibit highly un-
predictable HIV dynamics, when compared with the narrow distributions of
results from networks on the scale of those found in New York City, inter-
ventions aimed at smaller cities, such as Colorado Springs, would have to
be evaluated on a very different basis than those planned for large urban
networks.

The table below summarizes the network sizes at which the SFHR and P90
models were simulated. What follows are the results of P90 simulations
in graph form, with the corresponding metric from the SFHR model being
indicated as a comparison baseline in red.

network size SFHR model P90 model

500 #

1,000 # #

5,000 # #

10,000 # #

25,000 #
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Figure 6.1: Number of edges over time (left) and mean degree (right).

In Figure 6.1, the left graph shows the number of edges in 15-year simulations
of ten independently generated 10,000 node networks1 based on the P90
model. We see that while the P90 degree distribution is shifted higher than
it is in the SFHR network, the number of edges remains relatively stable over
the course of the simulation. The right graph depicts the average number of
risk partnerships per individual over time, a quantity which fluctuates in a
narrow band just below 3.4.

6.1 Robustness of stabilization

Figure 6.2 shows the HIV prevalence (over time) in 15-year simulations of
ten independently generated 500, 1k, 5k, and 10k, node networks based on
the P90 model. We note the effects of scale, whereby the smaller networks
(of 1000 or fewer nodes) exhibit much higher variance across simulations and
have different stabilization characteristics than the larger networks. Large

1Once again, we note that the number of individuals which participate in the network
over the in 15 years was closer to 10, 000 × 180/60 = 30, 000, since in-network lifetimes
of individuals were on average µst = 60 months (standard deviation σst = 48 months),
following the birth/death process is described in detail in Section 2.2.2.
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Ch. 6. Resilience to variations in the structural model

networks (having more than 1000 nodes) whose structural characteristics are
governed by the P90 model are seen to exhibit stabilization dynamics that
are comparable to SFHR based networks of commensurate size, though small
P90-based networks (size 5000 or smaller) tend to stabilize at levels that are
about 5% higher than comparable SFHR-based networks.

-0.1

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0  20  40  60  80  100  120  140  160  180

HIV
Ra

te-
All

No
de

s

Time (months)

HIVRate-AllNodes over Time

Ave. HIVRate-AllNodes

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0  20  40  60  80  100  120  140  160  180

HIV
Ra

te-
All

No
de

s

Time (months)

HIVRate-AllNodes over Time

Ave. HIVRate-AllNodes
SFHR reference

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0  20  40  60  80  100  120  140  160  180

HIV
Ra

te-
All

No
de

s

Time (months)

HIVRate-AllNodes over Time

Ave. HIVRate-AllNodes
SFHR reference

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0  20  40  60  80  100  120  140  160  180

HIV
Ra

te-
All

No
de

s

Time (months)

HIVRate-AllNodes over Time

Ave. HIVRate-AllNodes
SFHR reference

Figure 6.2: HIV prevalence over 15-years, in P90-based risk network of size
500 (top left) 1k (top right) 5k (bottom left) and 10k (bottom right).
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Robustness of stabilization

While HIV stabilization levels in P90-based networks were comparable (or
marginally higher) than those in their SFHR-based analogues, Figure 6.3 be-
low shows that, for small networks (of sizes <10,000), removing HIV positive
nodes whose infections have reached the chronic stage of low transmissibil-
ity shatters the P90-based network into fewer components than SFHR-based
network of comparable size. This implies that the average size of each of
these potentially at-risk components is necessarily larger.
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Figure 6.3: Average number of components over 15-years, in a P90-based
risk network of size 500 (top left) 1k (top right) 5k (bottom left) and 10k
(bottom right).
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6.2 Robustness of firewalling
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Figure 6.4: Firewall hypothesis validity in P90-based risk networks of size 5k
(left) and 10k (right).

Having seen that smaller-scale networks derived from the P90 model tend to
converge to structures in which components (post deletion of old infections)
are larger than in comparably sized networks based on the SFHRmodel, virus
outbreaks can travel farther in these networks, firewalling effects are neces-
sarily less pronounced, and hence less central to explaining sub-saturation
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Robustness of firewalling

in these networks. This claim is verified in Figure 6.4, which shows that
in small P90 based networks, the variability in Firewall Hypothesis validity
is high, and remains below values exhibited by SFHR-based networks (see
especially, the top right graph, depicting the metric for simulations of 1000
node networks). We conclude that old infections play a lesser role in the sta-
bilization dynamics of small networks based on P90 networks, making them
more vulnerable to outbreaks of the virus than SFHR.

Knowing this, we can answer the question raised at the outset of this chapter:
does the specific local topology—the pattern of connections and connection
preferences—influence the validity of the conclusions reached in Chapters 4
and 5? The answer would appear to be a qualified yes. From Figures 6.2
and 6.4, it appears that local topology does play a role in the stabilization
dynamics and the ability of the firewall effect to account for those dynamics.
The impact may be small (a few percentage points) but nonetheless seems to
fall regularly outside of the results predicted by multiple runs of the SFHR
model used here. This seems particularly true at small network sizes, which
we have already seen to be vulnerable to stochastic factors. The results here
show that such questions of scale apply across distinct topologies, providing
further evidence of the variability of IDU network dynamics as small scales.
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Chapter 7

Resilience to variations in the
dynamism model

As above, the parameters for the SFHR simulation were set in accordance
with both published material on the project, a review of related research re-
sults from projects concerned with IDU community dynamics, and extensive
conversations with the SFHR researchers and other researchers of drug-using-
communities in New York. The parameters chosen for the test runs discussed
in Chapters 4 and 5 reflect the results of those settings.

An important concern for the current project, and one of the central virtues
of simulation, is the ability to test the limits of the parameter space over
which the phenomena of interest—HIV stabilization and the firewall effect—
hold. Towards this, we sought to understand how variations in the settings of
individual parameters would affect both the firewall effect seen in the multi-
scale simulation runs, and the HIV rate stabilization seen in the networks
over simulation time.

To determine this, each of the parameters was systematically varied both
above and below the standard settings used in Chapters 4 and 5. The results
are presented here in graph form, with the standard setting indicated in red
as a baseline for comparison. Because the network of 10k nodes exhibited
near identical dynamic characteristics as graphs both larger and smaller, and
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Ch. 7. Resilience to variations in the dynamism model

because network growth or shrinkage seemed to have little effect on graphs
of this size, the 10k steady population simulation was chosen as the basis for
comparison, and all of the simulation runs depicted in this chapter similarly
feature 10k nodes in a non-growth/non-shrinking environment.

The effects of parameter variation are sometimes great, sometimes small. In
effect they represent the sensitivity of the HIV stabilization and the firewall
effect to singular changes in network dynamism, which, we feel, represent a
novel way to strategize future interventions. If, for example, we find that
changes in network churn (the rate at which people change risk partners)
exerts less of an influence on the ability of the network to stabilize, or rais-
es/lower the overall infection rate less significantly than does, say, the effect
of greater/lower infectiousness, then intervention strategies can be crafted
that attempt to maximize their own effectiveness by targeting one element
of dynamism (infectiousness) rather than another (churn). While the map-
ping that follows does not test specific interventions, it does intend to produce
a view of network dynamism that is itself plastic, and sensitive to changes
in what are essentially changeable behavioral or epidemiological factors. A
full test of specific interventions is possible in a simulation environment such
as this, but awaits future collaboration with those engaged directly in their
design and implementation.

7.1 Mapping risk process influence

We begin by considering variations in the risk process and their impact on
network dynamics exhibited. The risk process and its parameterization was
described at length in Section 2.2.1 (p. 55). We shall focus on the effects of
changes in the intensity of the risk process, as well as impacts on pathogen
dynamics via changes to the maximum transmission probability (i.e. the
probability of transmission during a single risk act in the highly infectious
period).
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7.1.1 The impact of variations in risk process intensity

The following parameters of the risk process (see Section 2.2.1 on p. 55) are
of interest:

• µR
j : Mean time between inter layer j risk impulses (in months) normal-

ized by the individual’s layer j ego network size.

• σR
j : Standard deviation of inter layer j risk impulse times (in months)

normalized by the individual’s layer j ego network size.

• pHj : Layer j transmission probability during infectious period (between
0 and 1). Fixed in these experiments, at 0.05.

• cL/Hj : Reduction in transmission probability post infectious period (be-
tween 0 and 1). Fixed in these experiments, at 10−2.

• Duration of infectious period was fixed in these experiments, at 3
months.

Since we only consider one layer in our network for these simulations, we will
drop the j subscript, taking µR, σR, pH , and cL/H as our parameters. Of
these, the following parameters were varied in the experiments that follow.

Scenario µR σR

1 0.1 0.1
2 0.5 0.5
standard 1 1
3 2 2
4 5 5

In effect, these experiments amount to varying the rate at which individual
nodes engage in risk events with their network neighbors. As above, the
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numbers in table above represent the number of months (on average) required
for a node to participate in a number of risk events equal to the number
of his/her network neighbors. The remaining settings are taken from the
base SFHR model (see p. 84) extended by the standard dynamism model
parameters (Section 3.5, p. 90). The standard settings for risk is a factor
of 1, meaning that on average a node engages in a number of risk events
each month equal to his/her degree. Changing the risk parameter to 0.1,
for example, would mean that an individual engages in a risk event equal
to the number of neighbors he/she has every 0.1 months (or roughly every
3 days, on average). Thus in this case, risk parameter settings lower than
1 indicate simulations of highly active risk behaviors, while those greater
than 1 represent networks in which risk events are more rare. In each case,
recall that each individual node draws an individual risk rate designated by
the mean and standard deviation described by these parameters. Individual
node risk rates can thus vary considerably across the population. What we
seek to examine here is the effect of varying the mean (and proportional
deviations from that mean). In every case, however, considerable (relative)
variation between node behaviors occurs.

Not surprisingly, Figure 7.1 shows clearly that the level of mean average risk
behavior has a tremendous impact on overall network HIV rates. Where risk
rates are 10 times higher than the standard setting (top left), HIV preva-
lence quickly rises to 70% of the network, and gradually approach 80%. By
contrast, in situations where risk rates are 1/5th the rate of the standard
model, HIV rates overall remain far lower, approaching 15% only after 10
years of network-based transmission. Perhaps the most interesting are the
two graphs closest to the standard settings. Where risk rates are twice the
standard rate (top right), HIV rates increase by roughly 60%; where rates
are half the standard, HIV rates decline by approximately 40%. We note
that in all cases except those involving the lowest risk settings, HIV rates
continue to stabilize at sub-saturation levels, though it appears that the level
at which it stabilizes bears a strong relationship to the average rate of risk
exhibited by network members.
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Figure 7.1: HIV prevalence over 10 years, in a risk network of size 10,000 nodes with
mean normalized risk interval 0.1 (top left), 0.5 (top right), 2.0 (bottom left), and 5.0
months (bottom right).
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Figure 7.2: Highly infectious steady nodes over 10 years, in a risk network of
size 10,000 nodes with mean normalized risk interval 0.1 (top left), 0.5 (top
right), 2.0 (bottom left), and 5.0 months (bottom right).

In Figure 7.2 we see the impact of rates of risk, on the number of highly
infectious individuals in the network. In particular, we can see the effect of
varying risk rates on the ”hot spike” which is expected in the emergent phase
of the simulation. In essence, one effect of raising or lowering risk rates is a
direct impact on the height of the spike, with very low rates of risk resulting
in the elimination of the initial emergent period of rapid epidemic spread
altogether (bottom right).
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Figure 7.3: Maximum risk component size over 10 years, in a risk network of
size 10,000 nodes with mean normalized risk interval 0.1 (top left), 0.5 (top
right), 2.0 (bottom left), and 5.0 months (bottom right).

Figure 7.3 shows the size of the largest ”at-risk” component—that is, the size
of largest cluster of interconnected uninfected nodes that does contain a node
in a state of high infectiousness. This is, in effect, a measure of how many
nodes remain at risk of potential epidemic spreading, should that infection
begin to spread (as it is likely to do, give the high state of infectiousness
for 3 months). Where risk rates are high (top left), the early onset of the
epidemic in the beginning of the simulation means that after a very short

141



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  
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time, few uninfected nodes remain within such a risk component. On the
other hand, in both cases where risk was set to rates lower than the standard
setting (bottom row), the number of nodes who remain at-risk is very high
(somewhere between 40 and 60% of the total number of nodes in the network).
Indeed the high variability in the lowest risk rate setting (bottom right), as
demonstrated by the long variation bars across most of the simulation, show
that high numbers of at-risk nodes creates a situation where stochastic factors
can greatly influence overall risk level of the network in very short periods of
time.

Figure 7.4 shows the validity of the firewall hypothesis (as discussed in Chap-
ter 5) in scenarios in which the mean rate of risk events per node is varied.
At the extreme ends of the parameter space, we see widely varying results.
In situations of high rates of overall risk, the firewall hypothesis seems well
established, likely as a result of the rapid burn-through of infection caused
by the epidemic spreading at the emergent phase of the simulation. In com-
parison with the standard rate (dotted line), the validity of the hypothesis
is considerably higher, meaning that at high rates of risk, a greater number
of uninfected nodes will owe their status to the presence of neighbors with
older infections who dominate transmission paths from new infections. At
the other extreme, in situations of very low risk, we see a situation similar
to that discussed for the effect of risk rates on the size of the largest risk
component. Here, a low percentage of the network owes its HIV negative
status to the effect of older infections blocking possible transmission routes.

Overall, the impact of the firewall effect would seem to be continuous across
the range of the parameter space explored here, with higher rates of risk (top
right) indicating a greater “firewall effect” and lower rates of risk indicating
(lower left) a lower “firewall effect”. And finally, as was discussed above,
in situations of very low risk activity (bottom right), stochastic variations
from one trial to the next seem to dominate. This is indicated in the wide
variation bars in the graph. In essence, this phenomenon points to a prob-
lematic situation relatively unanticipated in the HIV / IDU literature—that
situations of low risk seem to open networks up to stochastic factors, and
thus to conditions where contingency makes it difficult to predict the impact
of local events on the network as a whole. This, interestingly, is similar to
what was found for effects of small scale on network behavior, and overall
the susceptibility of small networks to random events.

142



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Mapping risk process influence

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  20  40  60  80  100  120

FW
Hy

pV
alid

ity

Time (months)

FWHypValidity over Time

Ave. FWHypValidity
base SFHR model

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  20  40  60  80  100  120

FW
Hy

pV
alid

ity

Time (months)

FWHypValidity over Time

Ave. FWHypValidity
base SFHR model

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 0  20  40  60  80  100  120

FW
Hy

pV
alid

ity

Time (months)

FWHypValidity over Time

Ave. FWHypValidity
base SFHR model

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  20  40  60  80  100  120

FW
Hy

pV
alid

ity

Time (months)

FWHypValidity over Time

Ave. FWHypValidity
base SFHR model

Figure 7.4: Firewall hypothesis validity over 10 years, in a risk network of size 10,000
nodes with mean normalized risk interval 0.1 (top left), 0.5 (top right), 2.0 (bottom
left), and 5.0 months (bottom right).
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7.1.2 The impact of viral transmission probability

The following parameters of the risk process (see Section 2.2.1 on p. 55) are
of interest:

• pHj : Layer j transmission probability during infectious period (between
0 and 1).

• cL/Hj : Reduction in transmission probability post infectious period (be-
tween 0 and 1).

• Duration of infectious period: 3 months.

• µR
j : Mean time between inter layer j risk impulses (in months). Fixed

in these experiments, at 1 month.

• σR
j : Standard deviation of inter layer j risk impulse times (in months).

Fixed in these experiments, at 1 moth.

Since we only consider one layer in our network for these simulations, we will
drop the j subscript, taking pH , and cL/H , µR, σR, as our parameters. Of
these, the following parameters were varied in the experiments that follow.

Scenario pH cL/H · pH Initial HIV
rate

1 0.001 0.01 ·10−2 0.5%
2 0.01 0.01 ·10−2 0.5%
3 0.02 0.02 ·10−2 0.5%
standard 0.05 0.05 ·10−2 0.5%
4 0.10 0.05 ·10−2 0.5%
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Mapping risk process influence

The remaining parameters and distributions were taken from the SFHR
structural model (see p. 84) extended by the standard dynamism model
parameters (Section 3.5, p. 90). As mentioned in the discussion of the
original simulation parameter settings (see p. 84), maximum transmission
likelihood is unique among the simulation settings in having no “real world”
counterpart from which to derive a standard simulation parameter setting.
In short, we have very little way of knowing what the mean likelihood of
risk of infection is for an average risk event. Thus, while the other network
dynamism settings were based on SFHR project data or related sources, this
parameter was set such that the network achieved stabilization at a level
approximating that of the SFHR network at the time of the study (roughly
45%), while all other dynamism model parameters were set to “real world”
values. For this reason, the sensitivity of the simulation results to variations
in the maximum transmission probability were of particular interest.

From the graphs in Figure 7.5 it is clear that varying the rate at which HIV
is transmitted during periods of peak infectiousness has important results on
both the overall rate of network infection, and on the stabilization potential
of the network. At levels well below (1/50th) our standard level of infec-
tiousness, the virus fails to spread at all, even across mulitiple, multi-year
simulations; while at a level twice the infectiousness of our standard, the rate
stabilizes more quickly and a higher level. Through multiple trials (including
many not shown here), infectiousness levels of 0.01 (1/5th of the standard
used in Chapters 4 and 5 and shown here at top right), showed high variabil-
ity in the spread of the virus, here visble in the wide distribution bars seen
throughout the 10 years of simulation time. At this setting network infection
dynamics related to the spread of the virus are highly unstable. In addi-
tion, at this level of infectino risk, the overall network infection rate did not
stabilize, even in much longer simulation runs of 40-50 years. From this, we
speculate that, for the topology presented by the SFHR network and for a set
of given level of overall aggregate risk behavior, the subsaturation stabiliza-
tion phenomenon is specific to a level of infectiousness. As such, even where
stabilization and firewalling are apparent, it remains possible that changes
in the likelihood of infection (for a given risk event) can have serious effects
on overall network infection levels.
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Figure 7.5: HIV prevalence over 10 years, in a risk network of size 10,000 with trans-
mission risk during high infectiousness 0.001 (top left), 0.01 (top right), 0.02 (bottom
left), and 0.10 (bottom right).
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Figure 7.6: The number of highly infectious nodes over 10 years, in a risk
network of size 10,000 with transmission risk during high infectiousness 0.001
(top left), 0.01 (top right), 0.02 (bottom left), and 0.10 (bottom right).

While the results in Figure 7.6 are perhaps not, overall, surprising, the
dynamics of high levels of infectiousness (bottom right) deserve comment.
Where the number of highly infectious individuals is uniformly lower in the
other three variations of the standard setting (where all are based on lower
levels of infectiousness), the simulation of high infectiousness shows a higher
”hot spike”, but stabilizes at a number of highly infectious nodes similar to
the number in the standard runs (where the infectiousness rate was 1/5th
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the level shown here). We note that this stabilization represents long periods
in which the rate at which new infections are being generated is relatively
constant, here at a level that seems robust to the likelihood of infection of a
given risk event, provided that level of risk is above that required for overall
network HIV rate stabilization.
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Figure 7.7: Firewall hypothesis validity over 10 years, in a risk network of
size 10,000 with transmission risk during high infectiousness 0.001 (top left),
0.01 (top right), 0.02 (bottom left), and 0.10 (bottom right).
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Mapping risk process influence

In Figure 7.7, a diversity of results are apparent. At very low levels of
infection, where extremely few new infections appear, the firewall hypothesis
seems highly supported. This, however, is liklye a ”red herring”: where no
infections exist, the network as a whole is, by definition ”firewalled”. On
the other hand, the graphs simulating low infectiousness, show that fewer
unifected nodes owe their ”status” to the presence of old infections blocking
routes of virus spreading from newly infected individuals. On the other hand,
in the high infectiousness scenario (bottom right), the firewall hypothesis
accounts for a higher percentage of uninfected nodes than it does at the
standard level used in Chapter 5.
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7.2 Mapping population process influence

We continue by considering variations in the population process and their
impact on network dynamics exhibited. The population process and its pa-
rameterization was described at length in Section 2.2.2 (p. 64). We shall
focus on the effects of changes in two parameters: the extent to which tran-
sient individuals are present in the network, and the distribution of individual
lifetimes within the risk network.

7.2.1 The impact of the presence of transients

The following parameters of the population process (see Section 2.2.2 on
p. 64) are of interest:

• ftr: Fraction of individuals that are “transient” (between 0 and 1).

• µtr: Mean duration of transients’ lifetimes (in months). Fixed in these
experiments, at 3 days.

• σtr: Standard deviation of transients’ lifetimes (in months). Fixed in
these experiments, at 1/3 day.

• µst: Mean duration of steadies’ lifetimes (in months). Fixed in these
experiments, at 5 years.

• σst: Standard deviation of steadies’ lifetimes (in months). Fixed in
these experiments, at 6 years.

Of these, the following parameters were varied in the experiments that follow.
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Mapping population process influence

Scenario ftr Transients % Steady %
standard 0.0 0% 100%
1 0.001 0.1% 99.9%
3 0.02 1% 99%
4 0.05 5% 95%
5 0.10 10% 90%

The remaining parameters and distributions were taken from the SFHR
structural model (see p. 84) extended by the standard dynamism model
parameters (Section 3.5, p. 90). In the standard model, no transients were
included in the simulation. Our purpose here is to examine the impact of
short-term network members/visitors such as might occur in drug-market
zones.

From Figure 7.8 it is readily clear that even a low number of transient partic-
ipants in an IDU network can have a serious impact on the overall HIV rate.
While overall network stabilization remains, even low numbers of transient
participants engaging in risk behaviors with long-term network members in-
creases HIV to levels approaching saturation. It has long been expected
that transient visitors posed a risk of infection from IDU communities to
the general public. What seems clear in these graphs, at least in so far as
they capture the dynamics of ongoing in drug market areas, is the role tran-
sient visitor/users play in increasing rates of HIV infection within these same
networks.

Figure 7.9 shows the largest remaining component of the graph absent a
newly infected node once those nodes with older infections (and their con-
nections) have been removed. In all but the 1st case (top left, with the lowest
percentage of transient participants), the comparison line (dotted) from the
standard 10k tests of Chapter 4 and 5 are completely out of scale and not
visible on the graph. Here, it is clear that the presence of transients (and
the number of infections they generate) shatter the virus-centric view of the
network into very small and scattered groups of HIV negative nodes with
little or no connections among them.
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Figure 7.8: HIV prevalence over 10 years, in a risk network of 10,000 nodes with 0%
(top left), 2% (top right), 5% (bottom left), and 10% transients (bottom right).
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Figure 7.9: Maximum firewalled component size over 10 years, in a risk network of
10,000 nodes with 0% (top left), 2% (top right), 5% (bottom left), and 10% transients
(bottom right).
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Figure 7.10: Firewall hypothesis validity over 10 years, in a risk network of
10,000 nodes with 0% (top left), 2% (top right), 5% (bottom left), and 10%
transients (bottom right).

As with high levels of infectiousness demonstrated in the previous chapter,
it is clear that transient participation in the network greatly increases the
apparent validity of the firewall hypothesis. Here too, however, this is mainly
a result of the fact that HIV infection rates approach near saturation, rather
than demonstrating the topological features discussed in Chapter 4. Where
so few nodes remain uninfected, the likelihood that these nodes represent
very low degree nodes (degree 1 or even, at the time of measurement, 0)
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would necessarily place their solitary neighbor in the position of a “firewall”,
though in fact what is being demonstrated is that infection failing to reach
only the furthest margins of the graph.

Apart from the issue of how transients affect IDU network HIV rates, the
question of how transient participation in the network affected the surround-
ing population can also be examined. As above, the particular HIV dynamics
of sub-saturation stabilization have been shown to produce a steady rate of
new infections which, while though does not move rapidly through the IDU
network, nevertheless serves as potential sources of infection for short-term,
transient participants who then may serve to transmit the virus to other
communities.

This turned out to be the case. Over the course of 10 trials of 10 years for
each scenario, the month-by-month average of the following were found:

Scen. ftr Steady Steady Avg. % Trans. Trans. Avg. %
Pop. Hot Rate Pop. Hot Rate

1 10−3 9,990 371 3.7% 10 2.0 20%
2 0.01 9,900 482 4.9% 100 12.3 12%
3 0.05 9,500 544 5.7% 500 180 36%
4 0.1 9,000 515 5.7% 1000 392 39%

Two remarks regarding this table: one can see here, as in Figure 7.8 that the
effect of greater proportion of transients causes an increase in HIV rates, and
here in the mean number of recent (highly infectious) nodes. In addition,
among the bearers of recent infection, the proportion of transients versus
steady participants is weighted heavily toward the transients. From the per-
spective of the surrounding population, the fact that transients who spend 3
days or fewer in the network become infected at such high proportions points
to a critical concern for public health officials.
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Ch. 7. Resilience to variations in the dynamism model

7.2.2 The impact of in-network lifetimes

The following parameters of the population process (see Section 2.2.2 on
p. 64) are of interest:

• µst: Mean duration of steadies’ lifetimes (in months).

• σst: Standard deviation of steadies’ lifetimes (in months).

• ftr: Fraction of individuals that are “transient” (between 0 and 1).
Fixed in these experiments, at 0.

• µtr: Mean duration of transients’ lifetimes (in months). Irrelevant in
these experiments, since ftr = 0.

• σtr: Standard deviation of transients’ lifetimes (in months). Irrelevant
in these experiments, since ftr = 0.

Of these, the following parameters were varied in the experiments that follow.

Scenario µst σst
1 10 8
2 30 24
standard 60 48
3 120 96
4 240 192

Taken together, the following graphs show the effect of varying the amount of
time individual nodes spend in the risk network (from their first appearance
in the network to their self-initiated removal). In the standard experiments of
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Mapping population process influence

Chapters 4 and 5, the average amount of time a node spends in the network
is 60 months, with a standard deviation of 48 months. This implies (in the
standard model) that roughly 80% of the nodes are in the network for a pe-
riod of 1-9 years, with the vast majority having a network life-expectancy of
4-8 years. As discussed above, the standard parameter was set to mimic the
amount of turnover in IDU communities caused by any number of real world
factors. The remaining distributions were taken from the SFHR structural
model (see p. 84), extended by the standard dynamism model parameters
(Section 3.5, p. 90). In what follows, the mean time-in-network is altered
above and below the standard level, to simulate networks where participant
turnover is both well-above and well-below the level seen in the SFHR net-
work.

As seen in Figure 7.11, the alteration of participants’ time-in-network has
important effects on the overall network HIV rate. Where average partici-
pation time is lowered considerably, the overall HIV rate does not stabilize
at the same level as when participation is prolonged. In fact, it is both
higher and in relative terms far less stable. In graphs of scenarios where
the participation times were 10 months and 30 months, the overall HIV rate
begins to stabilize to the standard level, but then begins to again climb more
quickly than in does in the standard settings. Interestingly, however, longer
mean time-in-network settings also produce slightly higher overall HIV rates,
though here the “dip” following the spike in initial infections is minimal, and
the plateau of sub-saturation is arrived at directly, and holds very steady
over the remaining 9 years of simulation time. We may, from these graphs,
observe that long-term participation in the network creates very stable rates
of infection, despite the fact that individuals within the network continue
to “churn” their connections to one another, and that the high turn over of
network participants, even where new participants enter the network in an
uninfected state, necessarily produces both higher and continuously rising
HIV rates.
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Figure 7.11: HIV prevalence over 10 years, in a risk network of 10,000 nodes
with steady node lifetimes of 10 months (top left), 30 months (top right),
120 months (bottom left), and 240 months (bottom right).

The number of new infections in networks whose participation time varies
show marked difference from the standard simulations. In situations of low
average participation duration (top left and top right), the characteristic ”hot
spike” is either absent or less pronounced, while the production of new infec-
tions over time significantly exceeds that of the standard network (indicated
by the dotted line). As with the overall network-wide HIV rate, the high
turnover networks feature greater risk of infection transmission, due to the
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Mapping population process influence

higher proportion of new infections as a percentage of the total population
(between 5-20% of the total population at any given time). On the other
hand, long-term mean participation settings continue to produce a steady
number of new infections over time, but at a rate lower than the standard
settings. And while the number of new infections in the standard settings
shows a tendency to increase gradually over the 10 years of simulation time,
the long-term participation networks apparently do not.
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Figure 7.12: Highly infectious steady nodes over 10 years, in a risk network
of 10,000 nodes with steady node lifetimes of 10 months (top left), 30 months
(top right), 120 months (bottom left), and 240 months (bottom right).
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Figure 7.13: Maximum firewalled component size over 10 years, in a risk
network of 10,000 nodes with steady node lifetimes of 10 months (top left),
30 months (top right), 120 months (bottom left), and 240 months (bottom
right).

Figure 7.13 shows the size of the largest component of interconnected un-
infected nodes following the deletion of those nodes in a state of low infec-
tiousness. The effects of participation duration are apparent here as well: in
situations where participation length is longest, the presence of large blocks
of uninfected nodes separated from paths of infection by individuals with
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Mapping population process influence

older, less infectious status are clear. Those graphs showing short term par-
ticipation demonstrate uninfected components of half or even smaller size.
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Figure 7.14: Firewall hypothesis validity over 10 years, in a risk network of
10,000 nodes with steady node lifetimes of 10 months (top left), 30 months
(top right), 120 months (bottom left), and 240 months (bottom right).

Perhaps not surprisingly, the frequent coming and going of network partici-
pants tends to create bridges of infection to uninfected pockets of the network
where such bridges would not exist if participation were long-term. These
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Ch. 7. Resilience to variations in the dynamism model

results are similar to those discovered for the effects of transient participants
in the network, though here the model is focused on network-wide behavioral
characteristics rather than on the inclusion of a distinct group of radically
different participants.

In Figure 7.14, we see the extent to which the test of the firewall hypothesis
described in Chapter 5 holds true under a range of participation durations
of network nodes. The effects are clear. In those graphs where overall par-
ticipation is shortest (top left, top right), the firewall effect seems to account
for a relatively low percentage of uninfected nodes. In the remaining graphs,
where participation is longer than the standard settings, the firewall hypoth-
esis approaches 90-100% validity. Indeed, looking only at the graph showing
longest mean participation (bottom right), where very few nodes ever leave
the network, and very few new nodes enter, the firewall effect accounts for
nearly 100% of the non-spreading of HIV, even while new infections continue
to appear (Figure 7.12) and where the total number of uninfected nodes in
the network is nearly 60% (Figure 7.11. Again, this holds true despite the
fact that individual nodes continue to exercise network dynamism, choosing
new risk partners and eliminating old ones, and engage in risk events at rates
equal to those in the standard model (where the firewall effect accounted for
roughly 75% of HIV negative statuses). It would seem clear from this that
the firewall effect is most apparent in networks showing long-term partic-
ipation, and that in these circumstances, network topological features can
largely account for the “non-spreading” of HIV.
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7.3 Mapping churn process influence

Finally, we conclude by considering variations in the churn process and their
impact on network dynamics exhibited. The churn process and its parame-
terization was described at length in Section 2.2.2 (p. 60). We shall focus on
the effects of changes in three parameters: intensity of the churn process the
degree stability of individuals, and the network bias towards triadic closure.

7.3.1 The impact of churn process intensity

The following parameters of the churn process (see Section 2.2.2 on p. 60)
are of interest:

• µC
j : Mean inter churn impulse interval in layer j (in months) normal-

ized by the individual’s layer j ego network size.

• σC
j :Inter churn impulse interval standard deviation in layer j (in months)

normalized by the individual’s layer j ego network size.

• wS
j : Degree stability bias in layer j. Fixed in these experiments, at 2.9

• w∆
j : Triangle bias in layer j. Fixed in these experiments, at 3.

Since we only consider one layer in our network for these simulations, we
will drop the j subscript, taking µC , σC , wS, and w∆ as our parameters. Of
these, the following parameters were varied in the experiments that follow.
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Scenario µC σC

1 10 8
2 30 24
standard 60 48
3 120 96
4 240 192

In varying the churn parameter in this way, we test the robustness of the
conclusions regarding HIV stabilization rates in the overall network and the
validity of the firewall hypothesis as one varies the rate at which individ-
ual nodes change their network connections—considering both setting when
very rapid changes are being made, to ones which enjoy extended network
structural stability. The remaining distributions were taken from the SFHR
structural model (see p. 84) extended by the standard dynamism model
parameters (Section 3.5, p. 90).

In the standard simulation settings of Chapter 4, the churn parameter is
set for 60 months, with a standard deviation of 48 months. This means
that (in the standard simulation) a node will, on average, delete and add a
number of connections equal to its total ideal degree over 60 months. As dis-
cussed above, each node draw their particular churn rate from a distribution
described by the mean and standard deviation, a rate which the node then re-
tains for its entire time in the network. As a result, while the overall average
of 60 months is maintained network-wide, some nodes will change partners
much more rapidly, and some much more slowly. By varying the churn pa-
rameter mean, we alter the distribution from which individual nodes select
their churn rates. Yet throughout, a diversity of churn rates (as reflected in
σC) is maintained across individuals.
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Figure 7.15: HIV prevalence over 10 years, in a risk network of size 10,000
nodes with mean normalized churn interval 10 (top left), 30 (top right), 120
(bottom left), and 240 (bottom right) months.

In contrast to the majority of the parameter setting discussed thus far, Figure
7.15 demonstrates that the network-wide HIV infection rate remains largely
impervious to even large changes in the rate at which nodes change risk
partners. This held true regardless of whether the churn rate was set at
1/6th the standard setting, or at 6 times the standard setting. In each of the
graphs above, the standard model (dotted, red) line remains at or close to the
mean results of the 10 trials performed for each exploratory churn setting.
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Ch. 7. Resilience to variations in the dynamism model

The closest to an exception to this rule is where the churn parameter was set
to a period of 10 months. Here, a node will, on average, change a number
of its connections equal to its degree every 10 months. In a network of 10k
nodes such as this, with a mean of 3.4 connections per node, we can estimate
that a total of approximately 400,000 connections were added and deleted
over the course of the 10 year simulation. Regardless, the HIV rate stabilizes
at roughly 5% above the standard initially, and is equivalent after 10 years.
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Figure 7.16: Maximum firewalled component size over 10 years, in a risk
network of size 10,000 nodes with mean normalized churn interval 10 (top
left), 30 (top right), 120 (bottom left), and 240 (bottom right) months.
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The graphs in Figure 7.16 reveal dynamics similar to those for overall HIV
rates. Here too the overall graph dynamics seem relatively unchanged by
large changes in the churn rate. In each of these cases the largest island
in the virus-centric view of the network—that interconnected HIV negative
nodes that are not connected to a highly infectious node (after the deletion of
low infectiousness nodes)—declines steadily in size for roughly the first five
years of the simulation, stabilizing at roughly 25 nodes. This result remains
consistent whether nodes are changing their risk partners within the network
rapidly, or sluggishly.

And finally, Figure 7.17 shows the effect of increasing/decreasing rates of av-
erage churn on the validity of the Firewall Hypothesis. More so than the other
graphs in this section, these results seem to reflect the parameter changes.
At churn rates that are faster than the standard, the Firewall Hypothesis is
able to account for a greater number of HIV negative nodes, while at rates
of churn that are slower than the standard, the Firewall Hypothesis accounts
for fewer of the HIV negative nodes. This is true despite the fact that churn
rates seem to have little effect on the overall rates of HIV. Interestingly, how-
ever, and perhaps counterintuitively, it is in those networks with the highest
churn rate where network structural factors appear to account for the non-
spreading of HIV. Such results would seem to contradict results discussed
above that showed that turnover in network participants would result in the
Firewall Hypothesis accounting for fewer HIV negative statuses. It would
appear that, at least at the levels tested here, high turn over in network con-
nections would have quite different long-term network dynamics than high
turn over in network participants.

At first, this phenomenon puzzled us. We propose the following explana-
tion: given that, in the trials shown here, much like those discussed for the
standard case, network HIV infection takes place rapidly—mainly through
an initial spike in highly infectious nodes—in what appears as an epidemic
phase. Under these conditions, new infections are likely to quickly infect net-
work cores and highly connected individuals (hubs). After this initial phase,
individual nodes who have become HIV positive and passed into a phase of
low infectiousness are likely to be connected to others whose status and rate
of infectiousness is the same as their own. This is particularly true of hubs,
who are likely, post-epidemic, to have a high proportion of risk partners who
status is also HIV+ and low infectiousness.
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Figure 7.17: Firewall hypothesis validity over 10 years, in a risk network of
size 10,000 nodes with mean normalized churn interval 10 (top left), 30 (top
right), 120 (bottom left), and 240 (bottom right) months.

Where churn rates remain low, these core clusters of HIV+ low infectiousness
individuals remain as such, minimizing their potential firewall effect by iso-
lating older, low infectiousness nodes in a highly interconnected core where
for each member, a high proportion of their connections to others already
HIV+. The firewall effect in such a configuration is low, despite the fact that
a low churn scenario reflects a relatively steady topology.
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Where churn rates are high, core connections are more likely to be broken,
inducing hubs to eliminate and replace quickly a large number of their con-
nections. While there is no reason to suspect core members seek out HIV
negative partners (and indeed it plays no role in the simulation), stochas-
tic factors will likely create at least some connections outside the core. To
the extent that low infectious, network core members make connections to
network margins, the firewall effect of these nodes will increase.
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7.3.2 The impact of degree stability

The following parameters of the churn process (see Section 2.2.2 on p. 60)
are of interest:

• wS
j : Degree stability bias in layer j.

• µC
j : Mean inter churn impulse interval in layer j (in months). Fixed in

these experiments, at 5 years.

• σC
j :Inter churn impulse interval standard deviation in layer j (in months).

. Fixed in these experiments, at 4 years.

• w∆
j : Triangle bias in layer j. Fixed in these experiments, at 3.

Since we only consider one layer in our network for these simulations, we
will drop the j subscript, taking µC, σC , wS, and w∆ as our parameters. Of
these, the following parameters were varied in the experiments that follow.

Scenario wS
j

1 0.5
2 1.5
standard 2.9
3 6.0
4 12.0
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As above, the parameter of particular interest in this section is the degree
stability parameter. This parameter determines how widely the number of
partners for a given actor may vary before the actor takes steps to correct
his/her number of partners towards his/her ideal degree. The standard set-
ting of 2.90 ensured that a degree difference of 1 is corrected 50% of the
time, while a difference of 2 is corrected approximately 85% of the time;
higher divergences yield increasing likelihoods of actor-initiated correction.

Here we vary the strictness with which each actor adheres to the recommen-
dations implicit in their ideal degree, and examine whether variations of this
parameter affect the phenomena of interest—HIV rate stabilization and the
firewall effect. When the stabilization parameter is set below 2.90, actors are
more prone to let their current degree vary from their ideal degree. When
set above 2.90, actors react sooner to correct their degree. The remaining
distributions and parameters were taken from the SFHR structural model
(see p. 84) extended by the standard dynamism model parameters (Section
3.5, p. 90).

Figure 7.18 shows the mean (over all nodes) of the absolute value of the
deviation from ideal degree, plotted over the 10 year simulation. The results
of the standard run (degree stability=2.90) is shown as a red dotted line. The
graph shows that in the course of the standard simulation runs of 10k nodes,
the average node was within 1.2 connections of his/her ideal degree. When
the degree stability parameter is lower than 2.90, (top left and top right), the
mean deviation from ideal degree approaches 2 and 1.5, respectively. When
the parameter is set above 2.90, the mean deviation magnitude drops below
the standard level, even going below 1 in the most constrictive setting (see
bottom right, degree stability=12.0, approximately 4 times greater than the
standard setting).
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Figure 7.18: Average degree deviation magnitude over 10 years, in a risk network of
size 10,000 nodes with degree stability 0.5 (top left), 1.5 (top right), 6.0 (bottom left),
and 12.0 (bottom right).
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Figure 7.19: HIV prevalence over 10 years, in a risk network of size 10,000
nodes with degree stability 0.5 (top left), 1.5 (top right), 6.0 (bottom left),
and 12.0 (bottom right).

Figure 7.19 shows the effect of varying the degree parameter on the over-
all HIV rate. From these graphs it is clear that varying the adherence to
ideal degree has little effect on HIV rates over the course of the simulations.
Indeed, in each case, despite the low variance in trajectories across trials,
the standard case falls close to the mean trajectory, regardless of how far
individuals allowed their to drift from its ideal value.
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Figure 7.20: Firewall hypothesis validity over 10 years, in a risk network
of size 10,000 nodes with degree stability 0.5 (top left), 1.5 (top right), 6.0
(bottom left), and 12.0 (bottom right).

The same conclusions reached for HIV rate seem to hold true for the results
of the Firewall Hypothesis tests. In Figure 7.20, as in Figure 7.19, variations
in the parameter had no noticeable effect. From this we can conclude that,
unlike many of the parameters discussed above, either degree stability plays
little role in HIV rates and the firewall effect, or that visible effects lie at
parameter settings well outside those tested here.
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Mapping churn process influence

7.3.3 The impact of triadic closure bias

The following parameters of the churn process (see Section 2.2.2 on p. 60)
are of interest:

• w∆
j : Triangle bias in layer j.

• µC
j : Mean inter churn impulse interval in layer j (in months). Fixed in

these experiments, at 5 years.

• σC
j :Inter churn impulse interval standard deviation in layer j (in months).

. Fixed in these experiments, at 4 years.

• wS
j : Degree stability bias in layer j. Fixed in these experiments, at 2.9

years.

Since we only consider one layer in our network for these simulations, we
will drop the j subscript, taking µC , σC , wS, and w∆ as our parameters. Of
these, the following parameters were varied in the experiments that follow.

Scenario w∆

1 0.5
2 1
standard 3
3 10
4 30

Here, a final element of the dynamic model is tested to examine the nature
of the effects of the parameter setting on overall HIV rate and the firewall
effect. In this case, we test the extent to which variations in our weighting
of the influence of transitive closure (in relation to homophily in gender,
race/ethnicity, age, and ideal degree) influences experimental outcomes.
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Figure 7.21: Average degree over 10 years, in a risk network of size 10,000
nodes with triangle bias 0.5 (top left), 1.0 (top right), 10.0 (bottom left), and
30.0 (bottom right).

As the reader will recall from above, the standard setting for triadic bias was
set at 3, meaning that the likelihood of a connection was increased threefold
over the effects of attribute-based homophily if the edge involved making
a connection to an existing connection of an existing risk partner. In the
experiments that follow, we alter the settings from a state of very low triadic
biases to a very high triadic bias (indeed, the lowest setting, triadic bias=0.5,
actually means that those connections which would cause the completion of
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Mapping churn process influence

a triangle will actually be less likely). The remaining distributions were
taken from the SFHR structural model (see p. 84) extended by the standard
dynamism model parameters (Section 3.5, p. 90).
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Figure 7.22: HIV prevalence over 10 years, in a risk network of size 10,000
nodes with triangle bias 0.5 (top left), 1.0 (top right), 10.0 (bottom left), and
30.0 (bottom right).
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Ch. 7. Resilience to variations in the dynamism model

Taken together, Figures 7.21 and 7.22 show that, while changing the triadic
emphasis had an influence on overall average degree, it had little effect on
HIV rates. Like several of the churn parameters, wide variation of this setting
seems to affect overall network topology, but not in ways that affect HIV
transmission.
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Figure 7.23: Firewall hypothesis validity over 10 years, in a risk network
of size 10,000 nodes with triangle bias 1.5 (top left), 1.0 (top right), 10.0
(bottom left), and 30.0 (bottom right).
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Mapping churn process influence

On the other hand, as can be seen in Figure 7.23, triadic closure bias does
seem to have some measure of impact on the Firewall Hypothesis results.
Here, as the triadic bias is increased, the firewall effect seems to rise, meaning
that the presence of old infections in key structural positions potentially
accounts for a greater proportion of HIV negative statuses. Like the churn
parameter discussed at the beginning of this section, we find that the triadic
bias parameter influences topology in a way that alters not the overall HIV
prevalence, but in how that rate is achieved. Such results are novel and would
seem to suggest new lines of research on the effects of internal structures on
HIV disease dynamics in IDU networks.
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Chapter 8

The multi-actor-based universal
simulation engine

In this chapter, we describe the Multi-Actor-Based Universal Simulation En-
gine, or MABUSE1 (pronounced “mah-BOO-zah”). The exposition is divided
into

• Software usage is presented in Section 8.1. Here we discuss the
structure of information flows through the functional components of
MABUSE. We also provide a description of the top-level command-
line program that are used by researchers in conducting experiments.

• Software design is presented in Section 8.2. Here we discuss the
layered architecture of the MABUSE software.

• Software implementation is presented in Section 8.4. Here we pro-
vide a very brief description of the code implementing the MABUSE
software.

1For possible etymology, see Lang (1922, 1933, 1960).
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Ch. 8. The multi-actor-based universal simulation engine

8.1 Software usage

We begin by considering the information flow through the various functional
modules of MABUSE, which are depicted in Figure 8.1. The functional
decomposition of MABUSE (from the user’s vantage point) consists of the
following:

1. MABUSE Utilities: Used to generate XML files which specify the
structural model and the dynamism model. They are also used to
specify simulation configuration—i.e., which node, edge, and graph be-
haviors are enabled, which node and graph metrics are to be computed,
and what the model degeneracy criteria are for pruning the simulation.

2. MABUSE Network Generator: Used to take the structural model
and generate an initial risk network. In practice, two steps are required.
First, the nodes are made using the structural model. Then, to make
the edges, we run a simulation for 1 unit of time. During this time,
nodes attach to each other in an attempt to reach their target degree.
This process is formally described in Section 2.1.4. At the end of this
process, nodes and edges are checkpointed as part of the risk network
specification. This checkpoint is used as the initial risk network of the
simulation.

3. MABUSE Simulator: Used to simulate the evolution of a risk net-
work, as specified by the dynamism and structural model parameters.
Periodically, the simulator writes a checkpoint of the risk network. The
checkpoint consists of XML files describing the instantaneous state of
its nodes and edges, as well as any dynamic simulation parameters.
The MABUSE Simulator is extensible through a “plugin” architecture
which allows external specifications of node, edge, and graph behav-
iors. This design of “growth through extension” (Fishwick, 1994) is a
strategy we adopted so as to enable 3rd parties to develop their own
risk network simulations without requiring modifications to the core
MABUSE system.

4. MABUSE Analyzer: Used to analyze each of the risk network check-
points generated by the MABUSE Simulator. The MABUSE Analyzer
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Software usage

is extensible through external specifications of node and graph met-
rics, as well as model degeneracy testers. Once again, “growth through
extension” (Fishwick, 1994) enables 3rd parties to develop their own
analyses without requiring modifications to the core MABUSE system.

5. MABUSE Aggregator: Used to collect analyses generated by the
MABUSE Analyzer, and renders from these graphs which depict tra-
jectories of the metrics of interest.

6. MABUSE Visualizer: Used to inspect and collate generated graphs,
producing images quite similar to those found in this report.

8.1.1 Command-line interface

The previous section described the 6 principal process elements (functional
data transformers) which comprise the MABUSE system. At the level of
user interactions, the functionality of these process elements is partitioned
and organized into a set of command line scripts/programs described below:

• testlist
Lists all the tests, by name. A test is an experiment: it constitutes
a structural mode, a dynamism model, a population size, a duration,
and the number of independent simulation trials to be executed.

• showtest testName
Displays the structural and dynamism model for a specific test.

• newtest oldtestName newtestName
numTrials numNodes durationMonths concurrency

Creates a new test scenario, using the structural and dynamism models
from an existing “old” test. Specify the number of nodes, trials, and
duration of the new test (which may be different from the values in the
“old” test).

183



D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  D
O

 N
O

T D
ISTRIBU

TE  --  

Ch. 8. The multi-actor-based universal simulation engine



































































Figure 8.1: Information flow within MABUSE
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Network simulator design

• edittest testName parameter-name
Permits the user to edit a particular parameter of the structural model
or the dynamism model associated with a test.

• runtest testName
Runs the simulation trials mandated by the specified test.

• progress testName trialNumber
Reports on the progress of a specified trial of a given test.

• check testName time1 time2
Checks the model divergence between the network at two specified tem-
poral markers: time1 and time2.

• shoot
Kills all running MABUSE simulations.

• aggregate-results testName trialList
Generate a collated LATEXreport describing the structural and dynamism
models, together with the graphs of metrics collected during the simu-
lation.

8.2 Network simulator design

The design of MABUSE draws freely upon its predecessors, particularly on
the simulation platforms below, as well as on the general theory of modeling
and discrete event simulation. A good introduction to the latter may be
found in Sokolowski (2009); a specialized treatment to network simulation
is to be found in Guizani, Rayes, Khan, and Al-Fuqaha (2010); Fujimoto,
Perumalla, and Riley (2007); for a treatment of the topic in the context of
medicine see Sokolowski and Banks (2011), and for an exposition specific to
public health we recommend Salerno, Yang, Nau, and Chai (2011); Witten
and Vincent (1996).

• REAL is a simulator for studying the dynamic behavior of flow and
congestion in packet switch data networks. Network topology, proto-
cols, data and control parameters are represented by scenarios, which
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are described using NetLanguage, a simple ASCII representation of the
network. About 30 modules are provided which can exactly emulate
the actions of several well-known flow control protocols (Keshav, 1988).

• INSANE is a network simulator designed to test computer network
simulations derived from empirical traffic measurements (Mah, 1998).
A Tk-based graphical simulation monitor can provide an easy way to
check the progress of multiple running simulation processes.

• NetSim is intended to offer a very detailed simulation computer net-
works, including realistic modeling of signal propagation, the effect of
the relative geographic positions of stations on events in the network,
transmission collision detection and handling (Penoff, Wagner, Tüxen,
& Rüngeler, 2009).

• Maisie is a C-based language for hierarchical simulation, providing a
specification language for parallel discrete event simulation (R. L. Bagro-
dia & Liao, 1994). A logical process is used to model one or more
physical processes; the events in the physical system are modeled by
message exchanges among the corresponding logical processes in the
model. Parsec are parallel extension of Maisie (R. Bagrodia, Takai,
Chen, Zeng, & Martin, 1998) with recent operating system level sup-
port (Sharma & Thazhuthaveetil, 2001). In addition, several object-
orient extensions to Maisie, e.g. MOOSE, (Cubert, Goktekin, & Fish-
wick, 1997) are available.

• OPNET (Optimized Network Engineering Tool) is an object-oriented
simulation environment, and is one of the most powerful general-purpose
network simulator available today (OPNET Technologies, 2011). OP-
NET’s comprehensive analysis tools are able to interpret simulation
outputs, and its built-in Proto-C language support makes it capable of
realizing almost any functions and protocols. OPNET provides a com-
prehensive development environment for the specification, simulation
and performance analysis of dynamic networks (Ahmad et al., 2009).

• SimJava is a discrete event, process oriented network simulation pack-
age (McNab & Howell, 1998), one of several Java-based platforms avail-
able (Helsgaun, 2000; Howell & Mcnab, 1996). The original SimJava
was based on the HASE++ simulation library (Robertson & Ibbett,
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1994; Ibbett, Heywood, & Howell, 1995), which was in turn based on
SIM++ (Lomow & Baezner, 1991). A SimJava simulation is a collec-
tion of entities each running in its own thread. Entities are connected
together by ports and can communicate with each other by sending and
receiving event objects. A central system class controls all the threads,
advances the simulation time, and delivers the events. The progress
of the simulation is recorded through trace messages produced by the
entities and saved in a file. Using a programming language to build
models (rather than building them graphically) has the advantage that
complex regular interconnections are straightforward to specify, which
is crucial for some of the networks we are interested in simulating. It
also allows the inclusion of existing libraries of code to build simu-
lations. The SimJava package has been designed for simulating fairly
static networks of active entities which communicate by sending passive
event objects via ports.

• Network Simulator 2 (ns-2) is an object-oriented, discrete event
simulator targeted to be used in research in networking (Mccanne,
Floyd, & Fall, n.d.; Issariyakul & Hossain, 2008). Developed at UC
Berkeley and written in C++ and OTcl, ns is primarily useful for sim-
ulating local and wide area computer networks2. One of the main
advantages of ns-2 is its Open Source availability and many extensions,
e.g. (Baldo, Maguolo, Miozzo, Rossi, & Zorzi, 2007).

• Simulink is a platform for multi-domain model-based simulation of dy-
namic systems, with wide ranging applications–see Altmann and Hat-
nik (2004); Binh (2009). It provides an interactive graphical environ-
ment and a customizable set of block libraries, that let one accurately
design, simulate, implement, and test control, signal processing, com-
munications, and other time-varying systems. Simulink is an extension
to MATLAB which uses an icon-driven interface for the construction
of a block diagram representation of a process. Simulink is integrated
with MATLAB, providing immediate access to an extensive range of
tools for algorithm development, data visualization, data analysis ac-
cess, and numerical computation.

2The related fast ns-2 simulator is the modification of the network simulator (ns-2).
Fast ns-2 is developed at the Laboratory for Software Technologies at ETH Zurich to
enable simulation of large scale ad hoc wireless networks.
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• CASiNO is a framework for designing visualizable object oriented net-
work simulations (Battou, Khan, et al., 2002), supporting distribution
and parallelization (Bhutani, Khan, & Roy, 2002; Bhutani & Khan,
2002). CASiNO is the foundation of several large scale complex net-
work simulations. Among the most prominent of these, the Signaling
Entity for ATM Networks (SEAN), developed Battou, Marsh, et al.
(2002), and The PNNI Routing and Simulation Toolkit (PRouST),
developed by Battou, Khan, and Mountcastle (1999).

The above simulation platforms have been reviewed and compared exten-
sively in the literature, including for example by Wehrle and Gross (2010);
Brakmo and Peterson (1996); Aguilar and Castilla (2009), and others.

8.3 Tiered architecture

The architecture of MABUSE follows scalable software design patterns for
enterprise-class software (Fowler, 2002). MABUSE is structured as a multi-
tier system in which the presentation, application processing, and data man-
agement functions are logically separated (Eckerson, 1995). The business
and logic tiers are built using a framework base layer which provides support
for logging, serialization, probabilistic computations, discrete event simula-
tion, and optimized memory-resident data structures. The overall layered
architecture and its constituent components are depicted in Figure 8.2. By
breaking up the MABUSE application into distinct tiers, the process of aug-
menting the system to provide major new functionalities requires only the
modification of an isolated specific layer, rather than rewriting the entire
application over.

At the implementation level, MABUSE’s main C# solution is named “DNA”
— Dynamic Network Analyzer.
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Figure 8.2: The multi-tier architecture of MABUSE.
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8.3.1 Presentation Tier

The presentation tier is the topmost level of the application. This tier dis-
plays the graph and simulation attributes to the user, and embodies direct
interactions with the user.

DNA.Presentation.Client.Console is the command line interface be-
tween the user and the DNA application. For users who are terminal
and command line oriented this module provides for them full interac-
tive capabilities with the executing service processes, simulation check-
points and simulation parameters.

Figure 8.3: DNA.Presentation.Client.Console

Main.cs is a class that has been designed to facilitate execution as a
client application on Linux, Windows and Mac, connecting the user to
the DNA server and core service functionalities. The user can submit
serialized commands and arguments to a set of utilities on the server
to allow graph generation and initialization, and calibrating graph evo-
lution simulation process.

DNA.Presentation.Client.Drawing is the Graphical User Interface, rep-
resenting one of the top level modules, through which the user may
observe the graph dynamics, and be presented with graphical diagrams
and charts for the simulation process.
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Figure 8.4: DNA.Presentation.Client.Drawing

8.3.2 Business Logic Tier

The Business Logic Tier represents the layer that coordinates the applica-
tion execution, processes client requests, processes initialization and simula-
tion tasks. This layer makes the logical decisions based on predicates and
simulation distributions, and evaluates the various probability distribution
functions. It also dispatches, moves and distributes data and events between
other layers and modules in the system.

Application layer

DNA.Service.Core.Console is one of the key and core modules that is
responsible of loading graph nodes and edges and binding instances of
them based on global unique identifiers (GUIDs). This module loads
various configuration files (via the Data tier) as needed to initialize the
graph factories (Gamma, Helm, Johnson, & Vlissides, 1994) which will
create node and edge instances that need to be created dynamically at
run-time. This process loads the application layers and configures them
based on the system attributes and passed parameters and arguments.

DNAConsole.cs is an essential process that needs to be running on
the DNA server. Any configuration errors that may exist in the dis-
tribution and simulation configuration files (via the Data tier), repre-
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sented in syntax errors or inconsistencies, are handled by this process.
The system exception handling conducts a graph file validation pro-
cess to make sure that the graph nodes are valid and all graph edges
are correctly attached to the nodes, without any orphan objects (edges
instances with any node attachments). It also verifies application in-
stances follow the application logic semantics, guards and constraints.

DNA.Service.GraphDynamicSimulation has ownership of the static
graph instances, together with their constituent nodes and edges. It is
responsible for loading the graph manager and the dynamic business
logic. This core process manages time-related process, and the logic
by which the graph evolves: including the birth/death process, i.e. the
introduction of new nodes to the graph, and the removal of existing
nodes. The edges addition and removal process follows the probabilistic
processes specified by the dynamic edge churn model. The node and
edge factories are the configured modules responsible for constructing
node and edge instances in accordance with the model and the provided
distributions and parameters.

GraphDynSimDaemon.cs is a continuously listening process that
coordinates between the client user application interaction and the ser-
vice respond, as well as managing the evolving checkpoints of the graph
simulation. It also handles serialization and deserialization to the data
tier. The core process starts by loading configuration files (via the Data
tier), and proceeds to construct the application core layers. What fol-
lows is the construction and initialization of business logic instances.
Following the initialization of business logic components, logger ob-
servers are enabled, allowing each layer, component and module in the
system to log information, debugging data, warnings and fatal excep-
tions.
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Figure 8.5: DNA.Utilities

Utility programs

The DNA server provides a set of stand alone utilities to facilitate end user
manipulation of configuration and distribution files (via the Data tier). In
addition, the utilities serve to provide the data processing and graph gener-
ation functions necessary for preparing and executing dynamic simulations.
The utilities are essential for the system user to set the server’s initial state,
and to produce analytical metrics and results.

DNA.Utility.CreateReferenceGraphFile executes the process of load-
ing serialized graph nodes from the file system, and populating each
node with the associated property values. The utility validates the
correctness of the graph nodes file before loading nodes into memory.
Next, the serialized edges file is loaded and validated. The graph edges
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go through 2 validation steps: in the first step univariate and bivariate
properties are added, and edge instances are constructed in memory;
second, the edges are validated against the graph node instances in
memory, and vertex-edge attachments are made. The full validated
graph instance is loaded into memory, and the utility creates a refer-
ence file representing this validated graph bundle.

DNA.Utility.DataProcessing is the utility which prepares and validates
files (through the Data tier) and conducts pre-processing for the DNA
service.

DNA.Utility.DistributionGenerator is the utility which enables the
user to compute attribute distributions from risk networks. The utility
takes as input a set of nodes and edges, and produces univariate and
bivariate distributions from these, for use in the structural model of
the provided network.

DNA.Utility.IncrementalEdgeGenerator is a utility that generates a
risk network incrementally, based on an inductive process in which new
nodes join an existing stable graph. The utility takes as input a graph
reference file which includes a pointer to an XML file containing a list
of N nodes (wherein each node has a list of node attribute values), and
a second pointer to an XML file containing a list of E edges (wherein
each edge has a list of edge attribute values). In addition, it requires
an edge generation configuration file containing a list of D nodes, in
which each node has a list of attribute values. These D nodes are
attached sequentially to the network of N nodes and E edges. Another
input required by the utility is the distribution file specifying ideal node
degrees, that is the probability that a node, upon arrival, will attach
to a given number of preexisting nodes.

The utility main process executes the following logic: Consider each
of the D nodes in turn. For each node, determine its ideal degree by
randomly sampling from the degree distribution file. Consider a star
of edges between the new node and all existing nodes. For each edge,
construct a vector of weights (one per node attribute), where each entry
in the vector is determined using the bivariate frequency files and other
constituents as per the model framework. Collapse this vector to a
single scalar propensity, as specified by the aggregation type. Interpret
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this scalar as a relative likelihood for the edge. Sample edges from the
star (with replacement) until the desired degree is attained. For each
edge selected, select attributes by random sampling of the univariate
distributions of edge attributes.

DNA.Utility.EdgeGeneratorClique is a utility which takes as input an
edge generation configuration file. In this configuration file, we specify
the properties and attributes of each generated edge instance, provide
a path to an existing file of nodes, and specify which node attributes
influence edge formation likelihoods. The user also specifies a tag to
represent the “edge type” of the edges that will be generated. This
allows the user to superimposing multiple graphs onto the same set of
graph nodes, thereby supporting multiple layers in the risk network.
Finally, the user specifies an aggregator configuration file that specifies
the aggregation function that is used to coalesce together the bivariate
attribute distributions for each influential node attribute.

Note: Both the DNA.Utility.IncrementalEdgeGenerator and the
DNA.Utility.EdgeGeneratorClique make use of node and edges
factories. The factory design pattern requires configuration files (via
the Data tier) which specify the node and edge attributes and their
corresponding distributions. The node and edge factories retrieve these
distribution files (via the Data tier) as needed, and perform random as-
signment of node attributes based on the specified distributions. The
probabilistic attribute selection is conducted by constructing a Prob-
ability Distribution Function object for each node and edge property.
From this Probability Distribution Function object a Commutative Dis-
tribution Function object is constructed, whose inverse is then used
to convert uniform sampling into sampling over the categorical set of
values for the variable. Model degeneracy is also estimated by comput-
ing the Shannon-Jenson divergence of the node and edges properties
against the original user specified distributions. The output of this
utility serves as the initial risk network for the DNA server simulation
processes, together with divergence measures between the population
and the attribute distributions.

DNA.Utility.EdgeSetSplit is a utility that can be invoked by the user in
order to split a set of edges into two parts. The utility takes as input
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an XML file containing a list of edges, and can be run in deterministic
or probabilistic mode. In deterministic mode, the input file is split into
two pieces, with a specified number of edges falling in each of the two
output files (via the Data tier). In probabilistic mode, a probability is
provided, and the utility randomly assigns each edge in the input file to
one or the other of the two output files (written via the Data tier), with
the specified probability. The utility outputs two XML files (written
via the Data tier) embodying the requested split of the input edge set.
For safety, the utility conducts output validity checks, ensuring that
GUIDs are preserved, the two output files are disjoint, and their union
is precisely equal to the input file.

DNA.Utility.EdgeSetUnion is a utility that can be invoked by the user
to merge sets of edges. It takes as input a series of XML files with the
specified probability. The utility outputs two XML files (read via the
Data tier) each containing a list of edges, with each edge having list of
attribute values. The output of the utility is an XML file containing the
union of all edges. The utility conducts output validity checks to ensure
that all edge GUIDs are preserved, and appear without duplication.

DNA.Utility.GraphDegreeDistributionCalculator is a utility is in-
voked by the user to compute a degree distribution from a set of nodes
and edges. It takes as input a graph reference file which includes a
pointer to an XML file containing a list of N nodes (wherein each node
has a list of node attribute values), and a second pointer to an XML
file containing a list of E edges (wherein each edge has a list of edge at-
tribute values). For each edge type the utility compute the graph nodes
degree distribution and serialize the resulting distribution to an XML
output file. The utility also computes a cumulative degree distribution
over all edge types.

DNA.Utility.NodeDivergenceCalculator is a utility is invoked by the
user to compute the divergence between a set of nodes and a set of
distributions. It takes as input an XML file containing a list of nodes
(wherein each node has a list of attribute values), a configuration file
containing a list of node attributes names (and a univariate distribution
file for each of these attributes). The utility computes the Shannon-
Jensen divergence between the sample distribution of the attribute ex-
hibited by the set of nodes, and the authoritative univariate distribution
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of the same attribute—for each node attribute. The utility serialize the
output of this calculations to serialized XML file.

DNA.Utility.NodeGenerator is a utility that may be invoked by the
user to create nodes. It takes as input, a configuration file containing a
list of node attributes names, and specifications of the univariate distri-
bution files (read via the Data tier) for each of the node attributes. In
addition to the configuration file the utility takes the number of nodes
to be created, and a random seed as additional arguments. The utility
produce an XML file containing a list of nodes, where each node has
a list of node attribute values. Each node’s attribute values are gen-
erated by independent random selection using the specified univariate
distributions.

DNA.Utility.NodeSetSplit is a utility which takes an input of an XML
file containing a list of nodes (wherein each node has a list of attribute
values). , and can be run in deterministic or probabilistic mode. In de-
terministic mode, the input file is split into two pieces, with a specified
number of nodes falling in each of the two output files. In probabilistic
mode, a probability is provided, and the utility randomly assigns each
node in the input file to one or the other of the two output files, with
the specified probability. The utility outputs two XML files embodying
the requested split of the input node set. For safety, the utility con-
ducts output validity checks, ensuring that GUIDs are preserved, the
two output files are disjoint, and their union is precisely equal to the
input file.

DNA.Utility.NodeSetUnion is a utility that can be invoked by the user
to merge sets of nodes. It takes as input a series of XML files each
containing a list of nodes, with each node having list of attribute values.
The output of the utility is an XML file containing the union of all
nodes. The utility conducts output validity checks to ensure that all
edge GUIDs are preserved, and appear without duplication.

DNA.Utility.SampleConfigGenerator is a utility which assists the user
in building configuration file to the DNA service. The utility generates
templates and samples for the XML simulation configuration file, the
node generation configuration file, the edge generation configuration
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file, the attributes aggregation configuration files and a full set of prob-
ability distribution files.

DNA.Utility.ShowNodePropertyDistributions is a utility which com-
putes the univariate distribution of attributes manifested in a set of
nodes, nodes file, for each property listed in the Configuration file.
Then the computed distribution is serialized into standard XML for-
mat of a distribution.

DNA.Utility.MeanStd is a utility which analyze simulation outputs across
multiple trials, showing the mean and standard deviation as a function
of time, across multiple trials.

Figure 8.7: DNA.Objects

DNA objects and assemblies

DNA.Objects is a base common assembly that defines core objects like
the Node class which hold the node attributes and properties, the Edge
class which bind nodes in directional and unidirectional graph setting,
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Figure 8.6: The producer-consumer relationships between DNA utilities.
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with support for univariate and bivariate distributions. In addition to
the node and edge classes, the assembly defines the collections and dic-
tionaries for graph nodes and graph edges dynamic structures, through
which formatting, serialization and de-serialization to the Data tier is
conducted.

DNA.Service.Core.Settings is the common assembly for graph simula-
tion configuration objects. It defines the dynamic property rules and
both the node generation and the edge generation configuration ob-
jects. The utility also define the attributes aggregation configuration
objects, and holds the application settings caching instance. The utility
provides serialization and de-serialization functionality to the system
configuration objects, via the Data tier.

Figure 8.8: DNA.Service.Core.GraphFactory
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DNA.Service.Core.GraphFactory is a creational assembly implement-
ing the factory design pattern. This pattern models an interface for
creating DNA graph objects which at creation time defer to its sub-
classes the decision of which graph object or class to instantiate. The
DNA core service makes use of this Factory Pattern since it is respon-
sible for “manufacturing” nodes and edges, but the precise types of
these may change based on Business Logic plugins. The Factory Pat-
tern thus facilitates a loose coupling, by eliminating the need to bind
application-specific classes into the code.

DNA.Service.Core.SystemDynamics is a utility assembly which main-
tains historical information as the graph simulation evolves. As the
simulation proceeds, a sequence of snapshots and checkpoints are gen-
erated, allowing the system to track the divergence of the risk network
from its starting point and detecting possible onset of model degener-
acy. The serialized checkpoints are milestones to which user can “roll
back” if model degeneracy arises. This assembly provides the ability to
move backward along a tree of simulation checkpoints. The checkpoint
hierarchy is stored in serialized XML file (via the Data tier). This allows
the system user to conduct multiple trials, measure divergences, and
reconfigure and calibrate system to the particular simulation domain.

Plugin architecture

The DNA.Business-Logic.GraphDynSimulation is a business logic ex-
tension, to which all the DNA framework and functionalities are provided via
a mediator. In effect, it is a “plugin” to the Business Logic layer. The media-
tor provides the plugin with discrete event simulation functionalities, as well
as proxies to edge and node instances. This provides the plugin with access
to graph properties and node attributes. The plugin, in turn must specify
node, edge, and simulator behaviors or “simulators”, through its own cus-
tom code. It does this using a set of finite state machine primitives which are
provided to plugin developers. This helps maintain correct, event-triggered
behavior implementations, and consistency in plugin designs.
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Simulation objects and assemblies

DNA.GraphDynSimulation.Objects is the assembly which contains the
base classes and implementation for finite state machine instances, as
well as the base implementation of the mediated graph objects and
node and edge proxies.

DNA.GraphDynSimulation.Factory is a base creational assembly im-
plementing the factory design pattern. This pattern models an interface
for creating the dynamic simulator objects, which represents the plugin
instances constructed from the extended business logic module. The
dynamic simulation modules call this factory assembly for “manufac-
turing” node, edge and graph simulators (i.e. behavioral specification
objects).

8.3.3 Data tier

The Data tier isolates all components from direct access to the file system and
database servers. Through this tier all information is stored and retrieved.
This tier keeps data storage neutral and independent from the application
modules or business logic. This tier also abstracts the data source which
improves scalability and performance.

DNA.DataSource is a project module contains all of the file system, database
and instance objects used by the application. It provides a single unit for
authoring, deploying, and managing the data-tier objects instead of having
to manage them separately. The abstractions in the data source allow the
application to work effectively with various data base system like Oracle,
MySql and Microsoft SQL as well as the file system, all without direct im-
pact on the application code and business logic. Currently, the data tier is
configured to retrieve and store data to an XML based file system. The im-
plementation support data storage and retrieval from Linux, Windows and
Mac OS X based systems. If at a later stage, we migrate to a SQL based
data base, this will be achieved without recompilation of the server code or
impact on the design and implementation of the higher tiers.
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8.3.4 Framework tier

In the Framework layer, reusability is the key feature in all of the code seg-
ments in this layer modules. The Framework provides common functionali-
ties to the other application layers and modules. The Framework’s reusable
modules and classes reduce implementation time, increase the likelihood that
prior testing and use has eliminated bugs and localizes code modifications
when a change in implementation is required.

Key common functionalities are the mathematical computation of distribu-
tion functions as well as the random number generation modules. Other func-
tionalities provided to the application components and layers are logging for
purposes of debugging, as well as reporting normal process information and
warnings. In addition, the Framework tier provides common graph related
data types.

DNA.Framework.Log is a framework project module is based on Single-
ton Logger class through which a single instance consolidate all logging
events in the system and dispatch them to a set of observers. The mod-
ule allows the application components to control which log statements
are output by assigning each output a severity level, with arbitrary
granularity. Its verbosity is fully configurable at runtime using external
configuration files. The logger assembly supports a set of logging event
observers, file observers, database observers and console observers, each
can be individually configured to filter and categorize log events.

Inserting log statements within the code is an effective method for
debugging it, as debuggers are not always available or applicable when
switching between different operating systems and environments that
the application support. Moreover, once the MABUSE application
has been distributed to researchers and users, the development team
can use effective logs and traces from systems process execution to
diagnose and fix issues, since the logs provides precise context about
the execution of the application. Once inserted into the code, the
generation of logging output requires no additional intervention.

DNA.Framework.DistributionGenerator is a framework assembly that
provide shared computational functionalities for handling Probability
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Ch. 8. The multi-actor-based universal simulation engine

Distribution Functions, Cumulative Distribution Functions, Discrete
Distribution Tables and Shannon Jensen Divergence computations, as
well as a common multi-purpose random number generator.

DNA.Framework.Serialization is a common assembly which facilitate
serializing instances and objects to the file system in standard XML
file formats.

DES.Framework is an assembly which maintains the base implementation
for the discrete event simulator (described in the next section), related
objects and interfaces, like the simulation event, the scheduler, the
event handler.

DNA.Framework.GraphUtility defines the edge and node propensity
aggregation instances.

8.3.5 Framework for Discrete Event Simulation

ADiscrete Event Simulation (DES) framework controls events in time, through
a queue of events sorted by the simulation time when they should occur. The
simulator processes each event in the queue sequentially, and possibly trig-
gering new events when existing events are handled. The following are the
main components of almost every DES framework:

Event queue A list that contains all the events waiting to happen, sorted
by time.

Simulation Clock A global variable that represents the present simulation
time.

State variables Variables that, together, completely describe the state of
the system.

Event routines Routines that handle the occurrence of events. If an event
occurs, its corresponding event routines are executed to update the
state variables and the event queue appropriately.
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Tiered architecture

Input routines The routine that gets the input parameters from the user
and supplies them to the model.

Report generation routine The routine responsible for calculating and
analyzing results and exporting them out to the end user.

Initialization routine The routine responsible for initializing the values of
the various state variables, global variables, and statistical variables at
the beginning of the simulation program.

The SimEnt is an abstract class, which defines the characteristics of a simu-
lation entity. The base class can not represent a functional simulation entity,
as it is not a concrete implementation. To fully define the functionality of
a simulation entity (thereby making it concrete and instantiable), one needs
to specify how the particular SimEnt will respond to the arrival of events.

The SimEvent represents a simulation event, and is an interface in the DES
framework. Application level events are concrete classes which implement
the SimEnt interface. SimEvents happen at SimEnts. SimEnts respond to
the arrival of SimEvents by changing their own state, and by scheduling more
SimEvents to be sent to other SimEnts (or to themselves) in the future. This
is the essence of a discrete event simulation. .

The Scheduler is a C# implementation based on the java based DES pre-
sented by (Guizani et al., 2010). The scheduler represents the core compo-
nent of the simulator. Since the scheduler is the focal point of the simulator,
we allow one and only one instance of the scheduler to be constructed. We
achieve this by coding the scheduler class as a Singleton class. The scheduler
maintains a list of SimEvents, ordered by the time at which the SimEvent is
to be delivered to a specified SimEnt. The receiving SimEnt can interrogate
the arriving SimEvent to determine its nature, as well as determine who the
SimEvent was sent by. These factors go into the determination of how the
SimEnt will respond.
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Ch. 8. The multi-actor-based universal simulation engine

8.4 Software implementation

As of September 2011, the MABUSE platform is implemented as roughly
50,000 lines of code written in the C# programming language (ECMA Inter-
national, 2006) over the Mono3 runtime environment. Using C# makes the
MABUSE simulations execute almost as fast as if they were written in native
C. At the same time, using the Mono runtime allows us to maintain easy bi-
nary portability across Windows, Macintosh, and Linux platforms—indeed,
the same executable file runs on all platforms.

3Mono is a free and open source project led by Xamarin, and seeks to create an ECMA-
standard compliant .NET-compatible set of software development tools including, among
others, a C# compiler and a Common Language Runtime.
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Chapter 9

Conclusions and the road ahead

The central purpose of this project has been an exploration of well-known
but until now unaccounted for HIV-1 infection patterns among injecting pop-
ulations. To accomplish this, we have modeled the actor interactions within
a risk network, an evolving approach in HIV research. Because IDU commu-
nities remain reservoirs of potential HIV infection for the larger communities
in which they live and with whom they interact, understanding the short
and long term dynamics of infection transmission represents an important
public health priority for both the IDU community itself, and the general
population that surrounds them.

The project began with three interrelated hypotheses:

• Hypothesis 1. Firewall phenomenon will consist of individual agents
with mature infections which partition the overall risk network into a
series of clusters, in which uninfected clusters remain relatively stable
(over simulation time).

• Hypothesis 2. Local (neighborhood-level) social network structures
within IDU networks will combine with varying rates of individual HIV-
1 infectiousness over the course of time to stabilize infection rates—
contributing to the proposed firewall effect that allows IDU communi-
ties to remain at relatively stable infection levels below saturation.
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Ch. 9. Conclusions and the road ahead

• Hypothesis 3. IDU networks with stable, sub-saturation levels of
HIV-1 infection, will continue to produce new infections over the course
of time that fail to propagate fully throughout the network, but will
instead function as reservoir of overall network infectiousness.

All three hypotheses were shown to be true—with varied levels of effectiveness—
based on simulations set according to network parameters drawn from the
SFHR data set, from Bushwick New York in the early 1990s. Through-
out a variety of simulation scenarios, the “firewall effect” appears to form
an important barrier to HIV infection in risk networks. Small, component
level pockets of uninfected nodes separated from the rest of the network by
mature, low infectious nodes, co-exist alongside a low but steady number
of new infections which nevertheless fail to propagate across the topology.
From this we can say with increasing confidence that, as originally proposed
by Friedman et al. (2000), the presence of highly infectious individuals en-
gaging in risk activities within a network does not, alone, ensure that HIV
infection spreads throughout a risk network.

Taken together, these findings represent a step forward in an approach that
sees networks and communities—social bodies rather than single individuals—
as carriers and transmitters of disease, without ignoring the fact that such
collective bodies are composed of actors whose individual actions and deci-
sions give networks and communities their form. By approaching networks
as emergent phenomena—as entities whose characteristics derive from the
aggregate behavior of multiplex actors, none of whom alone determine the
overall dynamism of the whole—we advocate a complex systems approach.

In the course of this research, several corollary findings emerged that demon-
strate the establishment of our three main hypotheses. Included among these
is the fact that sub-saturation stabilization of HIV rates in IDU networks
was a robust phenomenon, which appeared across a wide variety of param-
eter settings. As importantly, we note that this stabilization-across-settings
took place despite the fact that no behavioral changes were induced among
network actors. The same behavioral profile—and the same network forming
actor preferences—that created the initial rapid infection within the sim-
ulation networks also produced long, steady periods of near constant HIV
infection rates. These findings do not rule out the effects of individual be-
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havior change, but do show that network-structural factors can account for
observed infection dynamics. While subsequent declines in the HIV rate
among injecting drug users in New York are not explained here (and very
likely owe their dynamic to interventions aimed at altering individual behav-
iors, user-education, and the like (Des Jarlais, Arasteh, & Friedman, 2011),
no such explanations are required to understand the early dynamics of infec-
tion spreading—and non-spreading.

Past researchers have also drawn attention to structural factors (Adimora et
al., 2006; Neaigus et al., 1996; Kottiri et al., 2002; Fernando et al., 2003;
Gore-Felton et al., 2003) though in most cases this refers to macro-social
features such as gender, race/ethnicity, or age rather than local topologies
(though see Potterat et al., 1999, 2002; Friedman et al., 1997; Friedman,
1999). One of the key findings here—discovered in the preliminary steps
of fitting model parameters—is that local structural factors, in the form of
network transitivity, must also be accounted for in our discussions of the
effects of social structure. Too few projects gather the necessary structural
data to determine whether this is the case more broadly.

An important feature of an approach based on simulation of complex systems
is that it allows us to examine multiple instances of phenomena for which on-
the-ground empirical research would prove difficult or impossible, such as the
growth and shrinking of networks through time. While simulation remains
a less desirable approach that empirical research, where such research is not
possible, simulation allows a view of long-term dynamics that can point us
toward (or away) from explanations that might otherwise appeal to mistaken
“common” sense.

Tests of parameter settings also provide a number of observations. We were
surprised to find that significant growth and shrinkage of networks had little
effect on HIV infection dynamics or on the network structural factors that in-
fluenced its spreading. This is, as far as we know, a new finding—suggesting
that interventions aimed at lowering drug use/drug network participation
alone may not lower infection rates or the ongoing production of new infec-
tions in IDU networks. Where HIV rates have fallen in shrinking networks,
our findings would suggest that it is factors other than the shrinking of the
network itself that have led to the decline.
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Ch. 9. Conclusions and the road ahead

Our research also suggests that overall network size plays a key role in HIV
dynamics among injecting drug user networks. Consistently, networks of size
5,000 through 25,000 behaved within a narrow (and therefore predictable)
range of overall characteristics. Networks of 1000 nodes or fewer, on the
other hand, showed high variability in their network-wide behavior. This lat-
ter finding bears serious consideration for those concerned with interventions
aimed at influencing the overall rate of HIV among injecting drug user net-
works. If smaller networks show high variability in their dynamics—leading
to the idea that they are more subject to stochastic events than networks of
large size—then understanding where and how particular interventions will
succeed or fail becomes very difficult.

What such variability in outcomes indicates is that stochastic factors may
outweigh node level dynamics in determining network-wide outcomes through
time in small networks. Put another way, the outcome of interventions in
small-scale networks may not serve as good indicators of likely outcomes of
the same intervention in other small networks, nor in the same networks
at a different time, nor in large networks. In each case, the effects of ran-
dom events may render the otherwise most successful interventions moot, or
the most ill-adapted interventions successful—this without a change in the
underlying set of network attributes or dynamics. We recognize that this
finding represents a difficult challenge to policies advocating “Demonstrated
Evidence-Based Interventions”, or DEBIs (Galbraith et al., 2011). Regard-
less of whether the precise findings regarding scale seen here hold up under
further investigation, it is clear that factors of scale ought to be an impor-
tant criterion for evaluating what constitutes “demonstration” in evaluating
intervention success or failure.

Not surprisingly, varying the overall levels of risk behavior of network actors
shows high impact on overall network HIV rates. Indeed, even small changes
in this setting affected viral prevalence. Yet such changes did not seem to
affect overall infection-spreading dynamics. All but the lowest risk behavior
settings continued to produce an initial “hot spike” in infections, followed by
a long period of stabilization.

In much the same way, changes in the likelihood that a risk event would
result in infection across serodiscordant risk partners showed a consistent
impact on both the overall rate of network infection, and on the stabilization
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potential of the network. At levels well below (1/50th) the standard SFHR
level of transfer risk, the virus fails to spread at all; while at a level twice the
standard risk, the network-wide rate stabilizes more quickly and to a higher
level.

Likewise, the dynamics of high levels of infectiousness deserve comment. High
rates of infectiousness regularly produced a higher “hot spike” and higher
overall HIV rates, though they do not produce a greater number of highly
infectious nodes in the mature network than trials using a lower infectiousness
value. As in simulations of lower levels of infectiousness, the rate at which
new infections were generated after the period of initial rapid spread, is
relatively constant. If new (and thus highly infectious) cases of HIV are seen
as the most persistent threat to surrounding communities, the level of this
threat would seem to be robust against changes in the level of infectiousness
of the virus itself.

Along these lines, testing the effects of transient network members showed
that even low numbers of short term participants in an IDU network can
have a serious impact on the overall HIV rate. While HIV stabilization was
manifested, transient participation increased HIV rates to levels approaching
saturation. It has long been believed that transient visitors pose a risk of
infection from IDU communities to the general public. What seems equally
clear is that transient users play a role in increasing rates of HIV infection
within IDU networks.

Similarly, simulations which varied participants’ time-in-network showed im-
portant effects on the overall network HIV prevalence. Where average partic-
ipation time is lowered considerably, the overall HIV rate does not stabilize at
the same level (or to the same extent) as when participation is prolonged. We
observe that long-term participation in the network creates very stable rates
of infection, despite the fact that individuals within the network continue
to “churn” their connections among one another, and that high turn over
of network participants, even where new participants enter the network in
an uninfected state, necessarily produce both higher and continuously rising
HIV rates. Given that many law-enforcement-based interventions produce
high turn-over of network participants who subsequently reenter the net-
work at a later time, such interventions would seem likely to have important
negative consequences for HIV infection rates.
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The number of new infections in networks whose actor participation time
varies also showed marked differences from the standard SFHR simulation.
In situations of low average participation duration, the characteristic “hot
spike” is either absent or less pronounced, while the production of new in-
fections over time significantly exceeds that of the standard network. As
with the overall network-wide HIV rate, the high turnover networks feature
greater risk of infection transmission, due to the higher proportion of new
infections as a percentage of the total population. On the other hand, long-
term mean participation settings continue to produce a steady number of
new infections over time, but at a rate lower than the standard settings.

Again, these results point to the fact that interventions based around stabi-
lizing social participation (such as New York City’s HIV+ housing programs)
can maximize structural barriers to HIV spreading, or minimize them when
they move people from place to place over short periods of time. Other ex-
amples of injection drug user geographic mobility, include those induced by
limited access to methadone treatment, and residential mobility associated
with living in decarceration facilities such as half-way houses or shelters.

Somewhat in contrast to the above observations, variation in the rate at
which network actors change their risk partners produced little effect on
overall HIV rates. At churn rates that are faster than the standard, the
firewall effect is able to account for a greater number of HIV negative nodes,
while at rates of churn that are slower than the standard, it accounts for
fewer of the HIV negative nodes.

We also note that, despite the fact that network transitivity/triadic closure
were shown to be important structural elements in predicting the pattern of
ties shown by the SFHR topology, varying the relative importance of triadic
closure bias in network churn events had little effect on HIV rates. Like
several of the churn parameters, wide variation of this setting seems to affect
overall network topology, but not in ways that affect HIV transmission.

Together, these results serve as observations from a vantage point not avail-
able to empirical research. All should be viewed as testable hypotheses, and
not accorded the weight of actual historical findings. In this light, they point
to one of the key strengths of simulation based research: the ability to view
currently-accepted ideas and theories from an new perspective which can, in
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turn, raise new questions, suggestions, and points of critique. As an adjunct
to both research and intervention planning, the potential contributions of
such an approach are, as we see it, many.

The Road Ahead

Possible future plans for this research includes the following:

• Interventions. The MABUSE simulation platform can be extended
so as to enable us to model proposed intervention strategies that are de-
signed to control the spread of HIV in risk networks. In retrospective
application, using MABUSE to fit dynamic network models of prior
interventions would provide an understanding of the network-centric
mechanisms underlying the relative merits of different approaches that
have been considered historically in IDU communities, such as the
one found in Bushwick on which our simulation was based. Applied
prospectively, such a platform represents the first viable promise of a
data-driven stance toward public health policies and their optimized
design based on network structural dynamics. Simulations could also
be used to provide a measure of sensitivity to model parameters, which
in turn would yield a better understanding of which aspects of the
environment are most critical to ensuring the anticipated outcomes.
Simulation of proposed interventions—potentially at the scale of small
cities and over multiple decades—would enable one to determine reli-
able local predictors as to where (in the network) and when (in time)
the policies were anticipated to be most/least effective in meeting their
intended objective. These insights would then be used to adjust and
augment the proposed intervention, in what we anticipate would be a
cyclic design-simulate-design process.

• Fidelity. The network simulations here entail 3 potential dimensions
of real world fidelity: the risk network, the risk event, and the pathogen.
In each case, these were treated here singularly. That is, we considered
a risk network largely in isolation from the ambient social network in
which it is embedded (except in the case of transients, which quickly
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pointed to the centrality of extra-network interactions). At the level of
the event, again we chose to amalgamate a variety of actual behavioral
means for infection transmission into a single risk act type. And in the
case of the pathogen, we considered HIV in isolation from other factors
of co-infection. The MABUSE platform is capable of incorporating
multiplicity in each of these dimensions.

– Scale. One strength of the MABUSE platform is its ability to
simulate large networks. The simulations of 25k nodes described
here can be expanded to networks of 100-250k nodes. One avenue
for this is the implementation of parallel processing. While this
scale likely dwarfs the majority of risk networks outside of very
large cities, it would allow for the full modeling of risk networks
as they interact with the larger social networks in which they are
embedded. Simulations of this sort move further away from closed-
network assumptions and toward still more accurate, real world,
epidemiological trajectories. This would also allow us to move
away from coarse prevalence estimates and toward questions of
viral distributions in the general population.

– Co-infection The modeling co-infection dynamics (such as co-
infection with Hepatitis C) represent a second step in achieving
greater fidelity with real world epidemiology. Toward this end, we
have begun collaborating with Dr. Holly Hagan at the Center for
Drug and HIV Research (NYU School of Nursing) and Sam Fried-
man (NDRI) on co-infection models that affect HIV rates in IDU
networks. We are currently developing a joint research proposal
with the Center for Drug and HIV Research, to be submitted in
the next 6 months.

– Multiple Relational Framework The ways in which HIV is
transmitted within IDU networks (and between IDU networks and
the surrounding population) is likewise far from singular. Indeed
research today points to sexual transmission as the key method
of virus spreading even among injecting drug users (Des Jarlais,
Arasteh, & Friedman, 2011). Here too, the MABUSE platform
can be extended to incorporate multiple forms risk of interaction
among network actors, maintaining multiple distinct pathways of
infection that interact at the level of network-wide infection rates,
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but emerge from distinct social dynamics. Like increases in scale
and the incorporation of co-infection dynamics, a multi-relational
framework would add greater fidelity to the simulations them-
selves, and with that, higher confidence in the simulator’s ability
to model complex real-world infection dynamics.

• Neutral Networks. A continuing question from the current set of
findings is the extent to which the phenomenon of interest here—HIV
stabilization and the firewall effect are specific to the topology of the
SFHR network. While simulations of the IDU core of the P90 data
showed similar results, we plan to test the effect of more neutral topolo-
gies, such as random networks or ERGM produced networks.
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