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Abstract

In this paper, we consider several mathematical and algorithmic problems which
arise naturally in the optimal deployment of modern network management systems.
Specifically, we will consider the problem of minimizing the total communication
costs within an architecture consisting of a distributed hierarchy of cooperating intel-
ligent agents. We consider several communication cost models, and describe provably
optimal schemes for distributing agents among machines in each of these models.
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1 Introduction

A network management system (NMS) must be able to coordinate thousands of network
devices, and scale to perform well as the number of devices increases. To achieve this
goal, the designers of the Optiprism [9] NMS drew upon the compelling analogies between
scalable distributed computer systems and distributed human organizations, as presented
by Fox [5] and others. Indeed, the architecture of Optiprism has its roots in the theory of
human organizational hierarchies, as developed in the works of J. R. Galbraith [6], Mount
and Reiter [11], Radner [13], Patrick and Dewatripont [12].

Traditionally, network management software has been based on centralized paradigms
using on SNMPv1 or SNMPv2c, or weakly distributed hierarchical paradigms using SN-
MPv2, RMON, CMIP, or CMIP derivatives such as TMN [10, p. 5]. These approaches
are feasible in small networks since their communication costs grow prohibitively with
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the number of devices [14, p. 4]. In contrast, Optiprism’s design draws upon hierarchical
network control schemes [2] such as PNNI [1].

The Optiprism NMS is a hierarchy of (software) managers, each of which may act as a
supervisor of several subordinate managers. State information about the network is aggre-
gated and flows recursively upwards at each node of the hierarchy, facilitating decisions
and actions which are then executed by recursive delegation of subtasks to subordinates
[3, pp. 12]. In this way, decentralized information processing facilitates decentralized
decision-making [15, pp. 1].

The processing of management requests—such as route selection, fault correlation, and
the collection of performance statistics—present computational burdens that prohibit
placing all managers on a machine. To address this issue, Optiprism managers behave
like cooperating mobile agents [10, pp. 9] in a hierarchy that can be distributed across
the set of machines that form the computational environment [7, pp. 1].

1.1 Browsers

In most NMS’ the human network administrator interacts with the management system
using a browser application. For scalability, however, such a browser should not commu-
nicate with all of the NMS’ managers at any point in time. In Optiprism, the browser
application is itself a leaf node in the management hierarchy. The browser acts as “consul-
tant”, changing its position within the hierarchy, and—following Galbraith’s mechanistic
model [6]—establishing lateral relationships with a small subset of the managers based on
its present position in the tree. The set of visible managers for a given browser consists
of: the browser’s peers, together with the browser’s supervisor’s peers, its supervisor’s
supervisor’s peers, and so on. Optiprism thus provides scalable connectivity between each
browser and the managers that are logically nearby. It also provides a graceful degrada-
tion of resolution so that the browser (and hence the human network administrator) has
high-resolution access to aspects of the network near the task at hand while maintaining
a reasonable—albeit at lower-resolution—perspective on the bigger picture.

Each browsers logical position within the hierarchy can be changed by the administrator
using it. Specifically, the browser can be either (i) promoted, causing it to become a peer
of its current supervisor, or (ii) demoted, causing it to become subordinate to a manager
that is presently its peer. This logical movement of the browser, causes the set of visible
managers to change in a manner corresponding to (i) zooming out from and (ii) zooming
into particular regions of the network. While managers can be moved between machines,
a browsers physical location within the computational environment cannot be changed
since it needs to display information on the administrator’s machine, and so must reside
there.

Adopting a mobile agent-based approach permits Optiprism to move the services (that
are provided by managers) closer to their clients (the browsers). If this distribution is
done well, one can reduce the system’s latency due to network communication [4] [8],
thereby yielding better responsiveness and performance in the NMS. In this paper, we



consider the problem of how best to distribute the managers across a set of machines so
to optimize the responsiveness of browsers and the multi-agent NMS as a whole.

2 Mathematical Model

The computational environment in which the NMS resides is modeled as a set of machines
M, connected by a set of links L C M x M on a network G = (M, L). In this paper we
assume that G is a complete graph.

We model the state of the NMS at any instant in time as a rooted tree T' = (V, E), with
root node denoted by r* € V. Denote the leaves of T by ¢(T) C V. A fixed subset
U C 4(T) of these leaves are identified as browser agents; the remaining nodes of the
hierarchy V\U are manager agents. Each of the browser agents U = {uj,us,...,ug} is
operated by a network administrator. We define m; € M to be the machine at which
the administrator operating browser u; resides. The initial assignment of browsers to
machines is then defined in terms of a map

g : U — M where

g U= m;

We will assume for simplicity that g is onto, which is to say that there is at least one
browser running on each machine. The computational environment G, the browser agents
U, the set of manager agents V\U, and the initial assignment of browsers g, will all be
assumed to remain unchanged over time, In contrast, however, the structure of the tree T’
may change over time, because each browser may be logically moved by the administrator
using it.

Our research begins with the observation, that while g specifies the location of the
browsers U C V, it leaves open the question of where the managers V\U should be
placed. More formally, we would like to extend g to a function:

f VoM

so that f|U = g, and f is optimal in the sense that it minimizes total network communi-
cations.

2.1 Properties of Optimal Mappings

Let us begin by considering the behavior of f on just two NMS nodesu € U, v € V. If f
determines that u should be assigned to machine f(u) = g(u) and v should be assigned
to machine f(v), then whenever u and v communicate, they must do so over the physical
network G connecting machines f(u) and f(v). Each act of communication between u
and v incurs cost proportional to the distance from f(u) to f(v) in G, which we denote

da(f(u), f(v))-



The question remains as to whether browser © and manager v may communicate at all.
As noted earlier, for reasons of scalability, each browser v € U is only permitted to
communicate with a restricted subset of so-called wisible managers, defined as

(w)
Vis(u) = U Visk (u)

where for each k € N, Vis*(u)—the k'! visibility of u— is the set of v € V\U that are
peers of the (k — 1)*® ancestor* of u, and h(u) is the distance from u to the root of the
tree.

Because information is aggregated as it flows upwards in the tree, the nodes in the kth
visibility of u may be viewed as encapsulating state and control information that is k¥ — 1
resolution quanta coarser than the resolution of information held by w.

The table and figure below are an example of how the visibility structure of a browser u
changes when a browser is promoted or demoted.

r*

Vis'(u) | 0 Vis'(u) | h,k Vis'(u) | d
Vis?(u) | k - Vis?(u) | 0 - Vis?(u) | a,e
Vis3(u) | 0 Vis(u) | a,e Visd(u) | 0
Visi(u) | a,e Visi(u) | @ Vist(u) | 0

For simplicity, we exclude the possibility of multicast communication between browsers
and managers, and consider only point-to-point communication. We may then define a
local cost function Cy, : M — RY, for each v € V and u € U, whose value C, ,(m) is

*By (k)™ ancestor of u we mean the (k 4+ 1)*® node on the path from u to r*. For example, Vis!(u)
consists simply of the peers of u, since the 0*® ancestor of u is u itself.



interpreted as the cost that would be incurred during pairwise communication between
the nodes v and v if v were placed on machine vertex m in the network G, while u was
placed at machine f(u) = g(u). Later we will propose candidate expressions for Cy ,, that
are tailored to address particular concerns.

The family of local cost functions
C={Coul|veV\UueU}

can then be used to define the global cost function C,, whose minimization would in turn
be used as the criterion for finding a globally optimal f.

C.(f, T, U, 9)= > Y Coulf(v))

veV\U uelU

2.2 The Problem

Given: a network management system consisting of a hierarchy of nodes T' = (V, E)
distributed over a physical network of machines G = (M, L), where the NMS contains
both browsers agents U C V whose physical location is given by the map g : U —+ M and
manager agents V\U whose physical location is unknown.

NMS Communication Minimization Problem. Determine the optimal physical lo-
cations for the all nodes of the NMS, including manager agents. In other words extend g
to a function f:V — M in a manner that minimizes Ci(f,T,U, g).

3 Mathematical Preliminaries

We now define some functions which will be used to specify the local cost functions, and
for describing the algorithm for constructing the optimal agent assignment function f.

For each v € V\U, let g, : U — {0,1} be defined as

B 1 if v e Vis(u)
Qw(u) = {o if5¢v§§(z)

and let p, : U — N be given by

(W) = kE ifve Visk(u)
P N oo if v ¢ Visk(u) for any k.

py and g, are closely related to the visibility relation.

For each v € V' the set of all browsers which can see v is called ¢} = {w € U| ¢,(w) = 1};
of these the subset which see v with smallest visibility are denoted

p: = {w € Ul pv(w) = m":n:cEU(pv(m)) and pv(w) # OO}



For each u € ¢} we denote the set of all browsers that can see v and are mapped to the
same machine as u by the initial mapping g as ¢}(g,u) = {w € ¢}| g(w) = g(u)} C ¢.
Analogously, for u € p} the set of browsers that see v with smallest visibility and are
mapped by g to the same machine as u, is denoted

py(9,u) ={w € pi| g(w) = g(v)} C py

Finally ¢ = {g(w) € M| w € ¢} and all g(w) distinct} is the set of all machines that
have been assigned at least one browser from ¢, and the set of all machines that have
been assigned at least one browser from p} is

p® = {g(w) € M| w € p, and all g(w) distinct}

4 Local Communication Cost Functions

We turn now to defining appropriate local cost functions (see subsection 2.1)—a necessary
pre-requisite before an optimal f can be found. If the network G is a complete graph,
then we might consider the BINARY local cost function below

0 ifm=g(u)orifveVis(u)
Cou(m = f(v)) = { , _ 1)
1 if m# g(u) and v € Vis(u)
To see how such a cost function would affect C, fix v € V\U. Clearly, if for all u € U,
v & Vis(u) then f can map v to any machine m € M without affecting C(f,T,U, g). If
there exists a unique u € U for which v € Vis(u), then f must map v to the machine
f(u) = g(u) in order to optimize Ci(f,T,U,g). The remaining, interesting case occurs
when the set of browsers observing v has size greater than 1, that is, |g}| > 1.

In this case, the cumulative contribution to C, by observers u € ¢} can grow to be as
large as the size of |¢}|. This biases the importance of f(v) in Cy, so to counteract this
bias, we consider the following UNIFORMLY BOUNDED local cost function

{ 0 if m=g(u) or if v € Vis(u)

C’u u(m) = ifm 75 g(u) and v € st(u)

, N 2)
la3]
This new cost function ensures that the total contribution to C by browsers that can see
v remains bounded by 1.

Since nodes in the kth visibility of a browser u are, in a sense, encapsulating state and
control information that is k — 1 resolution quanta coarser than the resolution of infor-
mation held by peers of u, it might be desirable to emphasize the relative importance of
mapping agents that are within smaller visiblity of u to g(u). While the previous cost
function does not do this, it could be modified to take visibility into account.

One such VISIBILITY-GRADED local cost function is

0if m= f(v) =g(u) orif v & Vis(u)
Cyu(m ={

1 ; _
AT /2 =1 if py(u) =



where d is the maximum degree in the tree 7.
Observe that if w € p} and p,(w) = k, then there are at most
dd=1)+d*(d=1)+d*(d=1)+ ... + d* N (d = 1) + d*(d = 2) = d(d* ' = 1) +d*(d - 2)

browsers which can see v with visibility k+1. These are the browsers at depth dy (w,7*)+1
in the tree, that is one level below the level of browser w. This VISIBILITY-GRADED local
cost function has the property that the cost a manager pays to a single browser w in pj
where p,(w) = k is more than the total cost it pays to all possible browsers which can
see v with visibility k& + 1.

This fact follows from the next lemma.

Lemma 4.1. Let d be the maximum downwards degree of a vertex in the tree, and let w
€ py. If po(w) =k, then qomiym=y > (d(d* D = 1) + d*(d - 2)) sranarrs=0
Proof. True since d(((k+1)(k+2)/2)=1)—=(k(k+1)/2-1) > (q(dk—1) — 1) 4 d*(d — 2))

The left hand side simplifies to d*+1) and the right hand side to d**! — d* — d. Hence
the result. O

Indeed the above lemma also proves that the cost an agent pays to a single browser w
such that p,(w) = k is more than the total cost it pays to all browsers which can see v
with visibility & + 4 for ¢ > 1 and (k + %) < ¢ where t is the depth of the tree.

5 Optimal Mappings

We now answer the problem of determining an assignment f of NMS nodes to machines
that minimizes the global communication cost C, for each of the local cost functions
described in the previous section.

5.1 The BINARY and UNIFORMLY BOUNDED Case

We assign the NMS nodes to machines via f : V — M defined as follows:
glv) ifvelU
gw) if|g|=1lorif |¢P|=1,weqg
flv) = (

w) if [¢P] > 1 and |g; (g, w)| = 55 g5 (9, u)|

Q

my ifg; =10

where m; is a fixed machine. If there is more than one vertex w that satisfies the
conditions, then we simply use the leftmost vertex among all possibilities—which w is
used does not effect the optimality of the assignment function.



The assignment f described above is an optimal solution to the NMS Communication
Minimization Problem. To see this we prove the following:

Lemma 5.1. Given anyt : V — M such that t|{U = g and any v € V\U, define a function
t:V = M as:

{ t(w) ifw#v
t'(w) =
f)  otherwise

Then C*(tlava Uag) < C*(tJVJ U)g)

Proof. The change in total cost Cy(t,V, U, g) due to the new function ¢’ occurs only when
v = w. Thus the only term in the total cost that can change with the new mapping ¢ is
the term ), Cyu(t(v)). It is enough to show that

D Coult' () Y Coult(v)) (4)

uelU uelU

There are two cases to consider,

(1) If t(v) = f(v) or if ¢& = 0, then the (4) becomes an equality, so the total cost does
not get worse with this change, that is, Ci.(t',V,U, g) < Ci(t,V, U, g)

(2) Let t(v) # f(v), and since in this case ¢} # 0, it follows either |¢®| =1 or |¢?| > 1.

(2.1) If |¢®] = 1 and if ¢(v) is a different machine that ¢, then v pays a non-zero
cost to all the browsers v which are in ¢; and which are mapped to the machine
¢®, that is C,,,(t(v)) is non-zero for all u € ¢}. Under the mapping ¢’ an agent
v pays no cost to browser u since v is assigned to the machine that already has
all browsers u which can view v. Hence Cyi(t',V,U, g) < Ci(t,V,U,g).

(2.2) If |¢®| > 1 then there is more than one machine that has a browser which is
in ¢. Since t(v) is not the same machine as f(v), it follows v pays non-zero
cost to a larger subsets of u € ¢} since f(v) is the machine that has maximum
number of browsers that can see v. On the other hand since t'(v) is the same
machine as f(v) it follows that v pays non-zero cost to a smaller subset of ¢.
Thus, all this shows that >, Cou(t'(v) < X ,cp Cou(t(v))

Hence the function f as define above indeed minimizes C, for the case of BINARY and
UNIFORMLY BOUNDED local cost functions. (|

5.2 The VISIBILITY-GRADED Case

To describe the function f which minimizes C in the case of the VISIBILITY-GRADED
local cost function, we need to introduce the choice function x : V\U — U. Intuitively,
the choice function assigns to each manager v a corresponding browser v* € U which
most significantly influences the physical location of v.



5.2.1 The Choice Function

For each manager v € V\U, we will now (constructively) specify a browser v* € U, with
the property defining f(v) to be g(v*) is often likely to be a good choice: we call v* the
choice of v. Recall that p; consists of browsers which can see manager v with smallest
visibility, say k. Put 8p = |p}| and af, ;) to be the number of browsers on the machine
g(w) which can see v with visibility j, for k < j < h. Clearly afy 1y < B for all w € pj.
Then, for w € p}, the number of browsers on machine g(w) which see v is

Oéa’k) + aq(lqj},k-l—l) + aa]),k-l—Q) + e + aaﬁ)

where h is the depth of the tree. Put

max

P, (9, w)| = uep: [Py (g, w)l (5)

There are two cases to consider:

max

(1) p® =1. Then for all w € p} we have |p(g,w)| = uepe [Py (9, u)| = |py|. We pick any
v* € pb as the choice of v.

(2) p? > 1. That is, there are at least two distinct machines that have browsers from
py. At this point again there are two cases:

max

(2.1) Either there is exactly one browser v* € U such that [pj (g, v*)| = 4y [Py (9, u)|
in which case we call such a browser the choice of v.

(2.2) There are at least two browsers wy and ws in p} such that g(w;) # g(w2), but
wy and wy satisfy:

mazr

Py (9, w1)| = [Py (g, wa)| = ep: [Py (9, )| (6)

For such w; and wy € p) we compare the two sequences of numbers:

w1 w1 w1
Qu,k)? ¥(w,k+1) 2 X(w,h)
wa wa wa
Au,k) ¥(w,k+1)7 72 X(w,h)

Clearly the first term of each sequence is same, and so we compare second
term onwards one by one until for the first j, ¥ < j < h, az‘;{j) # O‘Z}Z,j)‘
WLOG we may assume a'(‘;l’j) > a'(’;“’,j). At this point we call w; the choice of
v. This argument can be generalized to the case where there are n browsers in
pk which satisfy condition (2) stated above. If the sequences of such numbers
are not the same, the first w; with higher value for a'(‘:j’j) is declared the choice

of v; otherwise the leftmost vertex is taken as the choice.

Having defined the choice function *, we can now define an assignment f of NMS nodes
to machines for the case of a VISIBILITY-GRADED local cost function as follows:



glv) ifvelU
h(v) =< my ifpt=0
g(v*)  otherwise,

where v* is the choice of v as described in section 5.2.1, and m; is a fixed machine.

The following lemma shows that this extension function is optimal in the sense that it
minimizes the total communication cost C.

Lemma 5.2. Giwen anyt:V — M such that t|{U = g and any v € V\U, define a function
t':V > M as:

V) = {t(w) ifw#v

h(v)  otherwise

Then C* (tl7 V7 U7 g) g C*(t7 V7 U7 g)

Proof. The change in total cost Ci(t,V, U, g) due to the new function ¢’ occurs only when
v = w. Thus the only term in the total cost that can change with the new mapping is
the term ), .y Co,u(t(v)). It is enough to show >, 1y Cu u(t' (v) < D ycy Co,u(t(v))

There are two cases to consider,

(1) If t(v) = f(v) or if p¥ = @, then the two sides of the above inequality are equal and
so the total cost does not get worse with this change.

(2) Let t(v) # f(v), and since in this case p # 0, it follows either [p®| = 1 or [pP| > 1.

(2.1) If |[p?| = 1 and if t(v) is a different machine than p{, then v pays non-zero cost
to all browsers u which are in p} and which are mapped to the machine p®,
that is Cy 4 (t(v)) is non-zero for all u € p}. Under the mapping t' the agent
v pays no cost to any browser u € p} since v is assigned to the same machine
that already has all browsers that see v with smallest visibility. Hence in this
case clearly C.(t',V,U,g) < Ci(¢t,V,U, g).

(2.2) If [p®| > 1 then there is more than one machine that has a browser which
is in p¥. Since t(v) is not the same machine as h(v) = g(v*), it follows for
some j, k < j < h, afﬁf%* > afgfg.). Thus v pays higher cost to browsers in
g(v*) which can see v, since g(v*) has more browsers than #(v). On the other
hand since t'(v) is the same machine as h(v), it follows that v pays lower cost
browsers on machine ¢(v) (see Lemma 4.1) . We have therefore shown that
Y ucv Coult'(v)) < X ,c Cou(t(v)). Hence the function f indeed optimizes
the VISIBILITY-GRADED local cost function.
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6 Remarks on the Dynamic Case

It is interesting to consider the dynamic version of the problem, where the structure of
the tree changes whenever an administrator promotes or demotes his/her browser in the
NMS hierarchy. In such a setting, any browser u can see any agent v with 1 visibility by
using a finite sequence of number of logical movements. The next lemma, formalizes this.

Proposition 6.1. Let w € U and v € V\U be any two vertices in V whose distance
within the tree is dr(u,v) = m. Then there is a sequence of £ < m logical movements
Tiy...,Tg—where 7, (i =1...j) is either promotion or demotion of u—such that

v € Vis'(1y---mamiu)

Proof. By induction on m. Since u # v, m > 1.

Base case (m = 1). Since u is a browser, it is a leaf—hence u must be the subordinate of
v. Then, taking 71 to be promotion of u, we get that v € Vis!(riu).

Inductive step. Suppose the lemma holds for all browsers u and managers v for which
dr(u,v) < m —1. Now let us consider v € U and v € V\U for which dr(u,v) = m.
Let w = vg,v1,02,--.,Um—1,Um = v be the sequence of vertices along the path from w
to v. By inductive hypothesis, there is a sequence 71,...,7,—1 (where £ —1 < m — 1)
of logical movements which satisfy: v,_1 € Vis!(ry_1 ---mmiu). Now v, = v is either
the supervisor or the subordinate of v,, ;. If it is the supervisor, then we take 7, to
be promotion; otherwise we take 7, to be demotion. The resulting sequence 7q,..., 7
satisfies v € Vis! (1 -+ - momiu). O

Suppose the NMS hierarchy T changes over time due to logical mobility by any of the
browsers, and let T1,T5,...T;, ... be the sequence of tree structures, and f1, f2,..., fi,---
the corresponding sequence of assignments of NMS nodes to machines. Note that when-
ever f; Z fii1, this means that some managers in the NMS hierarchy need to be physically
moved at stage ¢ + 1. Specifically, for each v € V\U satisfying fi+1(v) # fi(v), manager
v must be physically moved from machine f;(v) to machine f;1(v).

As we showed in section 5, it is possible to compute an optimal assignment f; given
the tree T;. In practice, recomputing f; at each time step may not be feasible for two
reasons (1) computing f is relatively expensive, taking O(|V'|?) time, and (2) the costs
of physically moving managers between machines when f;11 Z f; may outweight the
benefits of making the change.

We propose that the assignment function f should be recomputed only when the cost
function increases by a predefined factor k. Specifically, we recompute a new optimal f

when
C*(fh T(i—l—l)a U; g) S
C*(f’i7Ti7 UJ g)

Setting k = 1 results in recomputing an optimal assignment at each step, while setting &
to larger values results in less frequent computation of new assignment functions. Thus

11



Kk acts as a parameter which permits tunable tradeoff between the costs of computing
good assignments over time, and the communication costs inherent in using sub-optimal
assignments.

7 Conclusions and Future Work

In this paper, we have developed algorithms for distributing a hierarchy of network man-
agement agents in a manner which minimizes the network communication required be-
tween browsers and managers. We showed that for three different natural local cost
functions, it is possible to compute a globally optimal assignment.

In this work, we considered the NMS agents to be distributed across a network of machines
modelled as a complete graph, and charged unit cost for communication between any two
distinct machines. In the future, we hope to consider the more general problem where
the computational environment is modelled as an arbitrary graph whose edges are not
uniformly weighted.
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